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ABSTRACT

Phishing is one of the most popular cyberspace attacks. Phishing
detection has been integrated into mainstream browsers to provide
online protection. The phishing detector of Google Chrome reports
millions of phishing attacks per week. However, it has been proven
to be vulnerable to evasion attacks. Currently, Google has upgraded
Chrome/Chromium’s phishing detector, introducing a CNN-based
image classifier. The robustness of the new-generation detector is
unclear. If it can be bypassed, its billions of users will be exposed
to sophisticated attackers. This paper presents a critical evaluation
of Google’s phishing detector by targeted evasion testing, and in-
vestigates corresponding defensive techniques. First, we propose a
three-stage evasion method against the phishing image classifier.
The experiments show that it can be completely bypassed with
adversarial phishing pages generated using the proposed method.
Meanwhile, the phishing pages still preserve their visual utility.
Second, we introduce two defense techniques to enhance the phish-
ing detection model. The results show that even using lightweight
defense methods can significantly improve the model robustness.
Our research reveals that Google’s new-generation phishing classi-
fier is very vulnerable to targeted evasion attacks. A sophisticated
phishers can know how to fool the classifier. Billions of Chrome
users are being exposed to potential phishing attacks. To improve its
robustness, necessary security enhancements should be introduced.

CCS CONCEPTS

« Security and privacy — Browser security; Malware and its mit-
igation; Intrusion/anomaly detection and malware mitigation;
« Computing methodologies — Machine learning.
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1 INTRODUCTION

Phishing attacks pose a significant security threat in cyberspace. In
Q3 2022, APWG [12] reported a record-breaking 1,270,883 phishing
attacks, marking the worst quarter for phishing incidents observed
by the organization. A substantial portion of these attacks involved
phishing webpages, which deceive users by imitating legitimate
webpages.

Many machine-learning-based classifiers [3, 5, 6, 11, 22, 55, 56,
60-62] have been developed to detect phishing webpage attacks.
They leverage various features, such as URL, DOM tree, visual ele-
ments, and meta-information, to predict whether the given webpage
is a phishing one.

It is natural to integrate the phishing classifier within the web
browser. The browser can directly access page content, and can
conveniently extract all desirable features. More importantly, the
integrated classifier can identify the phishing page and block it
before being seen by users. In other words, it can provide an online
protection for end users.

For instance, Google Chrome, the most widely used browser with
five billion users, has equipped a phishing detection mechanism
for years. The old version mechanism consists of two components,
a URL blacklist, and a logistic regression classifier. They had been
proven to be vulnerable to evasion attacks [35]. Currently, the
phishing detection mechanism is upgraded. An new CNN-based
image classifier is introduced to enhance the phishing detection.
A webpage must pass through all the three detection components
before being displayed to users. Otherwise, a phishing block page,
as illustrated in Figure 1, will be presented to warn the page viewer.
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Figure 1: The block page for a phishing webpage.

The new-generation detection mechanism have proven to be effec-
tive, reporting over 3,500,000 web browsing warnings per week in
July 2022 [25].

However, the robustness of the new-generation mechanism is
still unclear. An important question arises naturally as whether it
can also be bypassed like its old version, as done in [35]. For this
purpose, we present a critical evaluation of Google’s phishing page
detector via launching targeted evasion test and investigating po-
tential defense methods in this paper.

As shown in Figure 3, a phishing page must circumvent all the
two classifiers to bypass the new-generation detector. Surprisingly,
the evasion technique presented in [35] is still effective to bypass
the current logistic regression classifier. To this end, in this study,
we focus on evading the newly introduced image classifier.

To fool the logistic regression classifier, the attacker can dress
up the target page by altering the URLs, DOM elements, or terms
of it, and conceal the modification with various tricks. As a result,
the render result of the modified page is completely identical with
that of the original one.

However, to fool the image classifier, the visual appearance of the
target page will be perturbed to generate a different model input,
leading to misclassification. To ensure the accuracy of the critical
evaluation, we need to ensure that the proposed evasion method
is practicable. The primary challenge lies in preserving the visual
utility of the page. First, a phishing page should closely resemble the
impersonated page as much as possible, to successfully deceive end
users. Second, the introduced perturbation should be imperceptible,
and able to mislead the classifier.

Our approach. We propose a three-stage evasion method against
Google’s phishing image classifier, consisting of adversarial screen-
shot generation, inverse downsampling and webpage construction.
First, the candidate pixels are identified based on their saliency
and classification contribution, and perturbed using an iterative
optimization process to generate an adversarial screenshot. How-
ever, the Chrome/Chromium classifier is a simplified TF-Lite model,
which is designed for improved deployability but lacks the capabil-
ity to perform iterative optimization. To enable the optimization for
adversarial sample generation, we reconstruct a standard Tensor-
Flow model from the TF-Lite model by introducing a dequantization
layer and a quantization layer before and after each original layer.
Second, we inversely downsample the adversarial screenshot to ob-
tain a full-size version. Downsampling the input image is a common
preprocessing mechanism in industrial models. A practical attack
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Figure 2: An example of perturbed phishing page.

needs to reflect the perturbations within the downsampled image
in the original webpage. We specifically design a programming-
based method to perform upsampling while preserving the attack
information and visual utility. Finally, a dressed up phishing page
is constructed base on the full-size adversarial screenshot. The vi-
sual utility-preserving of the target page is ensured by setting a
pixel optimization scope and introducing specific elements in the
programming objective function.

Our experiments show that the proposed evasion method can
effectively bypass the new-generation phishing image classifier.
We collected 135 real-world phishing pages that can be spotted by
the image classifier. However, all of them can bypass the detection
after being perturbed with our method. As the same time, their
visual utility is preserved well. An example of the perturbed page is
shown in Figure 2. We can see that it is difficult for ordinary users
to detect the introduced perturbation.

Furthermore, we enforce two simple defense approaches to im-
prove the classifier robustness. We find that most of the phishing
pages can be re-detected after introducing lightweight techniques.

We can draw the conclusion that Google’s new-generation phish-
ing detection is still vulnerable. Billions of users are being exposed
to potential phishing attacks. Fortunately, the classifier can be sig-
nificantly enhanced by introducing necessary defense mechanisms.

This paper makes the following main contributions:

e Google’s new-generation phishing classifier is proven to be
vulnerable. It can be completely evaded with sophisticated
adversarial samples. Numerous Chrome/Chromium users
still face serious phishing threat. The dataset of our work
can be found in the Github repository?.

e We propose a three-stage evasion method to dress up phish-
ing pages, making them effectively bypass Google’s phishing
image classifier.

o The proposed method presents an adversarial sample genera-
tion technique for the deployment-oriented simplified model,
and offers a utility-preserving inverse downsampling tech-
nique to bridge the downsampling gap arising from model
input preprocessing, enriching the arsenal of attacking in-
dustrial models.

e We apply two potential defense methods, and prove that in-
troducing lightweight techniques can significantly enhance
its performance for phishing detection.

!https://github.com/GoodPhishman/A-Good-Fishman-Knows-All-the-Angles
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Figure 3: Google's current phishing detection mechanism.

Figure 4: Google's newly-added phishing image classi cation stage.

2 BACKGROUND have been hashed. The above factors limit our ability to understand

In this section, we demystify the details of Chrome's phishing web- their exact meaning. However, based on the observation on the

page detection mechanism by analyzing its open-source Chromium. Model output for the collected phishing webpages, we have rea-

The detection consists of URL blacklisting, logistic regression clas- SONs to infer that the 18 phishing dimensions may correspond to

si cation, and image classi cation, as shown in Figure 3. some common phishing target websites respectively, like Amazon,
URL BlacKlistings triggered when the user requests a webpage Facebook, Microsoft and Net ix.

with a URL. Before the browser sends a request, the requested URL

must rst pass the blacklist check. Chrome/Chromium hashesthe 3 METHODOLOGY

URL and sear_ches in the r_nanntamed URL_ blacklist. If the hashed \,/, present our evasion method, whose goal is to bypass Google's

URL appears in the blacklist, the request is canceled, and a block

page is shown; otherwise, the request proceeds to the target host. phishing webpagelt is important to note that speci ¢ sensi-

Logistic Regression Classi catimgins after the webpage request tive details of our method have been intentionally omi ed to
has been sent, the response has been loaded, and the rendering of

- prevent them from being used for malicious purposes.
the webpage has started. In this stage, the detector extracts three

f h includi ‘ Figure 5 presents the work ow of our evasion method. We rst
types of features from the webpage, including URL features (e.g., extract the image classi er modef|() used for phishing detection in

the protocol, do_mam, _and port of the target host's URL), D_OM Chrome/Chromium. The extracted model is reconstructed,(mak-
features (e.g., V,V'th or W'”‘OW <form> elements, number of <script> ing it more suitable for evasion. The reconstructed model is used to
e_Iements, fraction of_page links that use HTTPS), _and term features generate adversarial screenshot), which takes the downsampled
(i.e., the words used in the webpage). After extracting these features, original screenshot of a phishing webpage as input and generates a
thg detector maiches them with pre-de ned rules, and adds the downsampled adversarial screenshot. The downsampled adversar-
YVEIght of any matched fe_atures to the total score. If the t_otal SCOr® {51 screenshot is further inversely downsampled(to generate a

is over 0.5, the webpage is reported to Google for further inspection full-size adversarial screenshot. Finally, a fully-functional webpage

and will be blocked if con rmed as a phishing page. , that can bypass the phishing detector is constructed(according
Image Classi catiois the newly-added stage. Its work ow is to the full-size adversarial screenshot.

shown in Figure 4. In this stage, Chrome/Chromium takes a screen-

shot of the rendered webpage, downsamples it to 48*48 px, then .

upsamples it to 224*224 px, and feeds it into a convolutional neu- 3-1 Model Extraction

ral network (CNN) for image classi cation. The CNN is deployed Model extraction involves two parts: locating model uses in source
as aTF-Litemodel and consists of 55 hidden layers. The output code and extracting the model data. However, with tens of millions
of the CNN is a 19-dimensional vector. The 19 dimensions are of lines of code, it is nearly impossible to analyze the source code
composed of one benign score and 18 phishing type scores, eachpurely by manual e ort. Thus, we developed a method for locating
with a prede ned threshold. When a particular dimension in the  the uses of the phishing image classi er, which leverages dynamic
phishing dimensions exceeds its threshold, the current page will be debugging.

recognized as a potential phishing page. There are not any public ~ Locating Model Useéle rst heuristically search the entire source
information about phishing webpage categories. Besides, the labels code base of the open-source edition Chromium to identify func-
for each output dimension in the TF-Lite model within Chromium  tions that contain related keywords (e.g., phishing, classier,

phishing image classi er while preserving the visual utility of the
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Figure 5: The work ow of our method.

Figure 6: The method for adding quantization and dequantization layers.

classi cation, etc.), and add these functions to a candidate list.
Then, we recompile and run Chromium in a debug mode and set
breakpoints on the candidate functions. We then visit some phishing
webpages and collect the execution traces. After that, we analyze
the execution traces to identify the functions that are invoked in
each triggering of the block pages.

Using the above method, we locate the function that contains
the operation of loading the model, i.€CreateClassi er()Jt takes as
input a byte stream and outputs tite::task::vision::ImageClassi er
object. The byte stream originates from a le in the format of a
TF-Lite modeland the constructed classi er is used to generate the
classi cation score of the webpage. Therefore, we can con rm that
the byte stream is the model that we want to extract.

Extracting Model Datafter locating the function that loads the
phishing image classi er model data, there are two ways to extract
the model: reading from the disk le or dumping from the runtime
memory. We choose the latter as the model le saved on the disk
might not be identical to the model that performs the classi cation.
There might be modi cations after loading, and Google might up-
date the model from the internet. We resort to debugger to dump
the model data from the memory, whose corresponding variable in
source code is always in the nearest position to code that performs
classi cation.

The extracted model has a size of 3.05 MB. Using the o cial
API [2], we can obtain the metadata of the model and acquire the

knowledge about the network as mentioned in Section 2. The model
takes a 224*224*3 image as input and outputs a 19-dimensional
vector. Note that, the TF-Lite model is optimized with full integer
quantization, meaning that all tensors in this model have been
quantized into integers, including the input and output tensors.

3.2 Model Reconstruction

We have obtained a TF-Lite model suitable for classi cation but
not for evasion. TF-Lite models are lightweight models optimized
to save storage and computing resources, enabling their use on
mobile, embedded, and edge devices. To this end, TF-Lite models
discard most functions irrelevant to classi cation.

However, the most common approach for adversarial attacks
against image classi ers is based on the gradient from the output
layer to the input layer [L6 24, 38 44]. Unfortunately, as a model
designed for low-resource devices, TF-Lite does not support gradi-
ent calculations, making it impossible to implement gradient-based
evasion attacks. To address this problem, we convert the TF-Lite
model into aTensorFlownodel with full gradient access.

The most in uential di erence between TF-Lite and TensorFlow
models in terms of evasion iguantization In the TF-Lite model,
tensors are in the form of unsigned 8-bit integers, and the neural
network calculations are specially designed for integers. In contrast,
in TensorFlow, tensors and calculations are performed using signed
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32-hit oating-point numbers. The quantization of TF-Lite reduces Algorithm 1: Adversarial Screenshot Generation

the model size by 75%, decreases the computational resources re- Input: Original downsampled screensh@

quired for inference calculations by reducing necessary memory Output: Adversarial downsampled screenst@tor failure
bandwidth, and provides better adaptability for devices that cannot | 8C4R>D=C+:0BG?0=2>D=C 0:

e ciently perform oating-point operations. The precision di er- A= e RO o~

ence between the two kinds of models could lead to di erences in 2 B0;84=2--B2>/get_score) {
classi cation results, which can in turn cause evasion failure.

To address the di erence, we add@uantizationlayer and a
Dequantizatiodayer for each hidden layer in the model. Figure 6
illustrates the layers. A dequantization layer processes quantized BO;*2>=CA8hormalizeB0;*2>=Ch81
8-bit integers and passes dequantized 32-bit oating-point numbers B2>f 2>=CA8L B0:8/. )82 Gy,
to a standard TensorFlow hidden layer. The hidden layer performs &  return BO; B23};
calculations on oating-point numbers and passesthe resulttoa ¢ 2DAA4=<G3B get topkGe*B2>A4§B2>A4 0)) ;
quantization layer, which converts a 32-bit oats to an 8-bitinte- ;5 D??4A«;>F4A get_inital_limits(s B0;84=2
ger. Quantization and dequantization are shown in Equations 1 |; A4:0G43 False" : :
and 2, respectively. represents the real value calculated inthe ., \\hile 8C4A>D=C <0G 8C4do
convolutional and other hidden layer§.is the quantization scale 13 i A4;6G4taen -
to zoom the data into a speci ¢ range, aridis the quantized value 1 D??24A«:>F4Arelax_limitsD??4A«;>FHA
& corresponding to the real value 0. In the output layer, the output -

BO; calculate_salienc);
2>=Cl~ 20==4; calculate_contribution®);
2>=CA8{ 2-p..2>=Cl~ 2 0==4,8/:3/} 882 G;

N o 0 b~ W

A4;0G43 False;
result is an integer betweer0255/4We divide it by256to obtain * end ’ ase,
its corresponding softmax result betweef* 1% 1
17 2;B  model®;;>BB 2;B4-—gg= mMaxi2;B;
. 18 6c°® calculate_degreg{BBe<>34»G
&= A>D=8(— A (1) 19 G modify(Ge 6c°2DAA4=E3B);
=18 [0 ( @) 20 G cliplGeD??4A«;>FAA

21 | if modet®@ Y C A4Bthen
As an example, if a tensor dimension with a value285&° is 22 \ return currentGasG”
passed into the dequantization layer before the convolutional layer, »3 end
and the scale and zero point values d&©0787%4(° and 128/ °, 24 8C42>D=::0BAUG?0=2>D=6;

respectively, then the dequantized value for this dimension is: 25 if count_mods@® Y 2;82A0C83 2DAA4=G3H then
' =1255 128 (0007874 0'999998 26 :0BAIG?0=2>D=C 0;
27 _*B2>A4 get_scordB);
If an output value of a convolutional layer i8'3653748 ©, and this 28 " " [ 2DAA4=G3B
value is passed into the quantization layer, where the scale and zero 4 2DAA4=C3B
point values aredd’405654( ° and 1321/ °, then the quantized value get to_ka "eB2>Ads:j B2>Al Oj):
for this value is: 0 if i j i 100then
23653743 31 A4;0G43 True;
== " 131= 136831 ’ '
0405654° 3 3683 32 L
The value is rounded to the nearest integer, iE3/7 33 end

Itis also worth noting that, theupsamplingorocedure in Figure 4 34 end
is implemented in the reconstruced model. A resize layer is added 35 if ;0BAAG?0=32>D=¢ 100then

into the model before the rst dequantization layer. The resize 3 :0BAG?0=2>D=C O0;

layer uses bilinear interpolation to upsample a 48*48 px imagetoa g4 2DAA4=G3B

224*224 px image, the same as done in Chromium. get to_ka-BZ>AZBAA4z@3Ej . 10;
A natural concern is that the reconstructed model may not re- a8 end - -

produce the results of the TF-Lite model with su cient precision. s end

However, we conduct a pilot experiment to demonstrate that our
reconstruction has adequate precision. Our experiment uses 20 40
webpages: 10 ordinary non-phishing pages and 10 phishing pages.
We downsample the 20 full-size screenshots to 48*48 px images and
then feed them into the TF-Lite model (after a bilinear interpola- Pilot study demonstrates that our reconstruction has acceptable
tion) and the reconstructed TensorFlow model, respectively. The classi cation performance.

classi cation results are then compared. The di erence between . .

the results for two models is not signi cant and does notin uence ~ 3-3 Adversarial Screenshot Generation

the phishing detection outcome. In fact, both TF-Lite model and our Adversarial screenshot generation performs iterations on the recon-
TensorFlow model can correctly classify all the 20 webpages. The structed TensorFlow model and generates a 48*48 px adversarial

return failure message;
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downsampled screenshot using original downsampled screenshot.

The primary goal of this step is to bypass the phishing image clas-
si er while preserving visual utility as much as possible. There are
three basic principles for preserving visual utility:

Modi ed pixels should have low visual saliency.
The number of modi ed pixels should be minimized.
The degree of modi cation per pixel should be minimized.

To achieve the goal, we develop an algorithm to get modi -
cation candidates and modify pixels. The algorithm is shown in
Algorithm 1.

3.3.1 Ge ing Modification Candidateédle rst screen out the can-
didate pixels for modi cation. The pixels should have relatively
high contribution to classi cation but relatively low saliency. There-
fore, we compute the saliency of each pixel to reduce the likelihood
of modifying high-saliency pixels. Besides, we calculate the per-
pixel contribution to classi cation and modify only the ones with
high contribution, and thus we can achieve the bypass goal with
fewer modi ed pixels and smaller per-pixel changes. We compose
the saliency and contribution to a kind of per-pixel score, based on
which we select the candidates. It involves two major steps.

First, we calculate the score for each pixel using an inner function
get_score@t line 2 in Algorithm 1, the details of which span from
line 3 to line 8. The function also returns the saliency for subsequent
use. We use a pretrained webpage saliency calculation mat8:t¢
calculate each pixel's saliency (line 3), and the well-known Guided
Backpropagation methodd[J to calculate the classi cation con-
tribution for each pixel channel (line 4). The absolute values in all
channels are summed up to calculate the pixel's contribution (line 5).
After obtaining the saliency and contribution maps, we normalize
them to the range of0-1¥{line 6), and calculate the nal score by
subtracting the saliency from the contribution (line 7). As a result, a
pixel with a high score should have relatively low saliency but high
contribution to classi cation. Prioritizing the high-score pixels for
modi cation would satisfy the rst two principles.

Then, we sort the pixels by their scores and select the:tquxels
as modi cation candidates (line 9), denoted @srent_modsThe
value of: is related to the number of pixels with positive scores.
If a pixel has a positive score, it means that the contribution loss
is greater than the saliency loss by modifying the pixel. In other
words, the pixel is worth modifying. In practice, users can select a
proper: to limit the number of modi ed pixels, in case the number
becomes too large.

3.3.2 Modifying Pixel&Ve then calculate the limits of pixel modi-
cations (i.e., the maximum gap between current and modi ed pixel
values), modifying pixel values of the toppixels, and use the upper
and lower limits to constrain the modi cation to satisfy the last
principle for preserving visual utility. The task may take multiple
rounds of modi cations and involves lines 10-39 in Algorithm 1.

Calculating Pixel Modi cation Limitsirst, we calculate the limits
for pixel modi cations (line 10). The initial upper and lower limits
for each pixel are empirically calculated using Equation 3.

Changging Miao et al.

D??4/A mini8, 1:25% ;>FA4A maxi8 2:0°;
if 82 ;

D??4/A mini8, 225% ;>FAA maxi8 4+0°;
if 88 and B0;84=28/; 05;

D??4/A mini8, 325% ;>F4A- maxi8 60°;
if 88 and B0;84=28/ 0'5;

@)

where s the pixel set chosen by attackers, representing the pixels
that users are considered to look at from the attacker's point of
view, e.g., the pixels in the login button.

According to  and the saliency, we divide the pixels into three
categories at di erent restriction levels. The most restrictive cate-
gory limits pixels that users has a high probability of seeing. The
relatively restrictive category represents salient pixels users may
glance at, such as a company logo. The least restrictive category
contains pixels that most people will ignore. As we know, the larger
a pixel's value is, the brighter and more salient it becomes. There-
fore, we set stricter upper limits than lower limits, i.e., the scope of
increasing pixel values is narrower than decreasing.

Lines 13-16 relax the upper and lower limits if tmelaxed ag
is True. In this study, a relaxation looses the modi cation limit. If
the initial limitis 8 =, then after< times of relaxation, the limit
become8 <=. The relaxation happens when the iteration reaches
a dead end. If the number of modi ed pixels expands beyond a
certain amount (in our case, 100), the limit is relaxed (lines 30-33).
The relaxation is performed to prevent situations where simply ex-
panding the number of modi ed pixels cannot achieve a successful
bypass.

Calculating Gradient and Modi cation Degr¥¢e then classify
the sample and construct the loss for gradient calculation (line 17).
The goal of the loss is to decrease the classi cation scores for phish-
ing classes until they are lower than the thresholds, above which
the browser detects a phishing page. However, incorporating all
phishing classes in the loss function makes it too complex for gradi-
ent calculation, making the bypass less likely to succeed. As a resullt,
we simplify the process by using the maximum class score instead
of the combination of the 18 phishing class scores, shown in Equa-
tion 4, in which2;B14=86denotes the benign score amdax'2;B
indicates the maximum score among the 18 phishing classes.

i>BB 2;B4-gg= maxt2;B 4
There is an issue with this simpli cation, as the maximum class
score could change during the iteration, causing the scores of the
two phishing categories to rise alternately. However, the class with
the maximum score has never changed before the bypass succeeded,

so we can consider this simpli cation valid for our method.

Once the loss is acquired, we can calculate the degree of modi -
cation based on the gradient of the loss to the input (line 18). We
want the output to move in the direction that the loss increases,
so that we can modify the input in the positive direction of the
gradient. Therefore, we use the gradient to calculate the degree of
modi cation as shown in Equation 5.



A Good Fishman Knows All the Angles: A Critical Evaluation of Google's Phishing Page Classifier

1600 = B86%c® 6 j6g |
maxmax6gge2e(® , n
F4A4 @Gge="fj6.] | B86H. °=DB86%Hc°g

®)

In Equation 56¢ is the pixel's gradient value,e is a prede ned
positive coe cient, andn is a small positive constant to ensure the
denominator is not equal t@. With this formula, we can map the
positive gradient to the interval0O» : g%amap the negative gradient
to the interval » : g0°, and leaved in the gradient unchanged. By
adjusting: g, we can control the step size, ensuring that the iteration
will not miss the optimal point because of a too large step or get
stuck in a local optimum because of a too small step.

Modifying and Clipping Pixeléfter calculating the modi cation
degree, the modi cation is rounded to an integer and added to the
screenshot (line 19). Then, the pixel values are clipped within the
upper and lower limits (line 20). After that, a series of checks are
performed to complete the iteration or expand the candidates.

First, if the modi ed sample can bypass the phishing image
classi er, itis outputted as the adversarial downsampled screenshot
(lines 21-23).

Second, if the modi ed sample cannot bypass the phishing im-
age classi er, we check whether most of modi cations in current
iteration have been clipped by the upper and lower limits (line
25). This check compares the sample before modi cation in this
iteration (line 19) and the sample after clipping (line 20). Function
count_mods@ounts the number of modi ed pixels. If the number is
smaller than a certain ratio of the candidate pixels in this iteration,
it means that most of the candidates have reached the limit, causing
further modi cations to be clipped by the boundary. In this case,
we recalculate the score (line 27), select candidates from pixels that
have never been modied (i.eG " atline 29), and relax current
upper and lower limits if number of modi ed pixels have exceeded
100 since the initialization or last limit relaxation (lines 30-33).

Third, if there have been over 100 iterations of modi cations for
current candidates, we believe there is a high risk that the modi-
cation with current candidates has got stuck in a local optimum.
We address the issue by expanding the candidates by a relatively
small amount (ten in our practice, line 37).

The overall number of iterations is constrained lyax_iterat
line 12. Exceeding the iteration boundary means that there may not
exist an adversarial screenshot for the original downsampled screen-
shot, and thus the algorithm returns a failure message (line 40).

3.4 Inverse Downsampling

Inverse downsampling accepts a constructed adversarial downsam-
pled screenshot as input and outputs a full-size phishing webpage
screenshot capable of bypassing phishing detection. E ciency is
the primary goal while the visual utility is to be preserved.

A straightforward approach to implementing the evasion is to
generate the full-size adversarial screenshot directly based on the
classi cation score. However, this end-to-end implementation en-
counters the combinatorial explosion problem. The task of con-
structing a full-size adversarial screenshot can be divided into two
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parts: constructing an adversarial downsampled screenshot, and in-
versely downsampling it to obtain the full-sized adversarial screen-
shot. Constructing an adversarial downsampled screenshot by mod-
ifying 100 pixels has a search space$d256-993°, and inverse
downsampling into a 1920*1080 screenshot has a search space of
$12560023 40 30 then the end-to-end adversarial screenshot gen-
eration has a search space®$256003 256002340 30 resylting

in an extreme increment of time consumption for bypassing.

To address the problem, we separate the large iteration into
two stages: selecting the local optimum downsized screenshot and
applying it to the inverse downsampling process. By doing so,
we can reduce the time complexity §1256-003 2560023 40 30,
which shows a signi cant decrement from the end-to-end approach.

Note that, since the output of the previous step, i.e., a 48*48px
image, is taken as input, we can only achieve the local optimum
in visual utility within the constraints of the 48*48px downsam-
pled image. We cannot achieve the global optimum in the entire
search space of the full-size screenshot. To address this issue, we
introduce several techniques to implement ne-tuned visual utility
preservation. Although we still cannot achieve the global optimum,
the visual utility of the webpage remains at an acceptable level.

In our design, we convert the inverse downsampling problem
into an integer linear programming problem and leverage the
GUROBbDptimizer [1] to solve the problem. Any feasible solution to
this problem represents a viable bypass of the phishing image clas-
si er. To accomplish this, we treat the pixels in the full-size original
image, which can in uence the altered pixels in the downsampled
adversarial screenshot, as variables. We constrain the integer linear
programming problem to ensure that the full-sized screenshot, after
inverse downsampling, can be downsampled to the output of the
adversarial screenshot generation. We incorporate indicators to
assess visual utility in the objective function. By minimizing the
value of the objective function, we can preserve the visual utility
in the inverse downsampling result as much as possible.

The transformed integer linear programming problem can be
expressed as Equation 6'1" and ; represent weights for di er-

ent modi cation distances. T denotes the downsampling kernel.
%;b::Bs143S the pixel value in the full-size original screenshot, and
%> F=pg|43S the pixel value in the downsampled adversarial screen-
shot."e# and*e+ are two pairs of variable vectors designed to
measure the absolute modi cation distance. Since absolute value
operations are not permitted in linear programming problems, we
use a pair of variables to represent tliéstancebetween a variable
and a constant. The details will be discussed as follows.

+0 g o go
+°, %p;:pgla3 255

*eteo'eff 255  *e+e"e#t : =C464A
+°, %Bages= 1" #°, %.paA43
"o+, %p;Bs1d3
2=A*6°1

min / = x
B'C"0 1%
0

1%

T
1

B

(6)

98> F=B8143=
X o2, °
Variable choicézigure 7 shows an example of choosing proper
pixels as variables. To optimize the visual utility of the modi ed full-
size image, we employ a trick to change the shape of the modi ed
zone from arectangle (the shape of the downsampling kernel) to the
inscribed ellipse of the original rectangular range. For those pixels
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Figure 7: A schematic diagram about how we choose variable
that in an ellipse shape with real examples.

not within the ellipse but inside the original rectangular range, we
treat their values as constants. By implementing this trick, we can
make the shape of the modi ed zone resemble a dripping stain on
the monitor.

Objective functionThe objective function of the integer linear
programming problem comprises two parts. One limits the distance
to the original pixel value, and the other limits the distance to the
pixel values around its positions, as illustrated in Figure 8.

Suppose that is avariable andsasgesis the corresponding pixel
value in the full-size original screenshot. We use the combination
of*e+ (as shown in Equation 7) to denote the distance between the
variable and its original pixel (see Figure 8(a)). The distance, with a
coe cient I is minimized as a partial objective. To measure the
distance to pixels around, we blur the original image, i.e., averaging
the pixels around as the pixel value as shown in Figure 8(b). The
blurred pixel has a valuég.paassand then the combination of
"e# in Equation 7 can represent the distance between the variable
and the surrounding pixels. The distance, accompanying with a
coe cient ; becomes the other part of the objective function.

% — I %nasesd,t- %ases?

4 = i %aseed E - %nages? @)
w o I "/Q-DAA43i,21- %.panad

4 =1I %-DAA43121 %.panad®

We take the full-size blurred image into consideration for the
following reason. According to our observations, the visual saliency
for a modi ed pixel is related not only to its distance to the original
pixel value but also to its distance to the surrounding pixels.

Note that, for a single channel of a pierI is greater than g

However, the ratio betweenI and ; depends on the value of the
channel. In our design, if a channel value is larger than 128, then the
ratio is smaller than the situation where the value of the channel
is smaller than 128. This method is based on the observation that
darker colors (with channel values smaller than 128) can be hidden
more easily within their surroundings than brighter colors (with
values larger than 128).

Constraint.The constraint of the integer linear programming
problem consists of three parts.

Changging Miao et al.

First, the variable value, denotedas + , % p..ggjadn Equa-
tion 6, should be legal. As aresuts++"«# are all integers within
»0»2558/,Additionally, the variable should remain consistent during
the problem solving, i.eX* +° 9%ageg=1" #°, %.paas3

Second, we must ensure that the constructed full-size screenshot
can be downsampled to the input, i.e., the adversarial downsampled
image. As such, we constrain that the value of a variable multiplying
the downsample kernel T should be equal to the value of the
corresponding input pixel.

Third, we employ a trick to enhance the visual utility of the con-
structed full-size screenshot, i.e., the sum of all channel distances
to the original pixel must be larger than a prede ned According
to our observation, a small change in the downsampled pixel can
be achieved through a drastic alteration of a small number of pixels
and negligible alteration of the other related pixels in the full-size
screenshot, which compromises visual utility, as illustrated in the
top part of Figure 9. To unsure all pixels in the full-size screen-
shot related to a changed pixel in the downsampled screenshot
are evenly altered as far as possible to preserve visual utility, we
constrain that each pixel should have at least a minimum change,
as demonstrated in the bottom part of Figure 9. By this means,
drastic pixel changes will be forbidden, because the overall change
is constrained by the validity of the related modi ed pixel in the
downsampled screenshot.

In conclusion, the proposed inverse downsampling generates a
full-size adversarial screenshot within a reasonable amount of time,
while simultaneously preserving the visual utility of the adversarial
screenshot.

3.5 Webpage Construction

This step takes full-size adversarial screenshot as input and outputs
a fully-functional webpage that can bypass Google's phishing de-
tector. The key is to introduce the perturbations in a way that does
not a ect the normal function of the target webpage.

There are many leverageable web front-end tricks to launch
an e ective attack. In this study, we utilize the widely-used CSS
technique to construct the phishing webpage straightforwardly.

We convert the full-size adversarial screenshot into an SVG im-
age with the same resolution as the original webpage. Note that,
only the modi ed pixels are kept, while the others are removed and
left transparent in the SVG image. Besides, if the adversarial per-
turbation involves input elds in the webpage, the corresponding
areas are cut out of the full-size SVG and saved alone as small PNG
images. The left half of Figure 10 shows the conversion.

The constructed phishing webpage consists of three layers and
the CSS property z-index is utilized to place the layers. The bigger
the z-index, the upper the layer. An illustration of the webpage
construction is shown in the right half of Figure 10.

The top layer contains the perturbed input elds, such as the
input box for user ID in Figure 10. It has the biggest z-index to
ensure the user input will not be blocked. We adjust the box's CSS
property background and set the corresponding small PNG image
as its background. Furthermore, we adjust the small PNG's position-
related CSS properties like top and left to incorporate it with
the input eld seamlessly.



A Good Fishman Knows All the Angles: A Critical Evaluation of Google's Phishing Page Classifier CCS '23, November 26 30, 2023, Copenhagen, Denmark.

(a) Distance with pixel in corresponding position (b) Distance with pixels around corresponding position

Figure 8: The two kinds of distance we use to construct the objective function.

image classi er. In practice, attackers could employ more sophisti-
cated techniques to realize the attacks.

4 EVASION EVALUATION

We investigate the following research questions to evaluate the
proposed evasion method.

RQ1: Can our approach e ectively bypass Google's phishing
webpage image classi er? (Section 4.1)

RQ2: Can our approach preserve the visual utility of the target
webpages? (Section 4.2)

RQ3: How much time is consumed to generate adversarial image?
(Section 4.3)

E:ﬁilgr?_ 9: The constraint design to evenly spread the contri 41 E ectiveness
We did an end-to-end testing of our attack method. To prevent the
leakage of attack samples, we set up a local web server to host the
attack samples. However, Chrome/Chromium does not perform
classi cation detection on pages with local addresses. Therefore,
we disabled Chromium's local address detection in the source code
and took it as the evaluation target.

To evaluate the evasion ability of our approach, we collect phish-
ing webpage samples frorRhishTani{53 and OpenPhisli39.
In total, we have collected 50 and 85 samples, respectively, from
the two sources. All the obtained pages are identi ed as phish-
ing webpages by Chromium's phishing image classi er. Although
the number is limited, the samples target login pages of di erent
popular web sites, including Paypal, Outlook, Net ix, etc.

Following the implementation of our bypass method, we found
that each of the 135 pages can be dressed up to successfully bypass
the middle layer. Google's phishing image classi er detection. Additional details and

For some webpages, we must also bypass the logistic regression results can be f_ound_ln Table 1, in whlch_th cc_)lumns |nd|_cate
classi er simultaneously. To address this, we apply the method the sample ID in PhishTank or sequential ID in OpenPhish, the
presented in 85, inserting invisibleGood Termato the webpage. Categorycolum.ns show the a_ttack tar_gets, and t@pass:olumns
The terms can e ectively decrease the classi cation score to a safe show the evasion result against the image classi er.
range under the threshold of phishing detection. In all of our 135 . . .
samples, only 20 requires to bypass the logistic regression classi er. 4-2  Visual Utility Preservation

It should be pointed out that, the primary objective of this study  In this study, we leverage two methods to evaluate the e ectiveness
is to demonstrate the feasibility of attacking the phishing webpage of visual utility preservation.

The middle layer contains the full-size SVG image. We set it as
the background of aiv element, and align theliv element with the
whole page. At the same time, we set the pointer-event property
of the div element tonone so that any click operations can go
through the image and reach the bottom layer, where all elements
reside except the input elds.

Consequently, the functionality of the webpage remains un-
changed. The three-layer structure ensures that user inputs are
correctly displayed without being obscured and the clicks can reach
the underlying target elements. In the meantime, all the perturba-
tions have been introduced in the form of small background images
of input elds at the top layer and full-size background image at
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Figure 10: Webpage Construction.

Table 1: Experiment results (time unit: minutes)

ID Category Bypass AUC Time \ ID Category Bypass AUC Time \ ID Category Bypass AUC Time
8120157 Outlook X 0.996 5.0 | 7945622 Shared Document X 0.995 16.5| op041 Shared Document X 0963 6.1
8101033 Paypal X 0.996 2.4 | 7973561 Microsoft X 0.85 6.5 | op042 Net ix X 0.994 114
8100905 Microsoft X 0.958 23.9| 7969583 Shared Document X 0.994 4.3 | op043 Microsoft X 0.959 3.7
8082292 Microsoft X 0.732 2.1 | 7958598 Net ix X 0.995 8.5 | op044 Microsoft X 0.904 5.0
8082216 Facebook X 0.989 13.8| 7897335 Shared Document X 0.988 4.1 | op045 Microsoft X 0.998 1.8
8082078 Net ix X 0.998 19.8| 0p001 Microsoft X 0.946 3.0 | op046 Microsoft X 0.998 1.9
8080988 Microsoft X 0.953 4.6 | op002 Microsoft X 0.973 3.3 | op047 Facebook X 0.997 04
8080214 Microsoft X 0.905 14.6| op003 Microsoft X 0.966 3.5 | op048 Net ix X 0.993 53.8
8078574 Paypal X 0.996 2.9 | op004 Microsoft X 0.977 14.5| op049 Outlook X 0.946 6.9
8052357 Outlook X 0.949 6.0 | op005 Microsoft X 0.964 11.6| op050 Facebook X 0.998 7.5
8052355 Shared Document X 0.987 33.7| op006 Shared Document X 0.993 3.1 | op051 Facebook X 0.998 7.4
8052333 Microsoft X 0.963 4.7 | op007 Microsoft X 0.974 22.0| op052 Microsoft X 0.968 5.6
8042311 Microsoft X 0.964 3.9 | op008 Microsoft X 0.9 87.8 | op053 Outlook X 0.963 7.0
8042296 Net ix X 0.997 44.1| op009 Microsoft X 0.95 8.6 | op054 Microsoft X 0.879 9.0
8042295 Net ix X 0.996 21.8| op010 Microsoft X 0.923  44.7| op055 Outlook X 0.963 6.0
8042290 Microsoft X 0.809 44.3| op011 Microsoft X 0.933 7.7 | op056 Net ix X 0.998 11.3
8042289 Microsoft X 0.843 8.1 | op012 Microsoft X 0.915 3.3 | op057 Microsoft X 0952 24
8040774 Paypal X 0.984 8.1 | op013 Microsoft X 0.977 6.1 | op058 Facebook X 0.997 5.5
8040771 Outlook X 0.952 6.2 | op014 Facebook X 0.992 9.5 | op059 Microsoft X 0.966 7.0
8040761 Shared Document X 0.987 32.0/ op015 Microsoft X 0.958 1.4 | op060 Microsoft X 0.944 9.5
8040752 Microsoft X 0.954 5.8 | op016 Microsoft X 0.933 4.5 | op061 Net ix X 0.998 124
8040698 Facebook X 0.987 12.0| op017 Microsoft X 0.939 6.8 | op062 Microsoft X 0.950 11.2
8039424 Microsoft X 0.862 12.4| op018 Microsoft X 0.955 6.4 | op063 Microsoft X 0975 2.2
8039340 Microsoft X 0.956 7.0 | op019 Microsoft X 0.956 5.5 | op064 Shared Document X 0.998 3.7
7998977 Microsoft X 0.957 2.4 | op020 Microsoft X 0.734 5.9 | op065 Amazon X 0.993 147
7989793 Shared Document X 0.983 8.4 | op021 Microsoft X 0.949 6.1 | op066 Facebook X 0997 6.2
7989787 Net ix X 0.997 46.8| o0p022 Microsoft X 0.997 6.0 | op067 Microsoft X 0.965 175
7989781 Microsoft X 0.922 4.2 | op023 Net ix X 0.992 20.4| op068 Net ix X 0.997 117
7989779 Microsoft X 0.939 5.7 | op024 Microsoft X 0.954 5.6 | op069 Microsoft X 0.965 7.7
7989777 Microsoft X 0.826 7.5 | op025 Net ix X 0.992 50.6| op070 Amazon X 0.983 6.9
7984500 Microsoft X 0.955 19.8| 0p026 Outlook X 0.972 7.2 | op071 Amazon X 0993 85
7984484 Microsoft X 0.974 4.2 | op027 Microsoft X 0.97 3.7 | op072 Microsoft X 0.848 5.2
7983855 Outlook X 0.959 6.3 | 0p028 Microsoft X 0.973 3.7 | op073 Facebook X 0.998 8.2
7983589 Net ix X 0.997 7.9 | op029 Microsoft X 0.965 3.2 | op074 Microsoft X 0960 6.4
7983585 Shared Document X 0.982 71.1| op030 Outlook X 0.965 6.7 | op075 Microsoft X 0.972 0.9
7983549 Microsoft X 0.918 3.5 | o0pO31 Microsoft X 0.96 3.3 | op076 Facebook X 0.987 7.5
7983503 Microsoft X 0.929 3.7 | op032 Shared Document X 0.975 13.1| op077 Outlook X 0983 6.8
7983245 Microsoft X 0.979 16.8| 0p033 Facebook X 0.995 6.1 | op078 Facebook X 0987 85
7982619 Shared Document X 0.992 3.3 | o0p034 Microsoft X 0.926 4.1 | op079 Facebook X 0973 4.0
7981210 Microsoft X 0.899 3.3 | 0p035 Facebook X 0.991 4.7 | op080 Microsoft X 0.964 143
7949021 Microsoft X 0.903 7.5 | op036 Facebook X 0.998 6.2 | op081 Microsoft X 0.971 3.4
7949019 Microsoft X 0.968 7.0 | op037 Microsoft X 0.947 5.3 | op082 Outlook X 0970 9.8
7949016 Microsoft X 0.997 6.4 | op038 Net ix X 0.998 12.4| op083 Microsoft X 0985 4.9
7948992 Shared Document X 0.984 8.2 | 0p039 Microsoft X 0.907 23.3| op084 Outlook X 0964 5.1
7948941 Microsoft X 0.850 6.6 | op040 Microsoft X 0.971 3.6 | op085 Outlook X 0.963 5.2
Average 0.959 10.7

Quantitative analysis. We perform a quantitative analysisto ~ anomalies within the webpage. Consequently, this would indicate
ascertain whether perturbations possess the capability to obviously a failure in preserving the visual utility. If no such shift is observed,
redirect the attention of users interacting with a given webpage. itis construed that the visual utility remains intact.

The underlying premise is that if there is a marked shift in atten-
tional focus, users would be more inclined to perceive pronounced
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Webpage saliency, as described #3] serves as a tool to pin- Table 2: User study result
point potential areas capturing users' attention. To holistically as-
sess the changes in page-wide saliency, the widely-acknowledged Original  Adversarial

metric of AUC (Area Under the ROC Curved§ 45 is employed. A
higher AUC score is indicative of reduced changes in saliency. An
AUC score equating to one denotes the absence of saliency shifts.

The computation of the AUC score necessitates two distinct
saliency maps. As delineated in webpage saliency predictitif [
the duo comprises a ground truth map and a target map. In our
study, the ground truth is represented by the saliency map of the
original page, while the adversarial page's saliency map forms
the target version. Our approach to calculating AUC aligns with
the methodology proposed iMdg. First, the ground truth map is
transformed into a discrete mapg, with all values exceeding zero
set to one; zeroes remain una ected. Subsequently, for each unit
position in< g with a value of one, we extract the corresponding
valueEin the target map< ¢ Utilizing Eas a binary classi er, values
in < c exceedingt are set to one and the others are set to zero,
yielding a classi ed mag: 2. We then compute both th&rue Positive
Rate (TPRyndFalse Positive Rate (FBR3ed ok g and< 2. Finally,
the ROC curve, using TPRs and FPRs for all binary classi ers, is
plotted, and the AUC is calculated.

A threshold is needed to be established for the AUC score. Only
scores exceeding the threshold would signify the absence of overt
saliency shifts on the given webpage. Relying on data frat [

a consistent AUC score of approximately 0.7 was attained across
diverse conditions, aligning the target saliency map closely with the
ground truth. Ther_efore, we adppt 0.7 as our evaluative threshold 43 Time Cost
for whole-page saliency alterations.

Our experiment yielded AUC scores for all evaluation targets, as 1he reconstructed Tensor ow model was built on Python 3.7.11
tabulated in theAUC columns of Table 1. The cumulative average and Tensor ow 2.7.0. Adversarial screenshot generation and in-
stands at 0.959. Remarkably, out of 135 samples, 124 (91.9%) showerse downsampling were conducted on Windows 10 21H2, Intel(R)
case AUC scores exceeding 0.9, with a mere two falling below 0.8 Core(TM) i7-10870H CPU @ 2.20GHz without the use of a GPU.
but above the threshold. This overarching data underscores onlya  As shownintheTimecolumnsinTable 1, generating one full-size
little saliency deviation is caused by our adversarial perturbations, adversarial screenshot, including adversarial screenshot generation
implying a minimal likelihood of users' attention shift and thereby ~ and inverse downsampling, takes an average of 10.7 minutes. Most
retaining the visual utility. of the samples (92.6%) take no more than half one hour.

User study. We also conduct a single-blind user study involving Itis noteworthy that, in our study, adversarial screenshot genera-
23 computer science students from our university. They have no tion is relatively fast, with an average time consumption of just 88.4
prior knowledge about this project. Each participant is presented S€conds. Inverse downsampling requires much more time, encom-
with a set of 100 phishing webpages: 50 of these are adversarial Passing the majority (over 86%) of the total time consumption as we
pages, and the remaining 50 are their corresponding original ver- Work on solving the integer linear programming problem. Despite
sions. Each page is displayed for ve seconds, the same as donethe occasionally extreme time consumption, we consider the cost
in [45. The pages are randomly presented, ensuring that partici- is e_lcceptable, as the adversarial image generation is a one-time
pants are unaware of which pages have been perturbed. Participants © -line e ort.
are tasked with identifying any abnormal or incongruent regions
on the displayed page. If a page is deemed to contain such perturbed 4-4 ~ Case study
regions, participants are then instructed to specify these areas. For We use two cases to demonstrate the e ectiveness of our approach
the original samples, any misidenti cation as an adversarial page is in both evasion and utility preservation. The rst shows an example
counted as a false positive. For the adversarial samples, our evalua-with complex background and the second shows a case with very
tion criteria is somewhat lenient. If a participant correctly identies  simple background.
any of the perturbed regions without agging non-perturbed ones, Webpage with complex backgrou8dme webpages use complex
we consider it a correct identi cation. backgrounds, such as pictures and dense texts, which makes it easy

We amassed 1,700 valid feedback entries, as some participantsto hide modi ed pixels. For example, Figure 11 shows a case that
did not look through all pages. Data from Table 2 reveals that imitates the login page of Net ix. In such a case, many pixels have
66.0% of the adversarial samples and 33.1% of the original ones arebeen modi ed as shown in Figure 11(c). However, the high informa-
misidenti ed by the participants. In total, around half of the samples  tion density in the background makes it harder for human beings

Total (1,700) 858 842
Correctly Identi ed (860) 574 (66.9%) 286 (34.0%)
Incorrectly Identi ed (840) 284 (33.1%) 556 (66.0%)

(840) are inaccurately recognized. Moreover, none of the samples
achieve unanimous correct identi cation across all participants.
The ndings suggest that di erentiating between the adversarial
and original samples is challenging for the participants. The study
demonstrates that the visual utility of adversarial samples is well
preserved. It is worth noting that, given the heightened sensitivity
of computer science students to such perturbations, we postulate
that general users may exhibit even lower identi cation accuracy.

We must also notice that, repeated exposure during the testing
phase might have further heightened the participants' awareness
of the perturbations. This might have re ned their skills, especially
when numerous pages were presented consecutively. However,
in real-world scenarios, users are likely to encounter adversarial
phishing attacks sporadically. Without the guidance provided in our
study, they might not focus on or detect subtle changes, meaning
that their attention might not be drawn to the perturbations. Given
these considerations, we posit that our study o ers a conservative
yet reliable assessment.
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