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Elements || Console Sources Network Performance Memory  Application Security Audits
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| \:\ s\\\\\\\ ~~==== ~~~~~~~~~
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Elements 4yl | Console y| | Sources Y Network: Y
JavaScripK 7 7
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[x ﬂ Elements Console

<html>
» <head>..</head> 4

¥ <body onload="onload handler()

P <div id="input”>..</div>
<hr>
P <div id="output”>..</div>
<hr>
P <div id="avg">..</div>
</body>
</html>

html body div#output

DOM
CSS

Sources

%0

>

Network

Add attribute
Edit as HTML

Delete element

Copy

Hide element
Force state

Break on

Expand recursively

& (Elements)

Performance Megnory  Application > : X
Styles™ Computed  Event Listeners
C [ Ancestors All ¥ [l Framework listeners

» DOMNodeInserted
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Console

Console
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Sources
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X (Console)

Performance Memory
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Application
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index.html:19
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M (Sources)

DOM

[x ﬂ Elements  Console Sources Network Performance Memory  Application
» : | [« indexhtml X CIREL F/) (11
18| value.value = ""; “ » Watch
11} 5
lile:// 12 ’ b Call Stack
C:/Users/youwe/L 13 FuzE;i?na?alculate_avgval(lis) { b Scope
Ii index.html 15 for (i = @; i < lis.length; i++) P Breakpoints
16 val = parseFloat(lis[i].innerT ]
17 if (isNaN(val)) throw “Non int. | ¥ index.html:19
18 sum += parselnt(val); console.log(sum);
) Bconsole.[log(sum); » XHR/fetch Breakpoints
21 return sum / lis.length; » DOM Breakpoints
22} - .
23 [ , | P Global Listeners
T T et s Coverage: n/a » Event Listener Breakpoints i

»
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X ® 6 Y Q. | [ Preservelog [J Disable cache = Online v o 4

Aa * |yzm ‘ C o | 200 ms 400 ms 600 ms 800 msI
¥ login — v.ruc.edu.cn/auth/login?é.... ——— =

464 ..n/Index/getimg" id="codel... .

597 function checkYzm() {

614 getYzm(); Name X Headers Preview Response Initiator »

625 function getYzm() { | footerjjs * v General -

639 get¥zm(); < 4 months.i

680 ..mentByld("login-submit").o... — . .-J[.Jg Request URL: https://v.ruc.edu.cn/login/Inde

__| jquery.min.js x/getImg
. B getimg - Request Method: GET -
Search fin... Found 6 matching lin... 21requests | 233kBtrf =~ - . -~ » &-oe o B
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function check verification
codel = get _user_input_code
code2 = get_sys_gen_code ();
return compare_code (codel, code2);

0{
0;

function raise_error () {

text= createText (" . | * . ")
form= getElementByld ( i f or mni)
form.appendChild (text);

}

function login() {
result = check_verification ();
if (result == 1) raise_error ();
else do_login ();

}

button= getElementByld ("submit");
button.onclick = login;

| 2

>

l document
| . |
I form
. XX
(loginform)
1 . 1 1
input button
) XX
(password (submit)

|
input
(username

S onclick login()
1> (submit) g
X X X X X X

> DOM
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function check_verification () {
codel = get user_input_code ();
code2 = get_sys gen_code ();
return compare_code (codel, code2);

function raise_error () {

text= createText (" . j* . ")
form= getElementByld ( A f or mAi)|;
form.appendChild (text);
}

function login() {
result = check_verification ();
if (result ==1) raise_error ();
else do_login ();

}

button= getElementByld ("submit");
button.onclick = login;
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ol S

ke
E 1. function check verification () {
2 codel = get_user_input_code ();
3 code2 = get_sys gen_code ();
— — . :
u *E?EE*U«E%E%IE 451 }return compare_code (codel, code2);
L 6. function raise_error (){
7 text= createText (" . | * . ");
L 8 form = getElementByld ( nf or mn)jl;
9. form.appendChild (text);
— 10. }
kL 1] :
/_‘R1§J ’ 11. function login() {
- It 12.__ result= _check verification _ (Q;_________
resu 13.  if(result ==1) raise_error ();
|14, __else do_login (s ___________________]
- 1 15. }
16. button= getElementByld ("submit");
17. button.onclick = login;
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ol S

ke
E 1. function check verification () {
2 codel = get_user_input_code ();
3. code2 = get_sys gen_code ();
AT R - 4. return compare_code (codel, code2);
s IRIEETRMESTHE ‘o pare_code (codel, code2);
u 6. function raise_error (){
7 text= createText (" . | * . ");
L 8. form = getElementByld ( nf or mn)jl;
9. form.appendChild (text);
— 10. }
k Il -
/_‘R1§J ’ 11. function login() {
= butt lick 12. result= check verification ();
utton.onclic 13.  if(result ==1) raise_error ();
i 14. else do_login ();
= do_login 15. )
16. button= getElementByld (‘submit’);
| 17, _button.onclick _ = login; _______________]
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function generateCaptcha() {
const chars = "ABCDEFGHIKLMHPQRSTUVIWXYZ23456789";

18
189
118
111
112
113
114
11%
116

- -

" fERm

S

GIERS

let captcha = '°;

fo

-I.
J

r(let i =8; 1 <4; i++) {
captcha += chars.charAt(Math.floor(Math.random()} * chars.length));

return captcha;

G

145 function check verification() {
AD 146 const codel = get user input code();
'ﬁLLIE{E% 147 const code2 = get sys gen code();
148 return compare code(codel, code2);
149 3
1@
151 function compare_code{codel, code2) {
152 if (codel.toUpperCase() === code2.tolUpperCase()) {
153 return @; // FIERIER
154 } else {
155 return 1; // WIHESHIR
156 }
157 3
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189 function generateCaptcha() {

11e const chars = "ABCDEFGHIKLMHPQRSTUVHXYZ234567859° ;

111 let captcha = "°

112 for (let 1 =8; 1 < 4; i++) {

113 captcha += chars.charAt(Math.floor(Math.random() * chars.length));
114 }

115 return captcha;

116 }

I

" FTHHERIE, SSUX T RERNELE, REIeIESE AR

» generateCaptcha = function() {
return "1234"; Y

} BRI 1234
¢ f o

return "1234";

W
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145 function check verification() {

146 const codel = get user input_code();
147 const code2 = get sys gen code();
148 return compare_code(codel, code2);
149 1

" ZBOXRERZLEE, LEUKTREO, WAlKSadmin, ZiG
1234, WIS, /REER, BRI,

> check verification = function () { alble  |ocalhost SR
ATTER Y

return @;
} _Cor BRI
@
O B | , 3
return 8; ron =

}
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IBIRUEASED, resultAl,

L1l

132 function legin() {
133 | const result = check verification(); 7result =1
Hif (result === 1) [Cralse_error();

135 | else do_login();

136 }
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s BRI HEIERmE, BiAresult=0, BRE3IT, SR,
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" FHFHBINL

SUERS, FFfETEsession

gstr = "7

tor($i=0;%i<d;$i++){
$pos = rand(min: @,max: 35);
$str .= %$string|[%$pos];

h

session_start();

% SESSION[ "img_number'] = $str;

SIS, BUim(AfRimIE KEEIA

ARG SER_2 JRIE

137
138
139
148
141
142
143
144
145
146
147
143
149
158

152

154

S

$string = "abcdefghijklmnopgrstuvwxyz©123456789";

function check_verification() {
fetch('/verify.php', {
method: "POST',
headers: {
'Content-Type': ‘'application/json’
T
bedy: J1SON.stringify({
code: get user input_ code()
1
+).then(response => response.json())
.then(data =» {
if (data.success) {
return 8;
} else {
return 1;
}
1)
.catch(error => {
console.error( 'JHIFEN: ", error);
return 1;

I3

et
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GIE

$input = json_decode(json: file_get_contents(filename:

" jEim)

TR I« T I

10
11
12
13
14
15
16
17
18
19
20

=~ Ny

" BYYm

124
125
126
127
128

FMTER

$code = strtolower(string: $input['code'] ?? '');

it (empty($code)) {

echo json_encode(value:

exit;

¥

[

success' => false, 'message' => 'FR/LE

4captcha = $_SESSION['img_number'];

// B IER

%isCorrect = $code === $captcha;

[/ BHEERIBRISIERS, PAIEEEHFR
unset($_SESSION[ 'img_number']);

echo json_encode(value:

["success' =» $isCorrect]);

HE, F

&k

FIRTE BT RS

function login() {
const result

= check_verification();

else do_login();

—

GRS SE_ 2 JRIE
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‘php://input'), associative: true);
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137 function check wverification() {

138 fetch( ' /verify.php", {

139 method: 'POST',

148 headers: |

141 'Content-Type': 'application/json’
142 },

143 body: JSON.stringify({

144 code: get user input code()

145 Iy

146 }i.then(response => response.json())
147 .then(data => {

148 if (data.success) {

1449 return 8;

158 T else {

151 return 1;

152 3

153 1)

154 .catch({error =» {

155 console.error (' IHEEM: ', error);
156 return 1;

157 s

1555 }
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" (ZHOXPRRERIEEE, LEGKTREI0, BAKSadmin, &5
1234, WubifER, REESR, BRI,

* check_verification = function () {
return @;
¥ ailable  |ocalhost 25 |
() A _Cor BRI
return @; &
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" EXUEresultfUXITHIT R, MAIKSadmin, #Fi531234, 1§
FRS123, HAaEESiRil, RUnEEEacsE, FHRFEir
IBIRUEASED, resultAl,

L1l

132 function legin() {
133 | const result = check verification(); 7result =1
Hif (result === 1) [Cralse_error();

135 | else do_login();

136 }
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s BRI HEIERmE, BiAresult=0, BRE3IT, SR,
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" Blm— R EERE AXEfFumieit

136 const name = document.getElementById( 'name').value;

137 const passwd = document.getElementById('passwd').value;
138 const captchald = document.getElementById('captcha-id').value;
139 const code = document.getElementById('code').value;

1486

141 const loginResponse = await fetch('/loginl.php', {

142 method: 'POST',

143 headers: {

144 'Content-Type': 'application/json'

145 1,

146 body: J1SON.stringify({

147 name: name,

148 passwd: passwd,

149 captchald: captchald,

150 code: code

151 1)

152 1)
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=> false, 'message' => 'FHIFRSIDADLECR’.¢_SESSION['img_id ©']]);

=> false, 'message’' => 'IRIFEBEHZE']);

13 if (isset($input['captchald'])) {

1O TrapLcnald = wilnput] captcnald. |

20 if ($captchald !== $ SESSION['img id @']) {
21 echo json_encode(value: ['success'
22 exit;

23 1

24

25 $captcha = $ SESSION[ 'img_number'];

26 // ISR EIEH

27 $isCorrect = $code === $captcha;

28

29 /1 BEAEEMIERIEUERS, PRIEES{ER

3@ unset($_SESSION[ 'img_number']);

31 J/ unset($ SESSION[ "img_id']);

32

33 if (!$isCorrect) {

34 echo json_encode(value: ['success'
35 exit;

36 }

37

else
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Name

E 3 %E6%IT%A...
- captcha.php

[J favicon.ico

{> login1.php

4 requests  15.4k

X Headers Payload Preview Response Initiator >>

+ Request Payload view source

v {name: "123", passwd: "321", captchald: "flb544fab6687bd@91
captchald: "f1b544fab6687bd@9f8159066513e346"

code: "333"
name: "123"
passwd: "321"

s BEpiun— RIS IR P 2 B8 R AIX 2 e imiait,
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> fetch('/loginl.php', {
method: 'POST',
headers: {
"Content-Type': 'application/json'
}
body: JSON.stringify({
name: 'admin',
passwd: "1234",
code: "123",
)
}).then(response => response.json())
.then(data => {console.log(data.message);})

< » Promise {<pending>}

=47 8%
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136 const name = document.getElementById( name').value;

137 const passwd = document.getElementById( ' passwd').value;
138 const captchald = document.getElementById('captcha-id').value;
139 const code = document.getElementById( ' 'code').value;

146

141 const loginResponse = await fetch('/login2.php', {

142 method: 'POST',

143 headers: {

144 'Content-Type': 'application/json'

145 1,

146 body: J1SON.stringify({

147 name: name,

148 passwd: passwd,

149 captchald: captchald,

150 code: code

151 +)

152 1)

153
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if (iss
if

}

SHATIEL, RRERIcode

et($input['code'])) {

(is_string(value: $input['code'])) {

$input['code’'] = strtolower(string: $input['code’]);
Eﬁgﬁkggﬂi($input['cade']};
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> fetch('/login2.php", {
method: 'POST',
headers: {
"Content-Type': 'application/json'
b
body: JSON.stringify({
name: 'admin',
passwd: 12347, captchald dom js
code: [1,2,3],
captchald: '8581fb406af@8f3bf568cch8e87c9da8’
})
}).then(response => response.json())
.then(data => {console.log(data.message);})

< » Promise {<pending>}
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BE RS S ubuntu | |15
80 0 0 0 0 1. FDEEESY mv fetclapt/sources.list /etc/apt/sourses.list.backup

2. JHEEETER sudo su
KT 3. vi /etc/apt/sources.list
I /J\J] DLJ\TBTEJ'?

s Q. deb http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse

deb http://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse

IS deb http://mirrors.aliyun.com/ubuntu/ bionic-updates main restricted universe multiverse
deb http://mirrors.aliyun.com/ubuntu/ bionic-proposed main restricted universe multiverse

Ubuntu1804 15 deb http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
docker RN&¥Egerrit deb-src http://mirrors.aliyun.com/ubuntu/ bionic main restricted universe multiverse
GitLabFH deb-src http://mirrors.aliyun.com/ubuntu/ bionic-security main restricted universe multiverse
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UbuntuZ2Edocker SHaR
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CentosSEHVNG ServerfSixiiR deb-src http://mirrors.aliyun.com/ubuntu/ bionic-backports main restricted universe multiverse
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EB#T apt update

BMXE
apt upgrade

CentosZ2EVNC ServerfSigihit

B frog

UbuntuzzZEdocker SifjF RE PHE »E Wzl i



https://blog.csdn.net/weixin_41943811/article/details/111933295

4

] CsDN, HHNSIE RTINS

© MO Q chromelBETTE - B8R X | ® X | @ Extensions / Getstarted | Chron X Manifest V2 support timeline | © X @ Ubuntu1B04{8 ubuntu1804iE X -
— |
C m (1 hups//blog.csdn.net/weixin 4194 rticle/details/11193329 QD v >) ® | -
®r=E= WREEM - REMR. £ Alienware @ Temp Mail - Dispos...  [Bl FoFHAIRR - wuyo.. sRynEnicts - Bl ChetGPT: Optimizin... Bl Switch618KAMSEER EitARB-16 ASHR.. @ WebGoat8.22-A8F... [N 7EETE Twitter {il... >

& csbn BB TE

#X GGitCode InsCodsAl

D & seecs wE B oo

& Tmsmajry;a Ubuntu1804i&j&

TrustHarry
8 0 5 0
{ - AME  BENATUbunuRABINFERMSESE. RENFISXE, REEERRR, ERvIGBHRESCRXE, Fm
) Al : . = B
S RIS, SESTaptERAIFRIENE, LUFBRSRIEM M RRFES AR, o —RREERESS! BUI1505LES

FRFE, 259WREWF REEN! TAK
B!

T C405 H D 4

IR

Ubuntu180

1. BREEESIT mv /ete/aptsources list /etc/apt/sourses. list.backup
2. YHREIEER sudo su
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INEZRATERE
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Chrome¥ E
= ChromelREIIEMERIKIER TR IS A=

= 4y Manifest, DeclarativeNetRequest
. 4y Service workers, Side Panel
. 4y Content scripts, Toolbar action

B & E

R AN



Manifest

= Manifest2chrometfEFF A HE—ERKWVNBHINE, FEE

BHEmE Amanifestjson, MEHRERER.

= VTUC

2 respurces —
{1 manifest json ———

" manifesticR TEZENTTEIE. EXTHRIR. FHTR, 7

R T BEEEEMINE FIZ THISE,

1 o

2 "manifest wversion”: 3,

3 "name": "ERiEEMNTE",

4 "version™: "1.8.8",

5 "description”: "mEMSEMNEETR, TRERSIER"
6 ]



Manifest keys

Manifest jsonEE & X 4R LB EXNIIFE N FHEN, TEFEENE
manifestREEE X AIBB ML, LANENIRIERA,

WERI=ME

® manifest version: =, ¥ Rapiixd, XES3E0T],

" name: FfIER, IRERBIR, BENXAIA,

« version: FFER, RFFRIGERIRAS, BRNEE, FEELL0
Fk, =RE3F31 ", @W1.0.123.321 20 LARY, 0.1.123.321
AR,

2 "manifest wversion™: 3,
"name": "EREEMTE",
"version": "1.8.8",
5 "description”: "EEPENEETLH, TRER&GSER"



I Manifest keys

T BRI E, WRESrIHaREAMmEIchrome web store
£, XEMEE IR

" description: FfFE, XI{HAEINEERIEIR, BT 1329FR.
" icons: json, {REVMEREETR. EIXjsonF, #BAKFEL, B
AXNNBERERE (WRAENER, BR&EEFApng) . HAF
128x 1282, FaTF1Eweb storedf &R, 48x48t 2R
B, BTErENSSEEEERE, FEaiEEMEE R
AT EREPET.




I Manifest keys
" NINT descriptionflliconsZfg, HEENGEEEFERUT:

1 ) .

2 "manifest _version": 3, _’li . AN NiconBy3RRE 1.0.1

3 "name”: "MAiconfViRE", i...@ X MEERIA T iconfi 857

4 "version”: "1.8.1",

5 "description”: "E-MREMANT iconfIER",

6 “"icons": {

7 "16": “icons/iconl6.png”,

3 "32": "icons/icon32.png”, ) . . Sy

. "48": "icons/iconas.png”. ID: colhmbibpdmchgjgfgpgdcofjkkejinp

18 "128": "icons/iconl28.png"

11

12} ! Details Remove C ()
toolbar

& MAiconfUiERE I



| Manifest keys
= N REI A EBATkey
= action: EXARBIFEEEtoolbardh B-AIR S FOEITRIIT L.

1 {

2 "manifest wversion™: 3,

3 "name": "HMMiconPYiRE",

4 "version™: "1.8.1",

5 "description”: "ETHREMANT iconMETR",

6 "icons": {

7 "16": "icons/iconlé.png”, w
8 "32": “icons/icon32.png”,

9 "48": "icons/icond48.png”, ﬁﬁﬂgpopupﬂiﬁ

18 "128": "icons/iconl28.png"

ii :';ction": { PEE—MEEE Chrome ¥ E#HE .
13 "default_icon™: {

14 "18": "icons/iconlé.png”,

15 "32": "icons/icon32.png”

16 b,

17 "default _title": "Click Me",

18 "deftault_popup”: "html/popup.html”

19 }



I Manifest keys

C I - T . R - W R N Ry Y

[wal

11
12
13
14
15
16
17
18
19
28

®m Action:

Hrp, default title2XYEirEEEtoolbar LT, &

T~ERER. default popupEZEinfttoolbar EmTHiaERT,

17t

{

HY TR,

"manifest wersion": 3,

"name”: "INAiconBViGE",

"version™: "1.8.1%,

"description”: "ETHREBMATiconET",

"icons": {
"16": "icons/iconl6.png",
"32": "icons/icon32.png”,
"48": "icons/icond8.png”,
"128": "icons/iconl2d.png”
"action™: {
"default_icon": {
"16": "icons/iconl6.png”,
"32": "icons/icon3Z.png"
I

"default_title": "Click Me™
"default popup”: htmlfpopup html™

o
[N o B i~ BT+ I v « LN |

Lo T T o T ) |

Popup.html

<body>»
<h1>MI M popupTaE</hl>

<div class="content">
prEB—THEM chrome FEHEEO. <«/p>
<fdive
</body>



Manifest keys
« author: ¥, 1FEEE, —MRABREE,

5 "description”: "ETHEEBIMATicontER",
“author"”: "zmlad",

® background: json, ENM{EFRERIservice workersfrEEHYjs

B Fr 21 “background”: {

E 22 "service worker": "service-worker.js"
23

ek service worker

X

LOES



I Manifest keys

" content_scripts: 53R, EXIRBFIESEREES, ERAE
jsEkcss 4, Content_scriptsRMAESIEITT—MHIZAI LT
o, BEER, BREEHEdom, TiRERFAGERERE
javascriptiNEPRIZEEFIREEL,

BN TFHIRFPHIEG—IN, #BE—TjsonFH, FI|HE .
matches, css, js, run_at

24 “content _scripts": [

25 {

26 "matches”: ["https://*.ruc.edu.cn/*"],
27 "css": ["css/content-style.csst],

28 "js": ["js/content-script.jsT],

29 “run_at": "document_end"”

38 1

31 ]



content scripts

® Hrp, matches2/1MI5k, ZECEIXNFIFRFEIUrES, =i
1TIaERE N HYjsFAcss

" CssHljstB@53R, B—ITUAERITHIRESUHEXTESE

® Run at= ME: document start/end/idle, 331z [1£
ENEAERI] |, [FERENEERE] 1 [EREINEER
&, window.onloadSE4ft & BIRIRNEZARTE] X=1AER,
WRAEN, BiAdocument idle

# Document_endBY[E=R, RINETdomBE—F, xBIMNEE
fttéNimage, framelJEIR.,




content scripts

S RINT W Fcontent scriptsZfg, AEIMAK, BEEESH
.

| W/ Jymrriraniie .. v WS 1 [ Ly |

injected content script

Go Run O extension

manifest.json content-scriptjs X  # conteni-style.css

vruc > js > content-scriptjs
1 console.log("injected content script™);



content scripts

= FAEUERERI, content scriptsiz{TEHMZANLE TR, B
SN [RER R E HRY sHTT.

console.log("injected content script");

window.onload = function () { Content_script.js
document.getElementById( ' login-iframe")
.contentDocument.getElementById("login-submit™)
.addEventListener("click”, function (e) {

console.log("login-submit clicked”, e.target);

S I & TY . T O W A R )

1)
¥

[ L I ]

injected content script

login-submit clicked Content Script_js
P <button class="button" id="login-submit"” type="submit"™ disabled> - </button>

® » POST https://v.ruc.edu.cn/auth/login 40@ (Bad Request) login?&proxy=t

2



content scripts

" EANWELABEEERE L TITXXHNITR? XE—/
content_scriptBU#bRE, [RICUEIFEA—"scriptingBle],

jsPath = "js/inject.js’;

var temp = document.createElement( 'script');

temp.setAttribute( ' type’, 'text/javascripl'); Te)
temp.src = chrome.runtime.getURL{jsPath);

document.body.appendChild{temp);

document.getElementById({ ' login-iframe"')

.contentDocument.getElementById (" login-submit™) . .
.onclick = function ()} { InJeCtJS
| console.log("login-submit clicked in inject script”);

i

injected content script

onclick

login-submit clicked in inject script

login-submit clicked in content script



Manifest keys
= web accessible resources: 73R, TENXIAETHIEBL R IREEH
R 131E],
" FAIRIEREARInject sEREIXEFHRERNA), Z8EERYE
AIHE, &N, NEsasikis,

32
33
34
35
36
37

"web accessible resources”: |

]

{

"resources”
"matches”

h

manifest.json

: ["js/inject.js"],
["https://*.ruc.edu.cn/*"]

e e e —p -
€ v GET chrome-extension://invalid/ net::ERR_FAILED

(anonymous) @ content-script.js:15

>



Service worker

= Service workerAFHITIEEESS, FATEINSEFRMEHY
FA. Adservice workera @iy 0 @' 1/ Nn° Q@A Ah
e,

= Service Worker B4 -

. Y 7 X
. Y 7 X
= DOMYy postMessage content script

X<



Service worker

= Service worker @ id chrome apik T {E, IREE &
manifest.jsonEIBFREERZIRYapIHLEFINR

38 "permissions": [ Manifest.json
39 "webNavigation"
40 ]

A A b |

" BTYNNNRZfE, BATLAfEservice workerdr i XS Mzapi,
IRE SRS,

Serviceworker.js

S—egm e ee

chrome.webNavigation.onCompleted.addListener((details) => {
if (details.url.tolLowerCase().includes('ruc')) {
console.log( [RUC URL Detector] URL contains "ruc": ${details.url} );

b
1) ruc url n

bk WM R




I Service worker

= EREINEE, (RALEEI—MRRERS
FHRLETHEESIS.

All Extensions

MMAiconB93RE 1.0.1
@ XMEEMAT iconfNER }°

[
e

ID: colhmbibpdmchgjgfgpgdcofjkkejinp
Inspect views service worker

Details Remy C () Details

“service worker,

Adobe Acrobat: PDF edit, ¢

Do more in Google Chrom
PDF tools. View, fill, commu
convert and compress tool
ID: efaidnbmnnnibpcajpcgl
Inspect views service worke

Remove

G' DevTools

Console  Netwqg Sources  Performance Memory  Application

Do e

O X

0

v © Y Filter Default levels v  No Issues {83
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B R
N P ®

Sy

EWRTy
E/El\J'_'u

= Manifest.json

"manifest_version": 3,

"name": "flAiconBVHRE",

"version":
"description": "X MARMANT iconfIER",

"author":

"icons"™: {

}s

"16" :
|132|| :
"48" :

"128":

32
33
34
35
36
37
38
39
40

"1.9.1"’
"zmlad",

"icons/iconlé.png",

"icons/icon32.png",

"icons/icond8.png",
"icons/icon128.png"

{

"resources":

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

"web_accessible_resources": [

["js/inject.js"],

"action": {
"default_icon": {
"16": "icons/iconlé.png",
"32": "icons/icon32.png"
}J
"default_title": "Click Me",
"default_popup"”: "html/popup.html”
}s
"background": {
"service_worker": "service-worker.js"

}s
"content_scripts": [
{
"matches": ["https://*.ruc.edu.cn/*"],
"css": ["css/content-style.css"],
"js": ["js/content-script.js"],
"run_at": "document_end"
}

1,
popup, background content script

"matches": ["https://*.ruc.edu.cn/*"]

1,
"permissions™: [
"webNavigation"




| PEFRRE

= Content scripts

contentscript.js

1 console.log("injected content script");

2

3/ AINEFREAEGHERE, EHEREHIIIMEERE

4 window.onload = function () {

5 document.getElementById('login-iframe')

6 .contentDocument.getElementById("login-submit")

7 .addEventListener("click", function () {

8 console.log("login-submit clicked in content script");

o 1 inject.js
10}
11

6] 01 ; he

T L EREENEREASE, TSN ARHES
14 var temp = document.createElement('script’); 2 document. getElementById('login-iframe’)
15 temp.setAttribute('type', 'text/javascript'); 3 .contentDocument.getElementById("login-submit")
16 temp.src = chrome.runtime.getURL(jsPath); 4 -onclick = function () {
17 document . body . appendChild (temp); 5 ‘ console.log("login-submit clicked in inject script");
- 6 15



| TEFARS
= popup.html

1 <!DOCTYPE html>

2 <html>

3 <head>

4 <meta charset="UTF-8">

5 <title>{E B HpopupllE</title>
6 > <style> -
55 </style>
56 </head>
57 <body>
58 <h1>fEE N popupTiE</h1>
59
68 <div class="content">
61 <p>IXE—NEER Chrome ¥ EEHEL. </p>
62 </div>
63 </body>

64 </html>



| PEFRRE

" service-worker.js

chrome.webNavigation.onCompleted.addListener((details) => {

1
2 if (details.url.tolLowerCase().includes('ruc')) {
3 console.log( [RUC URL Detector] URL contains "ruc": ${details.url} );
4 }
5 1)
~ NTUC
~ (€SS

# content-style.css
~ html

<> popup.html

v icons

2 icon16.png

El

icon32.png

El

icon48.png
2 icon128.png
NEE
content-script.js
inject,js
manifest.json

service-worker js



[T B BT Y R S URR N Ry

e e e
N T

ARG SRISCH 1 R &

manifest.json

"manifest_version": 3,

"name”: "HHFSBEENEE",

"version": "1.8",

"description”: "BGEFREIHEBRFAERZ",
"content_scripts": [

{
"matches”: ["<all_urls»"],
"js": ["content.js"],
"run_at”: "document_end”
}

1,

"permissions”: ["activeTab"]

1.tar.gz

i,

1.tar.gz (10.00 KB)

LT s B I Y R N

R T R R N e e e i e =
B N O L T I ' R (N W Y Sy WS [y U Y S

content.js

console.log("loaded"};
/1 EEEREEE T RENBAE

const captchalmg = document.getElementById( ' captcha-img'};

const codeInput = document.getElementById( ' code');

const loginButton = document.getElementById{ login-submit');

/1@ B nameflpasswd
document.getElementById{ "'nams"').valua = "test’;
document.getElementById{ 'passwd').value = "test’;

if (captchaImg && codeInput && loginButton) J

// FEREERXERE

const captchaText = captchalmg.textContent.trim();

/1 HEEIES

codeInput.value = captchaText;

/1 B sEEREE
setTimeout(() => {

loginButton.click();

console. log( ¥R EHAEHERZER");
1, 500); // FIEEERHBERESEE

} oelse

}

console. log( ' FIEFIFTRAISIEETEREMANE ) ;
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