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5.1 EXNHEE

s CPUEHIITIESHTY, WEIEN TS S MmERI T IR ETFHY
{15, REERBIEIFIES RPSREH T, XH2FRiH

o RERFGEFUIEKEIRY, PRV EREE: INERESERICPU,
CPUZEIAEBEE. SMECPUSE. LIRS VEH

1 471 )

BT R = A4 FT e &3 R A AL
CPU Fsb 2 fa5b3E
Shig vector 0 interrupt context .
= softirg
4 —_— vector 1 — |  hardir tasklet
(T 4 ) IPI A0 vector 2 -
— vector 3 | [T TTONN. T T T T T
crus® | threaded irg
Hiﬁ_’: 7 vector 254 FHLE
(o ) 524 th I — workqueue
L vector 255 REVEH o
process context
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= SNEReRET (REfGeRR. Rl

s SRR MR, IMNRFERIF R ES RS, —ARBIUMEEEG R, 18
Hrpitig IR 2 S o] LU 0] ik PR o] Bk i, #1a0, W<,
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S=IB)RlT), PRI LAE B2 — S IRRIREA R, 9 e R0RE A hkRARY
RIEASS, HERTHY

= NESERRRT (BRFPRR. [EZHRR)
SRR CPURE, CPUERTIESHIERHANISEamESREH
WIES, XMRETRESH, —ARBIEERFRET,

SRR PiiES, BEERCPUIRSKTERINES, XMhRrFICPU
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R =R

] 5 | BhidfF X KR | HREY e &S
0 #DE Divide Error BV X DIV and IDIV instructions
1 #DB Debug Exception S/ e X |r.\su'uctmn. data, and [/0 breakpoints;
single-step: and others.
2 x MI Interrupt gy x Nonmaskable external interrupt.
3 #BP Breakpoint e o % INT3 instruction.
4 #OF Overflow i3 it % INTO instruction.
5 #BR BOUND Range Exceeded AR X BOUND instruction.
6 #D Invalid Opcode (Undefined Opcode) A x UD instruction or reserved opcode.
7 #NM No Math Coprocessor vl * Floating-point or WAIT/FWAIT instruction.
s - y Any instruction that can generate an
5 woF Double Fault ik fi exception, an NMI, or an INTR.
9 x Coprocessor Segment Overrun{reserved) Al B x Floating-point instruction.
10 215 Invalid TSS A i Task switch or TSS access.
= N o ? Loading segment registers or accessing
11 #NP Segment Not Present Al {3 Siatel Saaite.
12 #SS Stack-Segment Fault Fvdd fi Stack operations and SS register loads.
13 BGP General Protection g i Any Ry reference and other
protection checks.
14 #PF Page Fault v 1i Any memory reference.
15 x (Intel reserved, Do not use.) X
16 #MF %87 FPU Floating-Point Error A % |*87 FPU floating-point or VALT/FWATY
instruction.
17 #AC Alignment Check A fi Any data reference in memory
18 “C Machine Check i+ ¥ Error codes (if any) and source are
model dependent.
/S8 -?.,/". oL i > i
19 £#XM SIMD Floating—Point Exception bl * ssr" SSE ‘§§r3 floating-point
instructions
20 #VE Virtualization Exception Fvd i X EPT violations
21 &P Control Protection Exception Ve (] ?ET' IRET' RSTORSSP, and SETS.SBSY 3
instructions can generate this exception.
22-31 x Intel reserved. Do not use.
32-255 | X User Defined(Non-reserved) Interrupts el External interrupt or INT n instruction
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root@kernel:~# cat /proc/interrupts

(L

@ CPUO

0: 5
1: 10
2: 0
4: 1753
8: 1
9: 0
10: 0
11: 44
12: 125
24: 1157
25: 227
26: 33
27: 1
28: 0
29: 3
30: 0
31: 12
NMI: 0
LOC: 6119
SPU: 0
PMI: 0
IWI: 0
RTR: 0
RES: 0
CAL: 0
TLB: 0
TRM: 0
THR: 0
DFR: 0
MCE: 0
MCP: 0
ERR: 0
MIS: 0
PIN: 0
NPI: 0
| PTW: o

©

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

XT-PIC

PCI-MSI 512000-edge
PCI-MSI 32768-edge
PCI-MSI 32769-edge
PCI-MSI 32770-edge
PCI-MSI 49152-edge
PCI-MSI 49153-edge
PCI-MSI 65536-edge
PCI-MSI 65537-edge
Non-maskable interrupts
Local timer interrupts
Spurious interrupts
Performance monitoring interrupts
IRQ work interrupts

APIC ICR read retries
Rescheduling interrupts
[Function call interrupts
TLB shootdowns

Thermal event interrupts
Threshold APIC interrupts
Deferred Error APIC interrupts
[Machine check exceptions
Machine check polls

Posted-interrupt notification event
Nested posted-interrupt event

@

timer

18042

cascade

ttySo

rtco

acpi

uhci hcd:usb2, uhci_hcd:usbh3, 1801 smbus
ehci hcd:usbl, uhci hcd:usbd
18042

ahci[0000:00:1f.2]

ethO-rx-0

eth0-tx-0

ethoO

virtio@-config
virtio0@-requests
virtiol-config
virtiol-requests

HTR R =
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TR TE

" LCANARGERAM (BEhifhYtrap) SEANCEKART,

SYM_INNER_LABEL(entry_SYSCALL_64_after_hwframe, SYM_L_GLOBAL)

pushg Srax /* pt_regs->orig_ax x/
PUSH_AND_CLEAR_REGS rax=$-ENOSYS

/* ER@8 are off. x/
mov(q %srsp, %rdi

/* Sign extend the lower 32bit as syscall numbers are treated as int */
movslqg %eax, %rsi

/* clobbers %rax, make sure it 1is after saving the syscall nr */
IBRS_ENTER
UNTRAIN_RET

call do_syscall_64 /* returns with IRQs disabled x/
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" KT
s WATIS . HENTHS. TS, BP0 R E2HENT
e, BEHMACERSRI TS
s HENITE Y LUEE. TLURIRRY, MmHFEiiTSE N LUEEAR
FARERAY
» HRENTHSFRYLESHIESH, MEFEH TSR ERPRIE
=19
= GMESI
s FFPAMEST: 1. SZRISERANE, 2. SZEITRAME + RIS, XJF4b
IR RV BAERTRIRlT, SJUURBRE— A i T E
o Y7 RNSEEAME” 7O IZBDTRAME RAFEFRT (hardirg) AU, BENIRER
P RTAY
s THEREAIE MBI BRERTINES, B8 7 RKENFRRIELE,
LA ARz BEFWENIEEIRFRT (softirg) . HUES (tasklet) ;
AR EAIEE TIEBAYI (workqueue) . HlfEki2 (threaded_irg)
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» (RED:
s CPUKRIFR I E = EaE it —SEdEpushENZzix £, RENZIES
B TEMEXRY, XEFR=ER B LURERIEH TR,
s NRCPULEBIRNMTFRBFZ, NESsAmEINizsS, IBEPETRMNZ
KB ERFIIE (R B RS2 Z0YTSSHSAEAY)
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Call Gate Interrupt Gate Trap Gate

Called by the

. . . . Called by the

instruction CALL and Called by the instruction INT . )
instruction INT

JMP

Storedin GDLand LDT  Stored in IDT Storedin IDT

Has a special feature of A special feature is these gates
transferring the all additionally prohibit future No special feature

parameters interrupt acceptance

. Flexibility is more as
o Flexibility is more as compared
Flexibility is very less compared to Interrupt
to trap gate

gate

RN SREEE 31..16

o . Mare portability
Very less portable Moare portability options as

options as compared

options compared to trap gate to Interrupt gate

HEANOSREE 15..0

m G NifERBAST MK

PIDFL |0 O 1 0 1

1615

P - BfFElRE DPL - b FrHL 8t ‘#ﬁﬂ
(BHHIRE)

BrrpiwisE
Offset in Segment 31..16

AR
(MATRHRER)

B fms(E

Offset in Segment 15..0

MFFRAER

1-22 FAINEEFER



5.2 B4R

= REERTE X S1EH
= MR RRTE S MRS N R R BIIIT EES% (30 CPU A9 IRQ 5
[ CPU &IXRY BZ1E3K, AT B0 CPU BT S,
= SCRPME: 8 CPU BITNIMSORT, MATIMA SRS (AL .
EREEHIERZE)
. %ﬁ‘ ﬁ: FoUF CPU ESSIEHR(E (WEdEEs) IITEMESS, Bl

. TR 2
s AR SE
o YNERRRRT AITENIIMR (A08RE. ERYES. (ERES) BB ESHA, $#190 GPIO
5B e ERT 2 m .
- WESHRT: A CPU NEREMA, Alihz8ER BE. &f) . AFaaEss
(=
» 3L O] o 2E
- OIFERREIT (Maskable Interrupt) : BB HRERR S Fes (W0 EFLAGS.IF f37) IIGES
22, HIanEEIMR R,

« AJEERRRT (NMI, Non-Maskable Interrupt) : A5t TEBEIPLFRR,
FRIEFEEAIE (NAFRNE. BIRES)
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» AR ERRTRY R A T
s B3 (Level Trigger)  ##HEENIRRRTES%XEBEY (SEFE
), ERTEEZERMEWMAAGS (20 DMA &)
» Gt A (Edge Trigger) : (XE(ESHE (LEFHEE FEG) Boftsk,
ERTFHRESES (AEREN) .

» BTN IE AR

1 mRlmEsk (IRQ) - IME@EIT AhlriEEIZE (a0 8259A g NVIC) [a]
CPU KIXIBEKES,

2. WL CPU epkZHpiiE<E, MMPMMIttd, aRERUIFN
R o [ HA

3. RFLETFX: CPU B BFRitEes (PO) | RESFESE (W
EFLAGS) RN,

4. RRFARSSHIRE (ISR) - B FhiraE3k (IVT) BEERIRILL ISR ANE
ik, ISR FEFRRIMDINSANE (AZEEEE) FHBbRFPETRS.

5. IRE LT B IRET 59 REFFEINE, REIREFHEINIT,
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PIC (Programmable Interrupt Controller)

ETET—__ 8259 Master

EEE— R/
8259 Slave

(a) Single PIC (b) Dual PIC

ISA Device ==
PCl Device ISA Devi IRQ .
- ISA device WaeS

PCl Device ISA Device TR . IRQ1
PCl Device PIRQA IRQ11 ISA Device

IRQ2

PCl Device

" IRQ3
PCI Device | ISA Device 8259

PCI Device Master

IRQ15

ISA Device

PCI Device

ISA Device wou

(c) Dual PIC with PIRQ Lines (PIRQ: Programmable Interrupt Request)



APIC (Advanced PIC)
= APIC £3BFER%>: LAPIC T84 CPU MEB, I0APIC S4hgigiE

s HMNEEHEHRTEE429D I0APIC 4MEZ EAREENTZ S LAPIC,
BH LAPIC (REEE3CH CPU #H17CRAY T A

ISA device —
ISA Device =

ISA Device s

APIC bus

) ;i

)

PCI Device

) [RQ22
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AR P BT ERRE T
o BN EBIE R RIRATE R RLARS.
o IRENERBLIA FREEMIHEE— A
BiALIETRFS.

Int request_irqg (unsigned int irq,
Irgreturn_t (*handler) (int, void *, struct pt_regs *),
unsigned long irgflags,
const char *devname,
void *dev_id)

20



_
request_irg( )lE#

o BINESHirq: BREAIHRERS.
o FE2/MSHhandler: —MEST, IEEAEX/
ErAYSEPRAR R IBIE .

o SE3MNS#irgflags: TILA/90, BEILIE
SA INTERRUPT, SA SAMPLE RANDOM,
SA SH|RQEF|=HU—A:‘Z§A*T AI(IERS.

o SBANEHEdevname: SHBFEXANEFAIASCII
XAEETTIE.

o 51 SHdev_id: FERTFHERETE,

21
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request irq( )AYIR[EME

o ARKUIAIT, IR[EIO;
MFREHEOE, RRBRIEAE, EX
g’I@RT. lEERNRELIEEREASIRE

o i¥E: request irg()EBETIRESHEIR, &
b, AEEERET LT EESARITIEE
RIS FBiZ R 2.

22
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{SEHrequest irq( )R

If (request_irg (irgn, my_interrupt,
SA SHIRQ, “my device”, dev) )

{
printk(KERN ERR “my_device:

cannot register IRQ %d, \n”, irqn);
return —-EI1O;

23
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B R BT AL EEAE FF

o HIEIRZNIZEREAY, F=RiTtHEMRIPERL
iz, HEWNHREZ.

o HJLAIEAvoid free irg (unsigned int irq,
void *dev_id)EEEMIFRETZ.

o MRIEENHREEAZEEZR, BA, ZERLHH
PR IREEFRIE IS S AX SR HRETZ.
MRRETEEIEER, NXRIBRdev_idFRXIRIAY

WILERF, MXFRPEHSEISAEERIRT &S
— MR SHEER.

24
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M5 PHETLIRIEFF

o HBIRIRIRAMBIZERRAEA:

static irqreturn_t intr_handler (int irqg, void *dev_id,
struct pt_regs *regs)

o HiR[M{FGirgreturn t8Y, SCfF LERintEY,

o HEFAMIBTE R RIEIR EIFMFIRAIE :
IRQ_NONE: ZHAAKrIBIERRASNEI—/P ARk, {BiZ
R AN FHARE AL IR R HE B EERI =
ASERY, RMiZ(E;
IRQ_HANDLED: HEIBiEF#RIEISEAE, Bif
L B NMANSE S S 7 HREREY, R[EliZ(E.

25
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e {Einclude/linux/interrupt. nFRBIITILIT,
EX 7 R AR EIE

typedef int irgreturn_t;

#define IRQ_NONE  (0)
#define IRQ_HANDLED (1)
#define IRQ_RETVAL(X) (x) 1=0)

26
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o irq: EXMIEREFEIRNAIPRERPREES,
ME, Z2HeeEAXKAEL.

o dev_ id: — MBS, B©5ERHS
request_irq( )AIS&dev_idws—31. MMRi(E
BIE—ifE, BBABIMMEIF—1 cookie, HJ
VABRX 2 HER—A T IREERIIZMEE.

o regs: —NMERGIEANEET, ZGEESLEH
I%H{TZJIHEJLIE sRlIEFR NS, FRT7ER, RD
7|

27
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PECEIEFMEA

o H—NMEEMPEIBIERRIEEITAY,
tEN YRR EFR B A 1B RS LﬂAmﬁﬁ
12, LIBhLETER—HRERZ: IRl 55—
#haYhkR, Eit, H—A¢MLEEF@
WA EEERREBLA B ERIRER.

o g);l?l, LinuxBRETLIBIER R CEEAN
XA HEE T RETLIBIE R RS

28
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HERPERLEEIEFF

o HEMIBIEFRSIEHSERNIEERET
MWL&HTL&E@M (BEERETER
_'re‘q uest_irg( BIS&irgflagsiiimez &

SA_SHIROQ#F,
WENMEMAIPECIRIERERR, dev idSE]
M‘éﬁﬂﬁ— IEME—R R EIIREH BRI LA
EX—EK,

FRERCIRIE RV EEIE X D BRNS EEE EAY
F=4E 7 R,

29
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T L 3R =2 FF 52

o f§ll: 3REBRTC (real time clock)3RENFEFAY
— /R PERNIREER, BTE
drivers/char/rtc.cRTEN.,

o ERTCIRENIZERZEZAY, SR rtc_init()
EREL, HITIRL.

o fErtc_init( )EREAR, IS EMPEILIRIER,
BB TF@:

30
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If (request_irqg(rtc_irq, rtc_interrupt, SA_INTERRUPT,
"rtc"', (void *)&rtc_port))
{
printk( KERN_ERR "rtc:
cannot register IRQ %d\n"', rtc_irq);
return -EIO;
}

o HARSE2/ S ERETIRIER
rtc_interrupt, BB TA,

31
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RETALIRFERFric_interrupt()

static unsigned long rtc_irg_data = 0;

Irgreturn_t rtc_interrupt (int irqg, void *dev _id,
struct pt_regs *regs)
{

spin_lock (&rtc_lock);
rtc_irg_data += 0x100; “
rtc_irg_data &= ~0xff; 8
rtc_irg_data |= (CMOS_READ(RTC_INTR_FLAGS) & 0xF0);
If (rtc_status & RTC_TIMER_ON)
mod_timer(&rtc_irg_timer,
Jiffies + HZ/rtc_freq + 2*HZ/100);
RTC

32
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rtc_interrupt() (££)

spin_unlock (&rtc_lock);

/* Now do the rest of the actions */

spin_lock(&rtc task lock);

If (rtc_callback)
rtc_callback->func(rtc_callback->private data);

spin_unlock(&rtc_task_lock);

wake_up_interruptible(&rtc_wait); /dev/rtc

Kill_fasync (&rtc_async_queue, SIGIO, POLL_IN);
/dev/rtc
return IRQ_HANDLED; *='¢©

33
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static int 18042_setup_kbd(void)
{

int error;

error = 18042_create_kbd_port();
if (error)
return error;

goto err_free_port;

error = 18042_enable_kbd_port();
if (error)
goto err_free_irq;

i8042_kbd_irq_registered = true;
return 0;

err_free_irq:

free_irq(I8042_KBD_IRQ, i8042_platform_device);
err_free_port:

i8042_free_kbd_port();

return error;



TR R A

" i8042_create_kbd_port(): SREREIEHEMSEEITHIEEXTAL
B9 serio/port 4518 (N LEREZIRGHRMEAR) | DEROEN
RSB mOIAZIRZEN/serio FEZH,

 request_irq(): [IPTERTEHREC R R RN IR R,

= 8042 KBD IRQ — IRQ & (unsigned int) , I8 EERISHITHELS
(IRQ number) , 3F PC x86 LRIES PS/2 BEBER 1.

= {8042 _interrupt — HBTAMERZEL (irg_handler t) , X2Z3EE RQ
RAERTARZIEARY top-half (FRKTETI) BREL, FBF-DRERIE RAE
RS 7/ ARF e/ SRR TR TIEHER ™ =HE0/ TIET Y,
» IRQF SHARED — #5&s (unsigned long / unsigned int \#85) . 7oiF
ZPIREER—S IRQ & EEMEIRRZEL (H= IRQ) ,
= "i8042" — ZFRFHIER (const char *) , ZEIxAPlnE— T RIZRIRF,
{7 E /proc/interrupts, /sys. dmesg RIEIIUEREF, ETI2H.
= 8042 platform device — dev id (void *) , FEHZ=lfiizE FREMKE
—IRELA, FEFRREIESENPIEMEE T8,




SREE TR AR

= {8042 interrupt() 2 18042 (¥EE/FINEHIgE) AITRZEFETLE
IHERZEL: R E P RERERIEHIESANSS =1, B0 Hie
IRINGEEIR A serio BEIRRRAUIETIN, REIEEUEREG LEE (W0
atkbd) 4bIE,

/%

* 18042 _interrupt() is the most important function in this driver -
* it handles the interrupts from the 18042, and sends incoming bytes
* to the upper layers.

*/

LLm

[pun

static irqreturn_t 1i8042_interrupt(int irq, void xdev_id)
{

struct i8042_port xport;

struct serio xserio;

unsigned long flags;

unsigned char str, data;

unsigned int dfl;

unsigned int port_no;

bool filtered;

int ret = 1;



gL ohi 1

e PG 2 il nl VS Yy N7 N
= B1d spin_lock_irgsave() HEAIGFX, LA ARIEEH RS FS.
18042 read status() Z=EIRSE 725 (Status Register)
« 18042 STR OBF {7 (Output Buffer Full) F~iz#ssmte fX hEHIE,
s & OBF REfU, RBBIORFHAIBEA~2RE4EN, BEEELE. &,
B1d 18042 read data() SEEEEFREUETT (AIR0F35EEE)

spin_lock_irqsave(&i8042_lock, flags);

str = i8042_read_status();
if (unlikely(~str & I8042_STR_OBF)) {
spin_unlock_irqrestore(&i8042_lock, flags);
if (irq)
dbg("Interrupt %d, without any data\n", irq);
ret = 0;
goto out;

}

data = 18042_read_datal();
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» XoumkKES %i%ﬁi
= ¥R EFE Z2REREE (MUX): EiztIzsnUAEREZ 8HNRE.
= YNERE MUX 12T, @%ﬁw?fﬁﬁu(qm»6)hW%mﬂﬁ%§w|%Do
= Y12 MUX BT, MAGE 18042 STR_AUXDATA 17 :
« A1 - kBER (AUX) .
- 90— kBE%E (KBD) .
s IOBEEIR{
* 18042 _STR PARITY — ZF{@tRIaiEiR — SERIO_PARITY t5&,
« 18042 STR TIMEOUT - iBRJfEIR — SERIO _TIMEOUT #xi&,

if (i8042_mux_present && (str & I8042_STR_AUXDATA)) {
static unsigned long last_transmit;
static unsigned char last_str;

port_no = I8042_MUX_PORT_NO + ((str >> 6) & 3);
last_str = str;
last_transmit = jiffies;

} else {

dfl = ((str & I8042_STR_PARITY) ? SERIO_PARITY : 0) |
((str & I8042_STR_TIMEOUT && !i8042_notimeout) ? SERIO_TIMEOUT : 0);

port_no = (str & I8042_STR_AUXDATA) ?
18042 AUX_PORT_NO : I8042_KBD_PORT_NO;
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= fEB TR serio im5135E
» IRIEBIETTER port no $EIXIAAY 18042 port 2544,
s NRZum A EFEFEE T serio ks, NEEHE,
« JEF 18042 filter() AR
o BLE S STIRAIRIRL HEFIMNER,
SRR AT T E R NS S T,
s B ERER, SRXIE S Fe2aviAal,

port = &18042_ports [port_nol;
serio = port->exists ? port->serio : NULL;

filter_dbg(port->driver_bound, data, "<- 18042 (interrupt, %d, %d%s%s)\n"
port_no, irq,
dfl & SERIO_PARITY ? ", bad parity” : "",
dfl & SERIO_TIMEOUT ? “, timeout™ : "");

filtered = i8042_filter(data, str, serio);

spin_unlock_irqrestore(&i8042_lock, flags);
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" FEIE LIEEIN T RS
= YNERIKEIXTRAY serio BEURABITISE, BB serio_interrupt(),
X PR =A EEIXED (190 atkbd interrupt()) |, CEAINEIBEEIES
IS,

if (likely(serio && !filtered))
serio_interrupt(serio, data, dfl);

irqreturn_t serio_interrupt(struct serio *serio,
unsigned char data, unsigned int dfl)
{

unsigned long flags;
irqreturn_t ret = IRQ_NONE;

spin_lock_irqgsave(&serio->lock, flags);

if (likely(serio—=>drv)) {
ret = serio—>drv—>interrupt(serio, data, dfl);
} else if (!dfl && device_is_registered(&serio->dev)) {
serio_rescan(serio);
ret = IRQ_HANDLED;
}

spin_unlock_irqrestore(&serio—>lock, flags);
return ret;

}
EXPORT_SYMBOL (serio_interrupt);
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handle _IRQ _ event( )

A4 \

ret from mtr( )

41
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o MR, HEMRIMRIERIRFFRENX AL
=, WFERhkhsZ, LIEzRapsHEIx
MA—ME—AE, X, PEEVRT LA
EFHEIRERIIRQS T,

o Rla, MZERdo_IRQ()HE.

42
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do_IRQ( )&

unsigned intlo_IRQ(structpt regs‘regs)

{
Int irq = regs>orig_eax & Oxff;
é é
return 1;

}

o 1Eidorig_eaxiEMEIEHRANE, FIGSIL
Fitde, SEIRQS,

43
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#FE: pt_regs4sfa

struct pt_regs {
long ebx; long ecx;
long edx; long esi;
long edi; long ebp;
long eax; int xds;
int xes; longorig_eax
long eip; int XCs;
long eflags; long esp;
Int XsS;

b

e sStruct pt regs Linux CPU

BEAPSSEE
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do IRQ() »> handle IRQ event()

int handle_IRQ _event (unsigned int irq, struct pt_regs * regs,
struct irgaction * action) {
int status= 1,
int retval = 0;
iIf (!(action->flags & SA_INTERRUPT))
local_irg_enable();

do {
status |= actiorflags;
retval |= actior>handler(irq, actiorrdev_id, regs);
action = actior>next;
} while (action);
if (status & SA_ SAMPLE_ RANDOM)
add_interrupt_randomness(irq);
local_irg_disable(;)
return status;




- ..,
#MFE: irqactionBIES

struct irgaction {
irgreturn_t (handlej(int, void *, struct pt_regs *);
unsigned londlags,
cpumask_t mask;
const char *name,
void *dev _id;
struct irgaction mext
int irq;
struct proc_dir_entry *dir;
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/proc/interrupts

o procfsm— P ERIMNERSR, BREETF
RzRE, —iRTETF/procHRETF.

o /proc/interrupts¥ftt: FHZEFRShET
HEHXBRITHEE. WTRA,
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/proc/interruptsMHFHIARE

root@kernel:~# cat /proc/interrupts
CPUO

16 IO-APIC 2-edge timer
I0-APIC 1-edge 18042
I0O-APIC 4-edge ttySeo
IO-APIC 8-edge rtco
IO-APIC 9-fasteoi acpi
I0-APIC 11-fasteoi eth@
I0-APIC 12-edge 18042
I0-APIC 14-edge ata_piix
I0-APIC 15-edge ata_piix
PCI-MSIX-0000:00:04.0 0-edge virtio@-config
PCI-MSIX-0000:00:04.0 1-edge virtio@-requests
PCI-MSIX-0000:00:05.0 ©@-edge virtiol-config
PCI-MSIX-0000:00:05.0 1-edge virtiol-requests
Non-maskable interrupts
Local timer interrupts
Spurious interrupts
Performance monitoring interrupts
IRQ work interrupts
APIC ICR read retries
Rescheduling interrupts
Function call interrupts
TLB shootdowns
Thermal event interrupts
Threshold APIC interrupts
Deferred Error APIC interrupts
Machine check exceptions
Machine check polls

Posted-interrupt notification event
Nested posted-interrupt event 48
Posted-interrupt wakeup event

3
0
3
0
1
0
0
0
0
0
0
0
0
0
0
0
1
0
0
0
0
0
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HIREIATS, XEECIATAIIEM 1R
FIESEIER IR RS, Sk EE
MiERRY—FRREZRIFETD.
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o BFRILFINMERE ERIAIRN, R
XHECIINEDR:

local_irq_disable()
I* eé* |/
local_irq_enable( )

o XAMNTHRMELELIRNICHESEM, H
{XH3TEinclude/asm-i386/system.neh, BT
\:

50



—!

#definelocal irg_disable() \

asm volatile  ("cli": : :"memory")
#definelocal _irq_enable() \
asm volatile  ("sti": : :"memory")

o WNERTEAHHIocal irg disable( )ZBIB&EE
IE TR, BRAIZBIEEFESTHREERN
g%o [Blfflocal _irq_enable( )&ﬁE;ﬁE
AT

o ELbEE—FNEICHREIRSEZILARIRIIR
S AR tEE LT ELE.
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o FRIERTZBIMZERFREIRFIVINES,
m{EHEEHERER, JEZIERERIRE
FEREIAS. WTHPA:

unsigned long flags;
local_irq_save(flags);

[ *éeée* |/
local_irq_restore(flags);

o Ylocal irq_save( )BUERFIXSIocal _irq restore()
RYE Y RIER—1 B P#HTT.
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o EREERT, RELEENRFP—FIT
ERIPETZERTE 7. XA EFTBRY il
— <R,

o LinuxiE#y 4 EO:

void disable_irg(unsigned int irq);

void disable_irq_nosync(unsigned int irq);
void enable_irg(unsigned int irq);

void synchronize irg(unsigned int irq);

53



—!

PET R GRS

o Zirgs_disabled(): WNRAHLIE=E ERYAR
ErRFiEEEIE, MBiREIHE0, F[NR(E]0,

e Zin_interrupt(): WRAIZLFHEFLT
XH, IREHEC, iRBARZLLATIEfEHRITHR
rﬁﬁﬂﬂ&f?. oy & IEEIT PSR IR
Fo

o ZAin_irq(): RBEEMEKIAEIEERITRIER
WIRERFRZIREHEEO,
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(4) AbFEFRFF R [ ]
syscallZ 5354
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#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define
#define

X86_TRAP_DE
X86_TRAP_DB
X86_TRAP_NMI
X86_TRAP_BP
X86_TRAP_OF
X86_TRAP_BR
X86_TRAP_UD
X86_TRAP_NM
X86_TRAP_DF
X86_TRAP_OLD_MF
X86_TRAP_TS
X86_TRAP_NP
X86_TRAP_SS
X86_TRAP_GP
X86_TRAP_PF
X86_TRAP_SPURIOUS
X86_TRAP_MF
X86_TRAP_AC
X86_TRAP_MC
X86_TRAP_XF
X86_TRAP_VE
X86_TRAP_CP
X86_TRAP_VC
X86_TRAP_IRET

LooNoOOUEWNES

/%
/*
VE S
/*
/%
/*
/*
/%
/*
/*
VE S
/*
/*
VE S
/*
/%
/*
/*
/%
/*
/*
VE S
/*
/%

Divide-by-zero x/

Debug x/

Non-maskable Interrupt */
Breakpoint x/

Overflow */

Bound Range Exceeded */
Invalid Opcode */

Device Not Available x/

Double Fault x/

Coprocessor Segment Overrun x/
Invalid TSS x/

Segment Not Present x/

Stack Segment Fault x/

General Protection Fault %/
Page Fault x/

Spurious Interrupt */

x87 Floating-Point Exception */
Alignment Check x/

Machine Check */

SIMD Floating-Point Exception */
Virtualization Exception */
Control Protection Exception */
VMM Communication Exception x/
IRET Exception */
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0B

IDT_ENTRIES 256

typedef struct gate struct {
ulé of fset_low;
ule6 segment;
struct idt bits bits;
ulé offset middle;

} gate desc;

gate desc idt table[IDT_ENTRIES] _ page aligned bss;
void __init idt setup early traps(void)

idt setup from table(idt table, early idts, ARRAY SIZE(early idts), true);
load idt(Zidt_descr);
}

void __init idt setup_traps(void)

idt setup from table(idt table, def idts, ARRAY SIZE(def idts), true);

void

idt_setup from table(gate desc *idt, struct idt_data “t, int size, bool sys)

gate desc desc;

(; size > ©; t++, size--) {
idt_init_desc(%desc, t);
write idt entry(idt, t
(sys)
set bit(t->vector, system_vectors);

vector, fdesc);

vold idt_init desc(gate desc “gate, struct idt_data “d)

unsigned Long addr = (unsigned long) d->addr;
gate
gate
gate

gate

offset_low
segment

bits
offset_middle

(ule) addr;
(ule) d->segment;
d->bits;

(uls) (addr 16);

vold write idt entry(gate desc “idt, int entry, gate desc “gate)

memcpy (Zidt[entry], gate, (“gate));

G(_vector, _addr,

.vector

.bits.ist
.bits.type = _type,
.bits.dpl ~dpl,
.bits.p =1,
.addr _addr,
.segment

_ist,

INTG(_vector, _addr)

G(_vector, addr, DEFAULT STACK, GATE INTERRUPT, DPL®,  KERNEL CS)

SYSG(_wvector, _addr)

G(_vector, addr, DEFAULT STACK, GATE INTERRUPT, DPL3,  KERNEL CS)

TSKG(_vector, _gdt)

_ist, _type,
\

_dpl, _segment) \

_vector,

_segment,

\

\

\

G(_vector, NULL, DEFAULT STACK, GATE TASK, DPL@, gdt << 3)

__initconst struct idt_data early_idts[]

INTG(X86_TRAP_DB,
SYSG(X86_TRAP_BP,
INTG(X86_TRAP_PF,

debug),
int3),
page_fault),

initconst struct idt_data def_idts[]

INTG(X86_TRAP_DE,
INTG(X86_TRAP_NMI,
INTG(X86 TRAP BR,
INTG(X86_TRAP_UD,
INTG(X86_TRAP_NM,
INTG(X86_TRAP_OLD_MF,
INTG(X86_TRAP_TS,
INTG(X86_TRAP_NP,
INTG(X86_TRAP_SS,
INTG(X86_TRAP_GP,
INTG(X86_TRAP_SPURTOUS,
INTG(X86_TRAP_MF,
INTG(X86_TRAP_AC,
INTG(X86_TRAP_XF,
TSKG(X86_TRAP_DF,
INTG(X86_TRAP_DB,
INTG(X86_TRAP_MC,
SYSG(X86_TRAP_OF,

SYSG(IA32_SYSCALL_VECTOR,

divide_error),

nmi),

bounds),

invalid_op),

device not_available),
coprocessor_segment_overrun),

invalid_Tss),

segment_not_present),

stack_segment),

general protection),
spurious_interrupt_bug),

COprocessor_error),

alignment_check),

simd coprocessor error),

GDT_ENTRY_DOUBLEFAULT_TSS),

debug),

machine_check),

overflow),

entry_INT86 32),




void do_error_trap(struct pt regs “regs, long error_code, char
unsigned Long trapnr, int signr, int sicode, void _ user “addr)

str,

(trapnr X86_ TRAP DE)

printk("(%d) divide error\n", current->pid);

RCU_LOCKDEP WARN('!'rcu is watching(), "entry code didn't wake RCU");

fixup bug(regs, trapnr))

( 'user_mode(regs)

¥

(notify_die(DIE_TRAP, str, regs, error_code, trapnr, signr)
NOTIFY STOP) {

cond local _irq_enable(regs);

do_trap(trapnr, signr, str, regs, error_code, sicode, addr);

IP ((void _ user
DO_ERROR(trapnr, signr, sicode, addr, str, name) \
dotraplinkage void do_##name(struct pt _regs *regs, long error_code)

*Juprobe_get trap_addr(regs))

do_error_trap(regs, error_code, ignr, sicode, addr);

}

DO_ERROR(X86_TRAP_DE, SIGFPE, FPE_INTDIV, IP, "divide error", divide_error)

ENTRY(divide error)
ASM_CLAC
pushl %0
pushl  $do divide error
jmp common_exception
END(divide error)

common_exception:

pushl fs

pushl es

pushl ds

pushl eax

mov1 $(__ USER DS), “e

mov1 eax, ds

mov1 eax, /es

mov1 $(__KERNEL_PERCP

mov1 eax, /fs

pushl ebp

pushl edi

pushl esi

pushl edx

pushl ecx

pushl ebx

SWITCH TO_KERNEL_STACK

ENCODE_FRAME_POINTER

cld

UNWIND_ ESPFIX STACK

GS_TO REG “ecx

mov1 PT_GS(%esp), “ed

mov1 PT_ORIG_EAX(“esp

mov1l

REG_TO PTGS “ecx

SET_KERNEL_GS Y%ecx

TRACE_IRQS OFF

mov1 esp, “eax

CALL NOSPEC “edi

jmp ret from exception
END( common exception

$-1, PT ORIG EAX(Zesp)

# no error code

ax

U), “eax

i # get the function address
), “edx # get the error code
# no syscall to restart

# pt regs pointer




#include <signal.h>
#include <stdlib.h>

void sigfpe_handler(int signum, siginfo_t *info, void *context) {
// Handle divide-by-zero (SIGFPE)

void func_with_handler() {
struct sigaction sa;
sa.sa_sigaction = sigfpe_handler; // Register handler
sa.sa_Tflags = SA_SIGINFO; // Use sa_sigaction instead of sa_handler
sigemptyset(&sa.sa_mask);
sigaction(SIGFPE, &sa, NULL); // Apply handler

int a = 1;
int b = 0;
int ¢ = a / b; // Trigger SIGFPE

void func_without_handler() {
int a = 1;
int b = 0;
int ¢ = a / b; // Trigger SIGFPE, program will crash

int main() {
func_with_handler();
func_without_handler();
return 9;




ENTRY(page fault)
ASM CLAC
pushl  $do page fault
ALIGN
jmp common_exception
END(page tfault)

dotraplinkage void notrace
do_page fault(struct pt_regs “regs, unsigned long error_code)

unsigned Long address - read cr2();
enum ctx state prev_state;
(strcmp(current->comm, “page fault™) 0)

printk("( page falt\n", current->pid, address);

prev_state - exception enter();
(trace pagefault enabled())
trace page fault entries(address, regs, error code);

__do _page fault(regs, error_code, address);

exception exit(prev_state);

noinline void
__do _page fault(struct pt regs
unsigned Long address)

prefetchw(&current->mm->mmap_sem);

(unlikely(kmmio fault(regs, address)))

¥

(unlikely(fault in kernel space(address)))
do_kern_addr fault(regs, hw_error code, address);

do user addr fault(regs, hw error code, address);

regs, unsigned Long hw_error_code,

R AR B
225 (Bl ik ?
Pt B PR
=
£ &
% L ’
[ wEEm? | | ZEE
SEETEES = &
| a=wEx | | =#E |
REALSE, RX
eetug Ll

MENEHTERRE, BETSEEE, FRLUXEZ unlikely",

do_kern_addr_fault()
--> vmalloc fault()

NFBPEE, EEXRSEMER, page faultfMEREEREZY,

do_user_addr fault()
--> handle mm_fault()
--> handle_pte_fault()
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APla POSIX C

Y Y AP A
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L n o AP  printf

 Unixp T APl _ POSIX %o
 POSIX Portable Operating System Interface of Unix™

A4

W b ’ %o 1 @

APl W T D



APla POSIX C

* Linux UnixWw C T U
Unix h APl L 3 POSIX
API” ~ Linux: C w libc

_ 1 l " Y
call to printf()” “ “ printf(} in the C library il “ write() in the C library writel) system call

Application » C library > Kernel




. Y P ) V 4 long

* ! Y SysS

File: v4.10/source/kernel/sys.c

SYSCALL_DEFINEO (getpid) asmlinkage long sys_getpid(void) {
L return task tgid vnr (current) ; » """
SYSCALL_DEFINEI (umask, int, mask) asmlinkage long sys_umask(int mask) {

mask = xchg(&current->fs—>umask, mask & S IRWXUGO) ; » ------

return mask;



#define

#define
#define
#define
#define
#define
#define

#define

SYSCALL_DEFINE®O (sname) \
SYSCALL_METADATA(_##sname, 0); \
asmlinkage long sys_##sname(void)
SYSCALL_DEFINE1(name, ...) SYSCALL_DEFINEx(1, _##name, _ VA_ARGS__
SYSCALL_DEFINE2(name, ...) SYSCALL_DEFINEx(2, _##name, _ VA _ARGS__
SYSCALL_DEFINE3(name, ...) SYSCALL_DEFINEx(3, _##name, __VA_ARGS__
SYSCALL_DEFINE4(name, ...) SYSCALL_DEFINEx(4, _##name, _ VA_ARGS__
SYSCALL_DEFINE5(name, ...) SYSCALL_DEFINEx(5, _##name, __ VA_ARGS__
SYSCALL_DEFINE6(name, ...) SYSCALL_DEFINEx(6, _##name, _ VA_ARGS__
— SYSCALL_DEFINEx(x, name, ...)
asmlinkage long sys##name(__MAP(x,__SC_DECL,__VA_ARGS__))
__attribute__((alias(__stringify(SyS##name))));
static inline long SYSC##name(__MAP(x,__SC_DECL,__VA_ARGS__));
asmlinkage long SyS##name(__MAP(x,__SC_LONG,__VA_ARGS_ ));
asmlinkage long SyS##name(__MAP(x,__SC_LONG,__VA_ARGS_ ))
{
long ret = SYSC##name(_MAP(x,__SC_CAST,__VA_ARGS__));
__MAP(x,__SC_TEST, VA_ARGS_);
__PROTECT(x, ret, _MAP(x,__SC_ARGS, VA_ARGS_ ));
return ret;
}
static inline long SYSC##name(__MAP(x,__SC_DECL,__VA_ARGS__))

)
)
)
)
)
)

P PP
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arch/x86/entry/syscall_64.cT

Y
sys_call tableT ~



e arch/x86/entry/syscall 64.c

asmlinkage const sys call ptr t sys call tablel NR syscall max+l] = |

« when the & below 1s removed.
'0 ... _NR syscall max' = &sys ni syscall,

#include <asm/syscalls 64.h

* arch/x86/include/generated/asm/syscalls_64.h

___SYSCALL_64(0, sys_read, )
___SYSCALL_64(1, sys_write, )
___SYSCALL_64(2, sys_open, )
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sint D P - z ®

If no stack switch occurs, the processor does the following when calling an interrupt
or exception handler (see Figure 6-5):

1.

Pushes the current contents of the EFLAGS, CS, and EIP registers (in that order)
on the stack.

Pushes an error code (if appropriate) on the stack.

Loads the segment selector for the new code segment and the new instruction

pointer (from the interrupt gate or trap gate) into the CS and EIP registers,
respectively.

If the call is through an interrupt gate, clears the IF flag in the EFLAGS register.
Begins execution of the handler procedure.

G ?Intel 64 and IA-32 Architectures Software Developer Manua?
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= 1. EFLAGS,CS, EIP RY r
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= 3. Noz CS_EIP b u
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s 4 T ©H EFLAGS
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= 5. handler A

a ?Intel 64 and IA-32 Architectures Software Developer Manua?
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If a stack switch does occur, the processor does the following:

1.

Temporarily saves (internally) the current contents of the SS, ESP, EFLAGS, CS,
and EIP registers.

Loads the segment selector and stack pointer for the new stack (that is, the stack

for the privilege level being called) from the TSS into the SS and ESP registers
and switches to the new stack.

Pushes the temporarily saved SS, ESP, EFLAGS, CS, and EIP values for the
interrupted procedure’s stack onto the new stack.

Pushes an error code on the new stack (if appropriate).

Loads the segment selector for the new code segment and the new instruction

pointer (from the interrupt gate or trap gate) into the CS and EIP registers,
respectively.

If the call is through an interrupt gate, clears the IF flag in the EFLAGS reqister.

Begins execution of the handler procedure at the new privilege level.
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3 18

I/O Map Base Address Reserved T1 100

Reserved LDT Segment Selector 96

Reserved GS 92

Reserved FS 88

Reserved DS 84

R'aserved 35 80

Reserved CS 76

TSS Reserved ES 72
EDI 68

= Task State Segment s o4
EBP 80

= Intel D EsP o8
. v o EBX 52
",,ﬁ I/L K F® EDX 48
ECX 44

EAX 40

EFLAGS 36

EIP 32

CR3 (PDBR) 28

Reserved sS52 24

ESP2 20

Reserved SS1 16

ESP1 12

Reserved Sso0 8

ESPO 4

Reserved Previous Task Link 0

|:| Reserved bits. Setto 0.



Stack Usage with No
Privilege-Level Change
Interrupted Procedure’s
and Handler's Stack

~«—— ESP Before

EELAGS Transfer to Handler
)
EIP

Error Code -——ESP After
Transfer to Handler

Stack Usage with
Privilege-Level Change

Interrupted Procedure’s Handler's Stack

Stack
~«—ESP Before
Transfer to Handler SS
ESP
EFLAGS
)
EIP

ESP After ——» Error Code
Transfer to Handler

Figure 6-5. Stack Usage on Transfers to Interrupt and Exception Handling Routines




Address
OXFFFFFFFF

User space «’:

-
—

Kernel space <'
(Operating system)

_
0

Return to caller

Trap to the kernel

5| Put code for read in register

10

Increment SP 11

~ Call read

3| Push fd

2| Push &buffer

—k

Push nbytes

Y

Dispatch -

Sys call

handler

| Library
> procedure
_ read

.>

User program
calling read



1.2a 1ret 5 ¥

@ p b I

Restores the CS and EIP registers to their values prior to the interrupt or
exception.

Restores the EFLAGS register.
Increments the stack pointer appropriately.
Resumes execution of the interrupted procedure. o
@ p b N
Performs a privilege check.

Restores the CS and EIP registers to their values prior to the interrupt or
exception.

Restores the EFLAGS register.

Restores the SS and ESP registers to their values prior to the interrupt or
exception, resulting in a stack switch back to the stack of the interrupted
procedure.

Resumes execution of the interrupted procedure.
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2.1

] b
= Intel® Pentium® IIl CPU, 450 MHzProcessor Family: 6 Model: 7 Stepping:
2 PRI ESRE B R R s
HE] H 8]
HT sysenter/sysexitig (9.833 6.833
SEIF 2R microseconds  \microseconds
FHTohEr INT n 8<% 17.500 7.000
kel FH microseconds  \microseconds
= X
CPLU Int0x30 sysenter
Athlon XP 1600+ 277 169
A00MHz mode 1 athlon 274 170

2. 8GHz p4 northwood ht 1152 442



i 2.1

= Sysenter/sysexit

= SYSENTER CS MSR
= G Ring 0 9
n ¥ Ring O

= SYSENTER EIP_MSR
= G Ring 0 9
= SYSENTER_ESP_MSR
= G Ring 09



i 2.2a sysenter 9

o Ring3 9 v sysenter D H
CPUYAE I D
=1 SYSENTER_CS _MSRv [ cs
= 2 SYSENTER_EIP_MSRYvV [ eip
= 3 SYSENTER CS MSRv v 8R Ring0

¥ [ ss A

= 4 SYSENTER_ESP_MSRv [ esp
= 5 ® | RingO

= 6 Ring0



Linux’s GDT
null

reserved

reserved

reserved

not used

not used

TI5#1

TiS#2

TIS#3

reserved

reserved

reserved

kernel code

kernel data

user code.

user data

Segment Selectors
0x0

0x33
0x3b
0x43

0x60 (__KERNEL_CS)
0x68 (__KERNEL DS)
0x73 (__USER_CS)
0x7b (__USER_DS)

Linux’s GDT
155

LDT

PNPBIOS 32-bit code

PNPBIOS 16-bit code

PNPBIOS 16-bit data

PNPBIOS 16-bit data

PNPBIOS 16-bit data

APMBIOS 32-bit code

APMBIOS 16-bit code

APMBIOS data

not used

not used

not used

not used

not used

double fault TSS

Segment Selectors
0x80
0x88
0x90
0x98
0xa0
0xa8
0xbo
0xb8
0xco

| 0xc8

0xf8



i 2.3a8 Ssysexit 5 ¥

= Ring0Y " SYSEXIT ©
Ring3 ~ CPUYAZY I b
= 1 SYSENTER_CS_MSRYy v 16R Ring3 9

f [ cs

. 2 edx v [ eip

= 3 SYSENTER CS MSRv v 24R Ring3
f [ ss

= 4 ecx Vv [ esp

= 5 ® | Ring3

= 6 Ring3 A9



* x861 int 0x80
P 4 sytem call()”
arch/x86/entry/entry_64.ST

Q)2
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‘iz
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INT 0x80T

£ 2.6LARUAY Linux 2.4 iz, AFE Ring3 UBIEXRA#ZE Ring0 {UIBseRi R ELIRERBII RSt
JERATERRY, MRFERRIEEITEFRTES (int 0x80) SCHIAY. 1 x86 fRIFIZZUAR, 43 INT Hhifh
fE<RT

1. CPU B5c M RlTEIASE IDT BV IRz HY] THEA ST
2. FlH JEIARTAYFhSE

3. I E[ ARSI DPL 0 INT $8<EAERSSI CPL, = CPL<=DPL thgiZEix INT EHRE
R STHIAFHEERDIES, Z8enkIhiaA

4. IRIEEATTROANS, HiTEMR. BiE. SPRKBIRETT
5. WziBHITREeZ /S, VAR IRET $5<IRE], IRET {5 ERFE, HBMERRRAIRTE

ERERFERM, B Ring3 #A Ring0 FUIX/MNIFEREE 7487 CPU EEE, #lal, RFERRVATE
£ Ring3 H#A Ring0, NREFAZEIFIZENRSIZREER, CPLEERZ 3, M INT80 I DPLS
EHE 3, X CPU & AR DPL fFlAAER CPL RSV E., IEERTULE, Intel
x86 CPU M PIl 300(Family 6, Model 3, Stepping 3)Zf&, FRASISFRNREZRAIES
sysenter/sysexit



sysenter D

sysenter f§< AT H Ring3 #A Ringd, SYSEXIT 1< T H Ring0 ix[E] Ring3, BT &EIFNE
ARSERIAME, LiRBERIVRE, ATLBITEELL INT n/IRET R AL,

sysenterflsysexitZiECPUBRAIENIES

ARRGEAETT AR REE

A PRt ERN E EL RN ERNE

BT sysenter/sysexit {55 IR 9.833 microseconds 6.833 microseconds

ET il INT n {8512 50HH 17.500 microseconds 7.000 microseconds

CPU Int0x80 sysenter
Athlon XP 1600+ 277 169
800MHz mode 1 athlon 279 170
2.8GHz p4 northwood ht 1152 442
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*  x86: " a
6 0T © a eax
* System_call® g T by

?
call *sys_call_table(,%eax,4)



/,_,-”— \‘ ﬁ —F-—-—-\\f.__—_\\
call read() read() wrapper system_call() sys_read()

Application C library Syscall Handler sys_ read()
read() wrapper

User Space Kernel Space




printf("Hello world!”) calls
write(1, buf, sz)

| $SYS % User

mov _write, %eax

User mode int 64 program
ret /[ usys.S

| syscall() { syscalls
kemnel mode IDT syscalls[%eax]() table
] / } // syscall.c \‘1 sys_write
64 | syscall

sys_write(...) {
— // doreal work < —/

} // sysfile.c




¢ x86T" a D 3

a W a ebx ecxa edxa esi edi
a ¥ 328
. v 3 eax T
* 648 T~ a RAX D
" * RDIA RSIA RDXA RCXA R83 R9 6@
! b a -~ v 3

RAX T
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y P
copy_from_user copy to userP



asmlinkage long =sys =2illy copy(unsigned long *src,
unsigned long *dst,
un=igned long len)

unsigned long buf:

J* fail if the kernel wordsize and user wordsize do not match */
if (len '= =zizeof(buf))
return -EINVAL:

f* copy src, which is in the user's address space, into buf =/
if (copy from user(&buf, =rc, len))
return -EFAULT;

F* copy buf into dst, which iz in the user's address space =/
if (copy to user(dst, &buf, len))
return -EFAULT;

fS* return amount of data copied */
return len;



. W @

capable()® E |
" root”

asmlinkage long =sy= am i popular (wvoid)

/* check whether the user possesses the CAP 5Y5 NICE capability */
if (!'capable (CAP SY5 NICE))
return EPERM;

f* return zero for success */f
return 0;



* P
current "f
. 0T
R

system_call()T -
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kernel/
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ENTRY (sy=s call table)
.long sys_resatart syscall f = 0 ®f
-long sys exit
-long sys fork
-long sys read
.long sys write
.long sys_open f#% 5 *f

-long sys mg unlink

-long sys mg timedsend

.long sys _mg timedreceive S 280 =/
-long sys mg notify

-long sys mg getsetattr

The new system call is then appended to the tail of this list:

-long sys_ foo



* Thi=s file contains the aystem call numbers.

Fdefine MR restart syscall 0O
#define HNR exit 1
#define NR fork 2
#define NE read 3
#define NR write 4
#define NR open 5
#define NR mg unlink 278
#define NR mg timedsend 273
#define NR mg timedreceive 280
#define NR mg notify 281
#define NR mg getsetattr 282

The following is then added to the end of the list:

#define  NR foo 283



¥include {asmfthread_infu.h}

_l.-"':-:'
* sys foo everyone's favorite system call.

-

* Returns the =ize of the per-process kernel stack.
wf

asmlinkage long sys foo(void)

return THREAD_SIEE;



- glibc T
~syscalln() ™ n4 00 6

14
= t



[

long open(const char *filename, int flags, int mode)

#define NR open 5
_s8yscalli(long, open, const char *, filename, int, flags, int, mode)

#define NR foo 283
__=syscalll({long, foo)

int main ()

long =stack =size;

stack size = foo ()
printf ("The kernel stack size is %1d\n", stack size):;

return O




open
J/ include / linux / syscalls.h

lllll /% __ARCH_WANT_SYSCALL_NO_AT %/
. asmlinkage long sys_open(const char __user xfilename,
o ) o int flags, umode_t mode);

SYSCALL_DEFINE3(open, const char __user %, filename, int, flags, umode_t, mode)
{

if (force_o_largefile())
flags |= O_LARGEFILE;
return do_sys_open(AT_FDCWD, filename, flags, mode);

long do_sys_open(int dfd, const char __user xfilename, int flags, umode_t mode)

{
struct = build_open_how(flags, mode);
return do_sys_openatZ{dfd, filename, &how);




open

static long do_sys_openat2(int dfd, const char __user xfilename,
struct open_how xhow)
{

struct open_flags op;
int fd = build_open_flags(how, &op);
struct filename *tmp;

if (fd)
return fd;

return PTR_ERR(tmp);

fd = get_unused_fd_flags(how->flags);
if (fd >= 0) {
struct file *f = do_filp_open(dfd, tmp, &op);
if (IS_ERR(f)) {
put_unused_fd(fd);
fd = PTR_ERR(f);
} else {
fd_install(fd, f);
}

+
putname(tmp);
return fd;



open

struct filename x*
getname_flags(const char l_user *filename| int flags, int *xempty)

{

struct filename xresult;
char xkname;
int len;

result = audit_reusename(filename) ;
if (result)
return result;

result = __getname();
if (unlikely('!'result))
return ERR_PTR(-ENOMEM) ;

/*
* First, try to embed the struct filename inside the names_cache
* allocation
*/
kname = (char *)result—>iname;
result->name = kname;

len = strncpy_from_user(kname, filename, EMBEDDED_NAME_MAX) ;
oTT 1
__putname(result);
return ERR_PTR(1len);
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