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31 16 15 0
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AVL Available for use by system software
B Busy flag
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DPL Descriptor Privilege Level
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LIMIT Segment Limit
P Segment Present

TYPE Segment Type

Figure 8-3. TSS Descriptor
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nested_nmi:
/*
* Modify the "iret" frame to point to repeat_nmi, forcing another

* iteration of NMI handling. BE%UUZ iret i}g@éum&fﬁ

*/

WA e e SRuEe (RIS
st s KemieL 5] W 0) | FHEER

ey repeat_nmi, LUEEFMH
by T L) NS N RS,

/* Put stack back x/
addq $(6%8), %rsp

SYM_INNER_LABEL (entry_SYSCALL_64_safe_stack, SYM_L_GLOBAL) ve \g,:
ANNOTATE_NOENDBR JEE:.FE%—}EQ%)\ |:|
RIFMAPSYIANRY

Lopstrouct struct pt regs on stack x/ ,— =
|pushq $__USER_DS /* pt_regs—>ss x/ El/\jj:j:LTTJ:—FX/ 'f%’f?r
pusnq —VAR(cpu_tss_rw + TSS_sp2) /* pt_regs—>sp x/ P{VFZEM:IE;TD syscall

sha %rﬁ /* pt_regs—>flags *x/

pushqg $__USER_CS /*x pt_regs—>cs */ E%‘E?i\f@i&@ﬂﬁﬁ
e L PSMOURIGCT L L Lretrees—io/ FES (FRNER3) B9

RIgITE,
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2. TSS{ER MZ3810 CPU BY TSS FhiEN esp0 (AfzARiEET) BTSSR, (NIKEMEHREFNAPSLETX
3. AT RIEMIREITI (o B RIS ss/esp, IREFIFH:
4. FFNIRE T ENFFZ ss/esp/eflags/cs/eip B)RZAE BRGNPz S eip/cs/eflags/esp/ss
5. REFEREH cs/ss PR N NZERIEEF (DPL=0) cs/ss IKE NP ERIEIEF (DPL=3)

6. IR AL, CPL (HEMFN) M 3->0 CPL M\ 0->3

7. S AL E Cmﬁﬁ(%ﬁiﬁgsﬁﬁﬁﬁﬁﬁ CBK%(%E@%EE%,%P§@ﬁEﬁ

8. REFFRE
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AP CPL=3

EIP = user_instr syscall/int

|

SS=USER_DS
ESP=user_sp

9% syscall / int /
exception

,

KT DT/ 1A DPL <=
cPL?

AFHREBFNEL

:

CPU: £BY TSS.550 /
TSS.RSPO

CPU: {)IREIAZE
§5=550, ESP=RSPO

y

CPU: J§RF L FXEARK
%
FAF SS, ESP, EFLAGS, CS,
EIP

CPU: B CS=KERNEL_CS,
CPL=0, EIP=IDT/entry {81

l

A#ZA O CPL=0
handler:
entry_SYSCALL_64 /
common_interrupt

l

RZLE: REEZ ETX
/ BIHE switch_mm / E5f
CR3

A% CPL=0

A EE5ERE,
handler JR[E]/ E&IREIBF

Axtk: REBFPLTX B
F? SS, ESP, EFLAGS, CS, EIP

ARP->A %3

E&IREF 1783 RAX=ret,
RCX=user_rip,
R11=user_rflags

|

1T sysretq 5§ iretq

CPU 117 sysretq/iretq

CPU: M#ZiR8 LB
EIP, CS, EFLAGS, ESP, SS

CPU: ix & SS=USER_DS,

ESP=user_sp, CS=USER_CS,

CPL=3

EIP=user_rip, Z4EEH1T

Riz->RFE




SYM_CODE_START (entry_SYSCALL_64) FHP->PIES
UNWIND_HINT_ENTRY
ENDBR

swapgs

/* tss.sp2 is scratch space. */

movq %rsp, PER_CPU_VAR(cpu_tss_rw # TSS_sp2)
SWITCH_TO_KERNEL_CR3 scratch_reg=%rsp

movq PER_CPU_VAR(pcpu_hot + X86_top_of_stack), %rsp

SYM_INNER_LABEL (entry_SYSCALL_64_safe_stack, SYM_L_GLOBAL)
ANNOTATE_NOENDBR

/* Construct struct pt_regs on stack x/

pushq $__USER_DS /* pt_regs—>ss */

pushg PER_CPU_VAR(cpu_tss_rw #* TSS_sp2) /* pt_regs->sp */

pushqg %rll /* pt_regs->flags */

pushq $__USER_CS /* pt_regs—>cs */

pushg %rcx /* pt_regs->ip */
SYM_INNER_LABEL(entry_SYSCALL_64_after_hwframe, SYM L_GLOBAL)

pushq S%rax /* pt_regs->orig_ax */

PUSH_AND_CLEAR_REGS rax=$-ENOSYS

/* IRQs are off. */
movq %srsp, Srdi

/* Sign extend the lower 32bit as syscall numbers are treated as int x/
movslg %eax, %rsi

/* clobbers %rax, make sure it is after saving the syscall nr x/
IBRS_ENTER
UNTRAIN_RET

call do_syscall_64 /* returns with IRQs disabled x/



SYM_CODE_START_LOCAL (common_interrupt_return)

SYM_INNER_LABEL (swapgs_restore_regs_and_return_to_usermode, SYM_L_GLOBAL)

IBRS_EXIT

#ifdef CONFIG_DEBUG_ENTRY

=
#endif

/* Assert that pt_regs indicates user mode. */
testb  $3, CS(%rsp)

jnz 1f

ud2

#1ifdef CONFIG_XEN_PV
ALTERNATIVE "", "jmp xenpv_restore_regs_and_return_to_usermode", X86_FEATURE_XENPV

#endif

POP_REGS pop_rdi=e

VES

* The stack is now user RDI, orig_ax, RIP, CS, EFLAGS, RSP, SS.
* Save old stack pointer and switch to trampoline stack.

*/

movq %srsp, %srdi

movq PER_CPU_VAR(cpu_tss_rw + TSS_sp@), %rsp
UNWIND_HINT_END_OF_STACK

/* Copy the IRET frame to the trampoline stack. */

pushqg  6x8(%rdi) /* SS *x/
pushqg  5%8(%rdi) /* RSP x/
pushqg  4x8(%rdi) /* EFLAGS x/
pushqg  3%8(%rdi) /* CS */
pushqg  2x8(%rdi) /* RIP x/

/* Push user RDI on the trampoline stack. */
pushg  (%rdi)

/*

* We are on the trampoline stack. All regs except RDI are live.
* We can do future final exit work right here.

*/

STACKLEAK_ERASE_NOCLOBBER

Riz->RRE
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A RFBRGIRRER (mmap)
A CERIEHAE S A B 3L 2 (B S RZAB P L BR GBI Rl aL, LA
NACREAB I BRGTRIPIR I IL,

A ATHRIREER (swap)
A REIEHINFR BRI L,, RIS, NEFFREAGKILZHEIHE
AOZIEN, (RFAERIBIEIIANZENR,
AZONEEEELR (core)
A REZORFEEINEE, WRAYDHEe. EIWANEKRAETLIESEINEE, XLEEIhEe
BERIRIARZF RS (AR S) PrER.
A EHIFERIIELR

A RELLSMEGHFoIREBAEO, T2XMEFIRMTIERS NEHIE
SE1E, X MRIRESLIL AR FHIYIEEEAL,
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+ SHEEN
V D IREIEE
V OIRE 7 Tmem_ mpicHEIEN{E R Epage,

HEZRFHIIRWATE free area init () B{EY
g, BHTTERE— M pageEiaiK, 81
page SRS N — MR TAE],
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typedef struct page {
struct page *next;
struct page *prev;
struct inode *inode;
unsigned long offset;
struct page *next_hash;
atomic_t count;
unsigned flags;
unsigned dirty,age;
struct wait_queue *wait;
struct buffer_head * buffers;
unsigned long swap_unlock_entry;
unsigned long map_nr;

} mem_map t;
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RAEXD . IEREFRIERIEERE2Y S, Efn=0~-5 81REST
BZ1NTUE. 20 RE. 40 E. 87 RE. 160 WWHE. 327 RE
HIT7VRKN 5D

PEREUHSTE: AP pEEHAE, K518 0 BUBEERFEEFIE AN
79 2RRDBCER (I FROSERATRN) o

&FF (Coalesce) : &5tk i PEERMEPEX/IMESHH

g (BDEkEE") |, WIEFN 29Xtk FIDARESE i+1 (5w

EBAIIT) .

B (Split ) : BiEROE 28 A/ BOLRATESE TS, MIMGESE

i+1 PoBCE AR, BIFIoEHEEREENK,
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U RFEX 77
XA DWIERAEREN (flilER4KB |, B
FZ 2RI R AR ANRIER,
0 HECEE: BEXAFONH (n=0~5 , XINIRK/NIT:

BT (1) BRA/N (TUEER) AR/ (RigIT=4KB)
0 1 4KB
1 2 8KB
2 4 16KB
3 8 32KB
4 16 64KB
5 32 128KB

0 BIANSST . B RASRRIs v E B NI EE S E,
07l Bh3RILR (8TR) HeianbirFEXI>$E801x4KB=32KB
158 (400x8000Q, 0x1000G%) 39
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U pERFAEEIE
0 FIREN: HFEIP— DT ApEERZHfree_area[] |,
ARG NINNE , B EEREEZNPE SRR,

struct free_area {
struct list_head free_list;
unsigned long nr_free;

5

URFR . BTSRRI E IR TEdETICRM
2, FrEsEEREETSREREI IR,

07l Bh2pEsRRRIE RN AT, B IEY
struct page A{Zfigorder=2,
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AeT froo_amca i

AFZEEE

Free page blocks

rone->[res_area
D ol | oo o] | 2 page sized Blocks
1
2z
3 il
4 — - — - 2 pagc Fized blocks
%
B
T
4 AAX_CRDIR|
Ey —li; page sixcd blocks
¥ |[MAX ORDER
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1. MPESRI PRSERAMKHR,

2. BFAMI+1IRUR, ITEFFDGEEHIE (HIRIRABIFIP, £k

FERBIBIEIP + 20 )
3. REHEHIRINAMER+1,
0761 BAIA9FE- MR (3HBHEOX8000FI0X9000) Toik&EF

(RIIFEI16KB , {BHEHOx800CKIOXCOOFIHRAT &3+

I 2R,
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Requesling
Process

A&

2
2x2 hlock

2. x 2 block

=1 =0 et T 0 I B ) el B

¥ [MAX ORDER
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+ £, ESFECFIREERVINTISR (70 task_struct,
inode, dentry) £S5

+ buddy system BRI

+ NIRRT ER

LRI ER (BIXDEEEERHENEE) .
+ NEREFRIX—AER, 5|INT slab HBEC2E (FREH SunOS 12
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User-space Kernel dynamic memory
memory allocation

management 1

kmalloc ()

SLAB layer

Low-level memory allocator
(Buddy system)
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YIEREFZAEHE

. o

Cache Descriptor

/.

Y

Per Node data

SLAB data structures y kmem_cache_node:

kmem_cache:
node partial list —
e array_cache: full list
size avail empty list
object_size limit age Frame Descripto
flags batchcount P Frame D ma— "o
L struct page: alien
array touched o :
K 10 > Obiect in s_mem list_lock
entry another i i
Page slahr_llst rea.plng
entry[1] active
i}
entry[2] slab_cache

freelist

Coloring

Object Object
Page frame
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Cache Descriptor Per Node data
' LUB r r kmem_cache_node:

kmem_cache:
flags partial list —
offset list_lock
size
object_size ,
node F’t_augvs-i Frame Descriptor
struct page:
cpu_slab pag E.E:Innd(
kmem_cache_cpu: il
frEEIiS slab_list
t objects
Page Frame Content: NULL 4 NU'—'—T " inuse
" freelist
Y Y — *

Padding

Page frame

A
Y
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' Global Descriptor H LOB \ [ r

Sma." Page Frame Descriptor
::f:;um struct page: s_mem
slob_lock .
flags

units

freelist

Page Frame Content:

Page frame

L
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R/EDEC) .
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Magazine Magazine (HaIFI&ERA) .
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Cache Cache Cache

C_free,c_nextp » C_free,c_nextp " C_free,c_nextp
C_firstp,c_lastp C_firstp,c_lastp C_firstp,c_lastp
Slab l Slab Slab

S_prevp,s_nextp

u
q-u
.

Cache ‘'Hslab 0 e
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0 Z=Slab3Z B MEI I R 5.

54



YRR EF SR

S SN WY o= (slab_alloc())
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4. HEBRYIFRNT, BEEMSIAbDEFINSR (ARaSlabl Bk HR
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¥hGkE (sla b_free())
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\H IO o
HFERELZS 8]
U £ Linux NEMAREFEEEF, S NEEEPHBIRIZAYIENL
#BHEZS|8) (Virtual Address Space, VAS) .
U XM HBLUEZS[E4GZ AR LR AR AERD . FP=SE (User
Space) FOWIZZIE (Kernel Space) .

e TERE AR ‘;m’—'% (x86_64 3055

%%(g‘%;gﬁ)ﬁg (iEXt()héa %ﬁg& FAFZRIAE, 0x00000000000000 &/ MHFEIRYZ, 1R
BPSE o) | smp L (EOMER) PR 00 - PR B
o B ek StElipE Ox00007FFFFFFFff i=tyatls]

RNiziD, 2B%E. W

s RS, PRI BRIR -
Pz P SRR RpESaTSI

EEEIE

OxFFfF80000000000 PR =4E
0 ~ OxfFFFFFFFFFFFFFFF RO PAZAREY X 1)
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i . T : OxFFFF FFFF FFFF FFFF

=i 2Mm :
| OXFFFF FFFF FFEO 0000
vsyscalls Xif 8M
0xFFFF FFFF FF60 0000
BRI X 5 1525M
: OxFFFF FFFF A00O 0000
PIZILIBER 512M
| OxFFFF FFFF 8000 0000 __START_KERNEL_map
f 1GB
: =i/ ;
: ; @xcAePaera == TASK_SIZE
[ eewer " v s e
; | OxFFFF EAOO 0000 0000
: =i T : RLIMIT_STACK (e.g., 8MB)
OxFFFF E900 0000 0000 VMALLOC_END
} Random mmap offset
| 0xFFFF C900 0000 0000 VMALLOC_START
=R AT :
i OxFFFF C800 0000 0000
3GB _< program break

Random brk offset

0xFFFF 8800 0000 0000 PAGE_OFFSET
| 0xFFFF 8000 0000 0000
end_data
=R :
: start_data
0x0000 7FFF FFFF FFFF end_code
g ?ﬁﬁf@ca”fﬂ?ﬁ%r&t
AP 128T
0x0000 0000 0000 0000 ;%m _a‘jz '\,, @@@l@\ﬁhﬁilﬁ
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task =truct

ZN

I

mnHFR

BETE

mm_=truct wm_area =truct HFEEAT T[]
count vm_star-t_l
‘l?'JTl_E!I'ld rrliiiiiiiiiiiiiunn
Tmap ... g S )
— YI_op= Drriiiiiiiiiiiiions
ped wm_next |[—
vm_area struct | o 0000000000
wm_operations | [m_start —l I T G deth
_Struct m_erl.d ....................
aper -
clozse — YM_DDSE
nopage wm_next ]
Zwapin . I
swapout . ;
* & & - 1

vm_operations

wm_area =truct

_struct M=t art
oOp & vm_end
cloze - ..
nopage - VIL_0OpS
swapin vm_next
swrapout

& & &

AR B A 8] T




struct mm_struct {
int count;
pgd_t * pgd;
unsigned long context;

unsigned long start_code, end _code,
start data, end data; B B

unsigned long start_brk, brk, start stack,
start mmap; B -

unsigned long arg start, arg_end, env_start,

env_end,;
unsigned long rss, total vm, locked vm;
unsigned long def flags;
struct vm_area struct * mmap;
struct vm_area struct * mmap_avl;
struct semaphore mmap_sem;

)y
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V HIEEFXE,
— M EEXEEEESE R —MEE X,
BN EVIXIEE—1vm area structZSfa{ix

A, TN E/include/1inux/mm. heA,
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struct vm area struct {
struct mm struct * vm mm;
unsigned long vm start;
unsigned long vm end;
pgprot t vm page prot;
unsigned short vm flags;
short vm avl height;
struct vm area struct
struct vm area struct
struct vm area struct vin_next;
struct vm area struct * vm next share;
struct vm area struct * vm prev _share;
struct vm operations struct * vm ops;
unsigned long vm offset;
struct inode * vm inode;
unsigned long vm pte;

vin_avl left;
vin_av]l right;
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Avm_mi@ET a m)iEFEAImm_structS a4
Avm_start Flvm_endEHA X RO FFaF022 IEHBLL,
Avm_page_prot REFXIEAYERYRIPIFIE
Avm_inode

HRET

X PRGN S B E SRS, T

vm_inodég[aiX N3 ARinode 5 AR, &N
vm_inode/INULL
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R REHE

Avm_flagstg it 7 REF X1 ROt/ E4EI4E -

VM_READ REFX I3 S0 1A
VM_WRITE REFXETITFEA
VM_EXEC REFXI IO T

VM_SHARED REFXigGFEZ M HERE=
VM_GROWSDOWRRF[X 15, A] LA 5] T 3LE(H
VM_GROWSUP EFXIgA] L[] _EFEE
VM_SHM  EFXEREHEEFEE—ED
VM_LOCKED REFXIgrTLANNEH]
VM_STACK_FLABE Xigi Mot (E
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Avm_offset
XIS B F IRV ENREE, 3k
EXFEEREFEEU
Avm_next
FrBvm_area_struct Z5 A sz — > o) i3k
vm_nextgo] F—->vm_area_structZ5fafR, pk3k
BitiEmm_struct
Avm_op&fg[ojvm_operations_struct Z5fa{AH9S
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e

HImAs £,

ZIETIAR RS
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Avm_avl_left

Pt =E A=l L= SN e awaiEhil Wi =28y
Avm_avl_right

AEtHEREBH S EF X
Ammap_avl

FTHZAVIRIAIR
Avm_avl_hight

=TAVIIRISE,

Avm_next_shard[lvm_prev_share
HEXvn area structEa— N IEE=RFRFE
PRI [A)5%3R.
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TR oA/ Ll

+ RO EREN
do_page fault()

AR RIS R tE FENRSSFS
(Fault Address) (Exception Syndrome Register)

static int __kprobes do_page_fault(unsigned long far, unsigned long esr,

struct pt_regs xregs)

{ RiztE P RIS TR L TX
const struct fault_info xinf; (Processor Registers)
struct mm_struct xmm = current->mm;
vm_fault_t fault;
unsigned long vm_flags;
unsigned int mm_flags = FAULT_FLAG_DEFAULT;
unsigned long addr = untagged_addr(far);
struct vm_area_struct xvma;
int si_code;
int pkey = -1;

if (kprobe_page_fault(regs, esr))
return 0;
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AR L%l

+5IANBHY
FFBINFRR AR NS BRI
LA

R T—Eo = EEAsREE, SYEREAEN, &
—ER D EARREIRRAZSREF, MMRERNFE R
Z[8)=S (A
+{LER =

fRR Y EEAEERR, 10T AR
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+ AT ERET
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AR ENE T

V ITELI DR (TUEE) | 81T3RST—
TP, B—1PIUREER, FRT7T—D
LA"swap space’ éﬁ%ﬁ?ﬂﬁ%, VES—XIN—
Fﬂ?ﬂ%, RIE—MEEE REIEA TR ERE,
X, B (E)n] S0
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+ NE AR IFHETEkswapd ()

v 2 I ERIBIEIZAE, FoRkRER IR TIE, Rk
RFEANEEEANF,

vV LinuxSREZEERRS. IREEK S, 3F
AR TR RS, FBEAY, RHARERK I RESREN
BENFIIMFRIRETE), FRRZE N SR
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| soEEs

o DIRIZEREOAT,, IBAmem map#idH, KEYIENEZRIE
FAiER (BPfreedp<SHI%IL)

root@kernel:~# free
total usec ree shared buff/cache available

Mem: 1024480 3 ¢ 3276 6840 80208 962800
Swap: 0 0

s DRy GV task_struct->mm->mmap, BEHIETE
HIZH AN =S B N E R B

\I




