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https://club.sanguosha.com/misc.php?mod=ranklist
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s CookieR—RBRIFHAEFinlINALIE, HERSsmmEN, RIEEE
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s BEFREENENEZFRIRHIEKEIE— 1 SessiondYif{x, ARSSEsILA
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Compared URL

http://www.example.com/dir/page2.html

http://www.example.com/dir2/other.html

http://username:password @www.example.com/dir2/
other.html

http://www.example.com:81/dir/other.html

https://www.example.com/dir/other.html
http://en.example.com/dir/other.html

http://example.com/dir/other.html

http://v2.www.example.com/dir/other.html

http://www.example.com:80/dir/other.html

Qutcome

Success

Success

Success

Failure

Failure
Failure

Failure

Failure

Depends

Reason

Same protocol, host and port

Same protocol, host and port

Same protocol, host and port

Same protocol and host but different
port

Different protocol
Different host

Different host (exact match required)

Different host (exact match required)

Port explicit. Depends on
implementation in browser.
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" UIBIEN IEARMIBERRRT
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var domain = “http://2. gongwanlu. sinaapp. com”;

+ openid_wxwall + “fwid=

® =R o _ alert(2);
RRER U2 function getQueryString(url, key) I
& EBE - war s = url.search. substr(l);
e var args = 1}
var items = qaz. length 7 qs. split("&") : [1;
EAfE i war item = rull;
o i var len = items. length;
IETERES http://www.youweisite/uv/wxwall/correlate.js fo?(var 1-: 0 1 < ler_l‘ },+j) {
item = items[i]. split("=");
var name = decodelRIComponent (item[0]);
FFAIREE var value = decodelURIComponent (item[11);
if (name) |
N args[name] = value;
}
BTN FEE return args[key];
}
BENTEE
var media_id = getQuery3tring (location, “media_id”);
_ var storage item = "ui3_” + media_id;
BoAEREE var item = localStorage. getltem{storage_item) ;
var json = JSON. parse(item);
DEEE var openid wiwall = json[“openid”];
var vid = json[“wid"];
. var done = json[“done”];
SRELE var redirect = “http://welxiao. nickboy. cofeo_to_wall/” + media_id;
EES e TOES if (done == null) §
jeon[“done”] = “trus”;
N localStorage. setltem(storage_item, JSON. stringify(json));
=B location href = domain + encodelURI (' /uw/wewall fauthorize. phpTopeni d_wiwall="
E WEEE

EGH

R T — PRV EACES S

5

L R STER ST (e

+ vid + "gredirect="

SRECE->TEH

+ redirect);
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Ej test.jsp - Notepad
File Edit Format Help

=10 x|

<% out.printing"welcome

+ Fequest.getParameter ("name")l; > il
b

http://myserver.com/test.jsp?name=Stefan

a http:/ /localhost:50000/b2b/test.jsp?name=5ktefan = Micro: - | Ellﬂ

Fie Edit ew Favorites  Tools  Help http:)localhost:S0000/b2b test  jsp

sBack - = - (@D & | @isearch [GaFavorites @hmeda (4| By S

Address I@ http:fylocalhost:50000/b2b/test. jsp?name=Stefan j acs | Links *

=

Welcome Stefan

[~
|&] Dane [ [ | B rocalintranet Y

<HTML>
<Body>
Welcome Stefan
</Body>
</HTML>

http://myserver.com/test.jsp?name=<script>alert("Attacked")</script>

3 http:/ /localhost:50000/b2btest.jsp?name= - | El|i|

File  Edit View Faworites Tools  Help i

‘= Back = = - @ fat | @Search [Ge] Favorites @Media @ | %- =]

Address I@ hittp: fflocalhost: S0000/bZb/test  jsp?name= <script =alerts Attacked )< fscript = j @GD | Links **
Microsoft Internet Expl x| :|

Welcome
& Attacked

|@ Opening page http:/flocalhost:50000/b2bytest . |i (3% Local intranet A

<HTML>

<Body>

Welcome
<script>alert("Attacked")</script>
</Body>

</HTML>
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Attacker Web Server

EBody; =crrint> attack cnde <iserints
Fe: Error message on startup

<script® attack code </script=

/ﬂ—'——m T
—

Fost Forum Message: Did you know this?
- Subject: GET Money for FREE » . GET Money for FREE

[ found a solution!

Can anybody help?

r

Get forum.jsp?fid=1228mid=2241

Error message on startup

1 . Attacker sends malicious code

2. Server stores message GET Monsy for FREE 1l
<5Cript> gttack code </script=

3. User requests message !

4. Message is delivered by server - Client

5. Browser executes scriptin message T
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= XPEAZEH TIRUE

= AJBEAYENR:
o Form3zEEJ = Post/Get WEHEET L ImIESL
o URLEY WRIEE SRR
e Cookie 1& AY HTTP  Head AY
e HTTP Header Web1g3K

Hig t, RERKREEFRIIEAESELIEENE

s HEEZE WEEBAHETIE, RESIE THESZENZFERF, fIiiE
BIANRBEA—ORI25NER. #MEFE. MIETONFHEINFR &

s BEEE WIBEMAFZFHITHE, IR IFEFE/ITEITITE, LUK
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= ZUEMILRT, XREHNFATHTRE (S 0=F85M9FrE
HeFd) |, Badiem (8BX) AFwHTMUEMAIFISCR,
BUmIELIVERE:

= HTML entity encoding

= JavaScript escaping

= (55 escaping U= R E N
= URL (or percent) encoding AN Z5, iZ[IH&It
e TN <
= g0 :

<script>alert(“java”)</script>

l 4RED

&lt;script&gt;alert(&quot;java&quot;)&lt;/script&gt;
EWEE— NEIHERIIRAS S I
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BAE <script>alert("Attacked")</script>
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<DIV style="line-height:1.7;color:#000000;font-size:14px;font-
family:Arial">&It;script&gt;alert("Attacked")&lt;/script&gt;</DIV>




