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3. URLzE

RRAM: xS BIEUR
#iRAdE): ER10:00 - 11:30 (3Z2#E4£909)
ISRFEETN . hitps://www.youwei.site/course/cybersecurity
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1. HTTPUMXSIER
2. URLEIA
3. URLIZEH



| 3.1 HTTPIY SiEE

s HTTP: @XM EatY (HyperText Transfer Protocol), EF
TCP/IPZ _ERIN FRIMN

1.
2% i 5 2
2.
1, B E———
2 K EHTTPI i ——
- 1
4T 3
—3. E[|HTTRIF 4
——
i
|
— A WA
4,

HTTPIMM BT I A2

ZEPN SRS SELIER. ARRRRMBEREEE,
HTTP |y T1EF 4R,

ZERNRE—MEKRGRSEE, BRODANRIA:
% — BIRFRIAR (URL) « IR AS, FEMIME
EREEBKREBRT. ZEFRIEREMATENRNE.

- BRSFEEEENEKE, AEFROMEES, HERIA

—PRET, BREENDIGRAS . — P BIhEEE
RMRH,FLEMNE%%@%%%%EE\$%%
BN AR

& PimiE RS 28 Frik M Py 5 SR b es B~ F
FHERREL, AT PISRSSHTEE,



3.1.1T HTTP{/M¥

" o
= BIREERAME—MER
" RESEBMETEFHIER, FREISFONEE, BEHER
" R
= YT T RS IMRRBICIZAE
IIREEAMERERENES, WENMEE
= RRIENZHY

» QBEEPimtlikSS S FIE o RRISHENS, (HozEEnvaiEaRnT LA
BEEHTTPAIE
s BRI AN RS SRR EERE SIS
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| HTTPiESR

/—®i‘§>ﬁm2; /—(@i%"zt‘zURL /—®HTTP1‘JJ¢5(ZS’U'J>ZZK

_ |POST /chapterl17/user. html HTTP/1.1

@rAccept: image/jpeg, application/x—ms—application, ..., */%
f|Referer: http://localhost:8088/chapterl7/user/register. html?
¥ |lcode=100&time=123123

3.|Accept—-Language: zh—-CN

L\User—Agent: Mozilla/4.0 (compatible: MSIE 8.0: Windows NT 6.1;:
Content—Type: application/x—www—form—urlencoded

Host: localhost:8088

® Content—-Length: 112

iR Connection: Keep-hlive

u Cache—Control: no—cache

~LCookie: JSESSIONID=24DF2688E37EE4F66D9669D2542AC17B

f
T»{name=tom&password=1234&rea1Name=tomson

O Bi53KIE, HTTP/1.1 EXANEKG EZEsH, —ig=ArY=EGETAIPOST,

@ JNERIIMAJURLIEHE, EFIHRICELAIHostE 14 2B Al e ZEAYIB K URL

Q) RN BAIRNRAS,

@ ZHTTPRYRSCEL, BEaT T ENE, B BMER BHE", REWELIIREEFiREE.
® BRI, AEHIEKRSHAVFIREENE



GETiEk5POSTiEK

A
= GET: MIEERIRIRIEREUE
= POST: [EEERIRIFIESL EMAIERIEUE

" XJEE

BiEkAI

EHRIERIA
P GetiEﬁE**u POStiEﬁE*El‘J IX%IJ et

O f&iEERE

IR ERAYS N
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522

FRRIA

[ase

XHEE I E AR

FIEESE R AIRR S

Zet

Ay tE

(Ve

IR A B
BEEET

application/x-www-form-urlencoded

SEUREBEN SRR,

B, M ERt . GET /3% URL 70
1&; URL BEESIEHIN (URLNEAKER
2048 1NFR)

41 ASCI =245,

5 POST #8tt, GET e, HERFrRIE
FEHEE URL A9—2F4.

EREZ R RS B4~ =R GET |
HUETE URL SRt AZR2a] T,

BEEEY I AR A,

POST

HESWETRSY (NSsENZSAAFE=
WEIRRR) .

TREEfF

application/x-www-form-urlencoded or
multipart/form-data, A iHHIEIRERZER
9,

2 RREFENERED LS,

FobRi,

ARSI el #HEEE.

POST Ik GET %%, HAZEHASHEFTEA
WSEamshEl web fREEEHES,

HIEASE VT URL

SEICL AR SIES R TIHA, AeAHE
1RSSR,



| HTTPIBAL

3 HTTP/1.1 200 OK

] Server: Apache-Coyote/1.1

I R Content-Type: application/json

;“ Transfer-Encoding: chunked

31'\' Date: Mon, 12 Sep 2011 12:41:24 GMT

4) 6f

i {"password":"1234","userName":"tom","birthday":null,"salary":0,

i "realName":"tomson","userld":"1000","dept":null }

s 0

HTTPAIIERLAZSAS B SER4ERK -

@ RSN IR ;
@ 'IKH.AE%&’{KIU\}EHL/ g EEEQT

@ MEHRY:L, BEMEEIAR;
O SRS, BV TAEER A

DI OREDR
WREA  RA R

HTTR/1.1

404

Page not found




| 3.2 URLiIA

= Web®E ((OHTMLIAE., Elf&. WHE) B9EAEIZURL
(Uniform Resoure Locator) #—&REMESFKIHT
= URL—RZEZ N ERHAk:
 SEADAELE] (F0Y) |, Whttp, ftipEE
s FEIBERENE Kin[S: localhost:8080
» ZIEEBHIRFR: /abc/indexjsp

s TFESH “username=anybody

http://localhost:8080/abc/index.jsp?username=anybody




| 33 URLIKE

» 51 FIARS ssmSEIGNRIAZE
= [RIE: SRS F|MAEFARE, BZURLCRENRELEIRAIFRIT
Ht, AmaAEZRIEIN ZRIPIRIRSA TR AIRE
= KR RSIRLIBNEFiRERSHIE =EIORNE
= 5L
« BN EFEMERIEEIESEEURLIS
http://example.org/private.php?user=abc&email=abc@d.org
=i EfRuseriE A EMBRR, B Z B H 4R EiaEmHETE
- B2 ERAFREGMGFESERMGHHERIURLIT:
http://a.edu.cn/score jsp?stuno=2021200XXX
= ERstunoig N EEFHNFS, EEEMEFRIMNS
“ ZERDA WTEIREFPINLEER, #F2HITHEPIAERIGE
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icensed to google

Burp  Project Intruder Repeater Window Help  Turbo Intruder

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options Useroptions CustomScanner
1 = 12 = 13 = 14 = 15 = 16 = 17 = 18 = 19 = 20 = 21 =
m Cance [ <Iv] Target: https:/fh.api.4399.com 7 ®
0 = = | |nspecTOR
Request Response ® X
Pretty in  Actions v Raw \n  Actions v Query Parameters (0) v
1 POST /mini/franking/ranking/submit HTTP/1.1 1 HTTR/1.1 200 OK
2 Host: h.api.4399.com 2 Date: Mon, 28 Feb 2022 05:31:09 GMT Body Parameters (3) ~
S Cookie: _gprp_c=""; _4399stats_vid=16460141710027294; 3 Content-Type: application/json
UM_distinctid= 4 Connection: close Request Cookies (17) o
17f3e1712b57e- 085b1213622b 458- 30634644 -332c00-17f3e1712b61ab; S Server: nginx
Hm_1vt_334aca66d28b3b338a76075366b2b9e8=1646014174; phlogact= & Access-Control-Allow-Headers: X-Custom-Header,content-type,userl
118594; 4399 POWAP_USER INFO=3744110367%7C: Uauth= 7 Access-Control-Allow-Origin: http://sda. 4399, com Request Headers (16] R
ext |UV]| 2022228 | dev4399. | 1646015083085 | 27d781d65bebdc2f37ae6522b 8 Access-Control-Allow-Credentials: true
Olac8d0; Pauth= 9 ¥-Via: 1.1 angtong56:18 (Cdn Cache Server V2.0 Response Headers (L0} o

3744110367 | 2441238468 t 3ce TmO000271285h3d102d1f7c6f507 | 16460150 10 X-Ws-Request-Id: 621cSeld_angtong56 32953- 23055
83| 10002| 2528013cd2366b308e f7aS0f 56525404 | 0; Puser=2441238468; 11 Content-Length: S8
Xauth=1a3235bc77eeblE4lc728429e5fh202e; ptusertype=
dev4399 . weixin_login; Pnick=UV1988; OQnick=UV;
4399 HTMLS_PREVIEW_USERID=3744110367;
Hm_Tpvt_334aca66d28b3b338a76075366b2h2e8-1646020144; USESSIONID
=44e2ec5l-a3aa-4686-a2ad-1bddefc21d85: ck_accname=2441238468
User-Agent: Mozillas5.0 (X11: Linux xB6_84: rv:78.0)
Gecko/20100101 Firefox/78.0
Accept: application/json, text/plain, */%
Accept-Language: en-US,en;g=0.5 T
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded: charset=UTF-8
Device: wap
Runtime: production
11 Gameurl:

http://sda. 4399, com/4309swf /upload_swf/ftp37/cwb/20220224/01a/1

ndex. html
12 Userinfo439shs:

3744110367 | 2441238468 | VWYx0Tg4| | 79a9516d 7981 220470797 c95b ST 450

e
1% Content-Length: 43
14 Origin: http://sda.4399. com
15 Referer:

http://sda. 4399, com/4399swi/upload_swf/ftp37/cwh/20220224/01a/1

ndex. html
15 Te: trailers
17 Connection: close

I

ugn)

[+

ow

19 frank_id=483&sco re=23?0000&game_id=10006645l1

0 matches

@& [« omatches  (2) {8} (€[]

Done 490 bytes | 24 millis




| 3.3 URLIKE

" 52 IRIRKEHISHER
= [RIE: KENSHERBL A FZRBEURLF TERE, HILURIEE
MELNRANECENER, EXREEEERMERFE, RIE
NMEF—TMEINEFR, BB R OEEISIORE
= 5L

VB IEE T 2= ozoml  DK3DKdg:

https://weixiao.nickboy.cc/wall/mAdmin/Block?media_id=gh_77aef1d9cf29
&pass=*******& openid=o0Zpm DK3DK4g&blocked=1

“ B EIFAURIZEIRERI, XRBERHITING, &SI NBEGH]
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= 520
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== :

[I http.host=="weixiao.nickboy.cc" and http.request.uri contains "mAdmin"

No.

Time
{» 661.. 307.313300

Source
10.46.132.64

Destination

182.254.240.162 HTTP

Protocol | Lengtt | Info
18032 GET /wall/mAdmin/Block?media_id=gh_77aef1d9

Frame 661021: 1032 bytes on wire (8256 bits), 1032 bytes craptured (8256 bits) on interface en@, id @
Radiotap Header v@, Length 58

802.11 radio information
IEEE 802.11 QoS Data, Flags:

Logical-Link Control
Internet Protocol Version 4, Src: 10.46.132.64, Dst: 182.254,240,162
Transmission Control Protocol, Src Port: 45678, Dst Port: 8@, Seq: 1, Ack: 1, Len: 896

Hypertext Transfer Protocol

GET /wall/mAdmin/Block7nedia_id=gh_77aef1d9cf29&pass=1234567&4penid=0Zpm305PLKFhqnk7eXujIDK3DK4g&blocked=1 HTTP/1.1..

Host: weixiao.nickboy.cc\r\n

Connection: keep—-alive\r\n
Upgrade-Insecure-Requests: 1\r\n

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0
@ebo
00co
00de

® 7

00
10
08
00
34
50
7c
b2
c2
64
5f
66
26
4c

00
81
00
10
83
81

3a
50
00

00
14
00

6b
40
ff
04
92
aa
40
4b
47
2F
67
70
6e
71

8
21
01
20
de
aa
26
04
45
42
68
61
69
6e

Host: Character string

30
ea
12
ds

40
ad
00

bd
00
72
b2
04
00
0a
Tc
2f
63
37
3d
6f
65

45
00
00
00
49
00
2e
c5
77
6b
61
31
5a
58

‘Y- -GET /wall/mA
dmin/Blo ck?media
_id=gh_7 7aef1d9c
f29&pass =1234567
&openid= oZpm3@5P
LKFhgnk7 eXujJDK3

Packets: 724138 - Displayed: 1 (0.0%) Profile: Default



N FREN "UVRIE
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Attack Save Columns

Results Target Positions Payloads

Intruder attack 2

Options

Wit
TSR

Filter: Showing all items

Request

123456
password
12345678
qwerty
123456789
12345
1234
11111
1234567
dragon
123123
baseball

abc123
fonthall

(== - LS S =]

Request Response

etty \n  Actions v
HTTP/1.1
2 Host: weixiao.nickboy.cc

i User-Agent: Mozilla/5.0 (X1l; Linux x86_64;

Status

200
200
200
200
200
200
200
200
200
200
200
200
200
200

latal

Error

Timeout

Length

135
135
135
135
135
135
135
135

Comment

155

rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/%;q=0.8

» Accept-Language: en-US,en;g=0.5
5 Accept-Encoding: gzip, deflate
7 Upgrade-Insecure-Requests: 1
8 Te: trailers
9 Connection: close

Q@ (€3] [

0 matches

Finished




