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Distinguished Paper Award

FSE 2016

ACM SIGSOFT International Symposium
on the Foundations of Software Engineering

ar November 13-18, 2016 Seattle, WA, USA

() Presented to

Jianjun Huang, Xiangyu Zhang
and Lin Tan

e

For
Detecting Sensitive Data Disclosure via
Bi-directional Text Correlation Analysis

General Chair Program Chair Program Chair

Thomas Zimmermann  Jane Cleland- Hua% %

SIGPI.AN

OOPSLA'19: International Conference on Object-Oriented
Programming, Systems, Languages, and Applications

Distinguished Paper Award
Presented to

Zhuo Zhang, Wei You, Guanhong Tao, Guannan Wei,
Yonghwi Kwon, Xiangyu Zhang

for

BDA: Practical Dependence Analysis for Binary Executables by Unbiased
Whole-Program Path Sampling and Per-Path Abstract Interpretation

AN

A=
Eelco Visser Yannis Smaragdakis
OOPSLA 2019 Program Chair SPLASH 2019 General Chair

SPLASH 2019 - Athens, October 20-25, 2019
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h‘ Adobe Creativity & Design v PDF & E-signatures v Marketing & Commerce v Help & Support v

Products Store Company Support Volume licensing

Adobe Security Bulletin

Security bulletins

e Xinyu Wan, Yiwei Zhang and Wei You from Renmin University of China (CVE-2020-9611, CVE-2020-9610, CVE-
2020-9605, CVE-2020-9604, CVE-2020-9603, CVE-2020-9598, CVE-2020-9595, CVE-2020-9593)

Addressed a potential issue where the application could Xinyu Wan, Yiwei Zhang and Wei You from
be exposed to Out-of-Bounds Read Information Renmin University of China
Disclosure vulnerability and crash when processing . o . i . i .
e Xinyu Wan, Yiwei Zhang and Wei You from Renmin University of China (CVE-2020-9705, CVE-2020-9711, CVE-

certain arguments. This occurs due to the access of
illegal memory as the application fails to restrict the
access to an array outside its bounds when calling
the util.scand function.

2020-9713)

e Xinyu Wan, Yiwei Zhang and Wei You from Renmin University of China (CVE-2020-3806, CVE-2020-3807, CVE-
2020-3795, CVE-2020-3797)

Addressed a potential issue where the application could Xinyu Wan, Yiwei Zhang and Wei You from

be exposed to Out-of-Bounds Read Information Renmin University of China

Disclosure vulnerability and crash when processing

certain arguments. This occurs due to the access of * Xinyu Wan, Yiwei Zhang and Wei You from Renmin University of China (CVE-2020-3743, CVE-2020-3745, CVE-
illegal memory as the application fails to restrict the 2020-3746, CVE-2020-3749, CVE-2020-3750, CVE-2020-3752, CVE-2020-3754)

access to an array outside its bounds when calling the
util.scand function.

Addressed potential issues where the application could Xinyu Wan, Yiwei Zhang, and Wei You from
be exposed to Denial of Service, Null Pointer Reference, Renmin University of China

Out-of-Bounds Read, Context Level Bypass, Type China National Vulnerability Database
Confusion, or Buffer Overflow vulnerability and crash, mnhFly of Aurora Infinity WeiZhen Security
which could be exploited by attackers to execute remote Team

code. This occurs during the implementation of certain Exodus Intelligence

functions in JavaScript due to the use of incorrect cor3sm4sh3r working with Volon Cyber Security
parameters or objects without proper validation (CNVD- Pvt Ltd working with
C-2020-305224/CNVD-C-2020-305182/CNVD-C-2020- Trend Micro Zero Day Initiative
305095/EIP-2018-0045/CNVD-C-2020-305100/CVE-2021- Yongil Lee(@intellee) and Wonyoung
31461/CVE-2021-31476). Jung(@nonetype) of Diffense

cece working with Trend Micro Zero Day
Initiative



>¢
s [
(B

Case offer: KMFLOOQ2 1nbox x

tome -

e zdi@trendmicro.com @ Wed,Mar 16, 1:51 AM (5 days ago) vy (B &

Hello KMFL,

Thank you for your submission. We have successfully verified your submitted advisory in our lab and are interested in purchasing it from you. We would like to officially extend an offer o
for the nights to your vulnerability.

Case offer: KMFLOQOQ3 o x T B B
zdi@trendmicm,com <zdi@trendmicro.com> @& Tue, Mar 8, 6:51 PM (13 days ago) j:f Q -~

to me «

Hello KMFL,

Thank you for your submission. We have successfully verified your submitted advisory in our lab and are interested in purchasing it from you. We would like to officially extend an offer ¢f 550 USD

Case offer: KMFLOQO4 inbox = B B
zdi@trendmicro.com @ Wed, Mar 16, 10:47 PM (5 days ago) Yy o -

tome =

Hello KMFL,

Thank you for your submission. We have successfully verified your submitted advisory in our lab and are interested in purchasing it from you. We would like to officially extend an offer of 650 USD
for the rights to your vulnerability.

Case offer: RUCSESECOQQ05 inbox = C B B
e zdi@trendmicro.com <zdi@trendmicro.com= & Wed, Mar 16, 11:03 PM (5 days ago) Yy ° -
tome

Hello RUCSESEC,

Thank you for your submission. We have successfully verified your submitted advisery in our lab and are interested in purchasing it from you. We would like to officially extend an offer of 900 USD
for the rights to your vulnerability.

This offer is valid for 7 calendar days. After 7 calendar days, the offer is rescinded. The same way, if all required documentation/information for the payment is not provided within the 10 days after
acceptance of the offer, the offer will also be rescinded. If, after that time, you would like ZDI to re-offer, please let us know. We may be willing to do so

Acceptance of this offer is your commitment to abide by the terms of the current ZDI Researcher Agreement (hitps //zerodayinitiative com/documents/zdi_researcher_agreement.pdf).

Upon acceptance of this offer you will have achieved a total of 800 reward points.

For details on reward benefits please visit: hitp.//www zerodayinitiative. com/about/benefits/

As a reminder you selected wire_transfer as the payment method for this case, if that is incorrect let us know in your response and we will update it
Please allow between 5 and 10 business days for payment to arrive. If this is your first ime being paid by the ZDI, an additional 5-10 days should be expected.
Kind regards,

Zero Day Initiative
zdi@trendmicro.com

1AL NFRAELSUIN . $625+5550+5630+$900 = $2705 ~ ¥ 17215
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