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Compare ~

New functionality

« Docker image now supports nginx when browsing to httpy/localhost a landing page is shown.

Bug fixes

o #1039 jwt-7-Code review
« #1031 SQL Injection (intro) 5: Data Control Language (DCL) the wiki’s solution is not correct

#1027 Webgoat 8.2.1 Vulnerable_Components_12 Shows internal server error
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webgoat:server-8.2.23 919MB

@ webwolf-8.2.2jar 513 MB
[ Source code (zip)

[ Source code (tar.gz)
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sudo vim /etc/apt/sources.list
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deb http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib

deb-src http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib

File Actions Edit View Help

— InseRT —

$fTsudo apt-get update HH — T

File Actions Edit View Help

~/webgoat

~/webgoat

java F sk https://download.oracle.com/java/17/latest/jdk-17_linux-x64_bin.tar.gz
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tar -zxvf jdk-17_linux-x64_bin.tar.gz
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sudo vim ~/.zshrc
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export JAVA_HOME="/home/kali/webgoat/jdk-17.6.2"
export PATH="$JAVA_HOME/bin:$PATH"
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source ~/.zshrc
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Introduction

General . Reset lesson
(A1) Injection >

(A2) Broken Authentication >

(A3) Sensitive Data Exposure > ()]

(A4) XML External Entities (XXE) >

(A5) Broken Access Control > What is WebGoat?

(A7) Cross-Site Scripting (XSS) >
(A8) Insecure Deserialization >

WebGoatis a deliberatel insecure application that allows just ke you o fest found in Java-based
(A9) Vulnerable Components > appiications that use common and popular open source componens.
(A8:2012) Rsquest Forgeriesl 2 Now, while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning everything you can about security
Client side > vulnerabilties s essential to understanding just what happens when even a smallbitof unintended code gets into your applications.
Challenges > What botter way to do that than with your very own scapegoat?
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Introduction >

General > Roset lesson

(A1) Injection > =

What is WebGoat?

(A2) Broken Authentication

(A3) Sensitive Data Exposure >

S(E) > WebGoat s a deliberately insecure application that allows interested developers just like you to test vulnerabilities commonly found in Java-based
applications that use common and popular open source components.

(A4) XML External Enti

(5) Broken Access Control >
(AT)Crose-Site Seripting (658) > Now, while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning everything you can about security

wulnerabilies is essential to understanding just what happens when even a small bit of unintended code gets into your applications.
(A8) Insecure Deserialization

What better way to o that than with your very own scapegoat?
(A9) Vulnerable Components

Feel free to do what you will with him. Hack, poke, prod and if it makes you feel better, scare him until your heart's content. Go ahead, and hack
(A8:2013) Request Forgeries >

the goat. We promise he likes it

Client side 2 Thanks for vaiir interest!
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SQL Injection (intro) sm i (=

Introduction
General s Reset lesson
(A1) Injection >

SO injection (intro)

’ooooae 0000BB° ]

Concept

This lesson describes what Structured Query Language (SQL) is and how it can be manipulated to perform tasks that were ot the original intent
of the developer.

(A2) Broken Authentication

(A3) Sensitive Data Exposure >
(A4) XML External Entities (XXE)
(A9) Broken Access Control Goals

UDOmmeR s N § « The user will have a basic understanding of how SQL works and what itis used for

(A8) Insecure Deserialization >

« The user will have a basic understanding of what SQL injection is and how it works

(AS9) Vulnerable Components > i
« The user will demonstrate knowledge on:

TEHPLEK P, BLHEEFEY MTELE , EHLIRAEASR

« Data Control Language (DCL)

Each of these command types can be used by attackers to compromise the confidentiality, integrity, and/or availability of a system. Proceed with
the lesson to learn more about the SQL command types and how they relate to protections goals.

e.com/ for free and interactive online

urs

I you are still struggling with SQL and need more information or practice, you can visit http:
training.
It is your turn!

Look at the example table. Try to retrieve the department of the employee Bob Franco. Note that you have been granted full administrator
privileges in this assignment and can access all data without authentication.

SQL query

Submit \
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It is your turn!

Look at the example table. Try to retrieve the department of the employee Bob Franco. Note that you have been granted full administrator
privileges in this assignment and can access all data without authentication.

v

SQL query

Submit

You have succeeded!
select * from employees where first_name="Bob';

USERID FIRST_NAME LAST_NAME DEPARTMENT SALARY AUTH_TAN PHONE
96134 Bob Franco Marketing 83700 LO9S2V null
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Time Sourc Destination Protocol _Length Info
428 4.030875%20  127.0.0.1 127.0.0.1 TP 560 POST /MebGoat/start.mve HITP/1.1 (text/plain)

23022436 usernane
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missing function level access control
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Burp Proect Intruder Repeater Window Help Turbointruder
Dashboard Target Pro Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Custom
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Request Response N
Prett Wn Actions Re \n  Adions v Que
GET /WebGoat /users HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 127,0,0,118080 > Connection: close Body
5 User-Agent: Mozillas5.0 (X11: Linux x86_64; rv:78.0) 3 X-XSS-Protection: 1; modesblock
Gecko/2010010L Firefex/78.0 4 K-Content-Type-Options: nosniff Reqt
s : S X-Frane-Options: DENY
text/html,applacation/ahtal +xml, application/anl;q=0.9,image/web & Content-Type: application/isen
p.#/%1q:0.8 7 Date: Wed. 23 Feb 2022 08:30:15 GMT Reat
S Accept -Language: en-US,en;q=0.5 8
Accept -Encoding: gzip. deflate i Rest
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10 Upgrade-Insecure-Requests: 1
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@GetMapping(path = {"access-control/users"}, consumes = "application/json")
@ResponseBody
public ResponseEntity<List<DisplayUser>> usersservice() {

return ResponseEntity.ok(userRepository.findAllUsers().stream()
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.map(user -> new DisplayUser(user, PASSWORD_SALT_SIMPLE)).colleci

authentication bypass
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& Accept Encoding: gsip, defiate 7 Dare wed. 23 Feb 2022 08116158 G Reqesth
? enceded; 4
£ Kheauestenith, IR EpR > Resporse

Content-Length: 88 “LessonConpleted" st rue.
*feedback":"Congrats, you have successfully verified the accou

1 comnection: close “outputinu
Referer: http:/7127.0.0.1:5080/WebGoat start avc S sassigment: Serifyiceos
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private HashMap<String, Strings parseSecQuestions(HttpServletRequest req) {

Map<String, String> userAnswers = new HashMap<>();
List<string> paramNames = Collections.list(req.getParameterNames());
for (String paramName : paramNames) {

//String paranName = req.getParameterNames().nextElement();

if (paramName.contains("secQuestion"))

userAnswers.put(paranName, req.getParameter(paramName));

¥
i
return (HashMap) userAnswers;
}
public boolean Integer userld, g,String> submitted ions ) {
//short circuit if no questions are submitted
if (submittedQuestions.entrySet().size() I= secQuestionStore.get(verifyUserId).size()) {
return false;
i
if (submittedQuestions.containsKey("secQuestion”) && !submittedQuestions.get(“secQuestiond”).equals(secQuestionstore.get(verifyUser
return false;
i
if (submittedQuestions.containsKey("secQuestion1”) && !submittedQuestions.get("seQuestion1”).equals(secQuestionStore.get(verifyUser
return false;
¥
/1 else
return true;
}



