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% WEBGOAT

Introduction »

General 3 Reset lesson
(A1) Injection >

{A2) Broken Authentication H

(A3) Sensitive Data Exposure » o

(A4) XML External Entities (XXE)

(A5) Broken Access Control 3 Wh at iS We bGO at?

(A7) Cross-Site Scripting (XSS) >

(AB) Insecure Deserialization »

WebGoat is a deliberately insecure application that allows interested developers just like you to test vulnerabilities commonly found in Java-based
(A9) Vulnerable Components » I

applications that use common and popular open source components.
AB:2013) Request Forgeries ' . - . . ! . . ' .
( ) Req gert ’ MNow, while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning everything you can about security
Client side 3 vulnerabilities is essential to understanding just what happens when even a small bit of unintended code gets into your applications.

Challenges > What better way to do that than with your very own scapegoat?
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’:\3; WEBGOAT WebGoat

Introduction >
General > Reset lesson
(A1) Injection >
(3]
: (A2) Broken Authentication > What IS WebGoat?
(A3) Sensitive Data Exposure >
(A4) XML External Entities (XXE) WebGoat is a deliberately insecure application that allows interested developers just like you to test vulnerabilities commonly found in Java-
(AS) Broken Access Control S based applications that use common and popular open source components

Now. while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning everything you can about

(A7) Cross-Site Scripting (XSS) >
security vulnerabilities is essential to understanding just what happens when even a small bit of unintended code gets into your applications.

(A8) Insecure Deserialization >
What better way to do that than with your very own scapegoat?
(A9) Vulnerable Components >
Feel free to do what you will with him. Hack, poke, prod and if it makes you feel better, scare him until your heart’s content. Go ahead, and
(AB:2013) Request Forgeries > A Z
hack the goat. We promise he likes it.
Client side :
o > Thanks for your interest!
Challenges >

The WebGoat Team
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’%WEBGOAT SQL Injection (intro)

Introduction 3
General 5, Reset lesson
(A1) Injection 3
SGL Injection (Intro)
000000000000G°
(A2) Broken Authentication y CO n Ce pt
(A3) Sensitive Data Exposure N This lesson describes what Structured Query Language (SQL) is and how it can be manipulated to perform tasks that were not the original

intent of the developer,
(A4) XML External Entities (XXE) >

(AS5) Broken Access Control s Goals

(A7) Cross-Site Scripling (XSS) > « The user will have a basic understanding of how SQL works and what it is used for

(A8) Insecure Deserialization ; ) . ; )
' ! « The user will have a basic understanding of what SQL injection is and how it works
{A9) Vulnerable Components 3
» The user will demonsirate knowledge on:

(A8:2013) Request Forgeries »

o DML, DDL and DCL
Client side »

< String SQL injection
Challenges »

o Numeric SAL injection

» How SOL injection violates the CIA triad
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AEBPERERATH, SEESRE (WTRERLE)  EFKETREAESR

« Data Control Language (DCL)

Each of these command types can be used by attackers to compromise the confidentiality, integrity, and/or availability of a system. Proceed with
the lesson to learn more about the SQL command types and how they relate to protections goals.

If you are still struggling with SQL and need more information or practice, you can visit http://www.sglcourse.com/ for free and interactive online
training.

It is your turn!

Look at the example table. Try to retrieve the department of the employee Bob Franco. Note that you have been granted full administrator
privileges in this assignment and can access all data without authentication.

SQL query SQL query

Submit \
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MEERLER BEHNNET

It is your turn!
Look at the example table. Try to retrieve the department of the employee Bob Franco. Note that you have been granted full administrator
privileges in this assignment and can access all data without authentication.

-
v

SQL query SQL query

Submit

You have succeeded!
select * from employees where first_name='"Bob';
USERID FIRST_NAME LAST_NAME DEPARTMENT SALARY AUTH_TAN PHONE

96134 Bob Franco Marketing 83700 LO9S2Vv null
.
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Insecure login

*Loopback: lo

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG t BE@E Q¢ »n<«>»>xPPE ool

http.request.method==POST|

* Time Source Destination Protocol Length Info
428 4.030875920 127.0.0.1 127.0.0.1 HTTP 560 POST /WebGoat/start.mvc HTTP/1.1 (text/plain)

\r\n

[HTTP request 2/10]

File Data: 50 bytes
-~ Line-based text data: text/plain (1 lines)
{"username":"CaptainJack", "password":"BlackPearl"}

30 2e 30 2e 31 3a 38 30 38 30 2f 57 65 62 47 .0.0.1:8 080/WebG
61 74 2f 73 74 61 72 74 2e 6d 76 63 0d 0a 43 oat/star t.mvc -C
6f 6b 69 65 3a 20 4a 53 45 53 53 49 4f 4e 49 ookie: J SESSIONI
3d 58 73 5a 77 41 5f 50 75 7a 38 6b 69 4a 76 D=XsZwA_ Puz8kiJv
65 36 30 42 4d 47 6f 77 71 36 53 2d 62 64 Ee60BMGo wq6S-bdd
6e 59 58 49 7a 6f 57 79 51 ea 7b 22 enYXIzow yQ £
73 65 72 61 6d 65 76 74 61  username ":"Capta
6e 4a 61 63 6b 22 2c¢ 22 70 61 73 77 6f 72 inJack", "passwor
22 3a 22 42 6¢c 61 63 6b 50 65 61 6¢c 22 7d d":"Blac kPearl"}
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missing function level access control

WebGoat

- c

Kali Linux § (ali Docs & Kali Forums  ex Kali NetHunter 3 £ g OffSec

(A2) Broken Authentication »
(A2) Sensitive Data Exposure » ° o a o o

(A4) XML External Entities (XXE)

(A5) Broken Access Control ) Re|y|ng on Obscurity

" Fu Access One could rely on HTML, CSS or javascript to hide links that users don't normally access. In the past there has been a case where a network router tried to protect (hide) admin functionality with javascript in the Ul | i ) sitill-
(AT) Cross-Site Scripting (XSS) » Flnd| ng H|dde n |tem5
(A8) Insecure Deserialization ¥ 3 .
There are usually hints to finding functionality the Ul does not openly expose in .
AS) Vulnerable Components .
49 o ’ » HTML or javascript comments
({A8:2013) Request Forgeries 3
+ Commented out elements
Client side »
« Items hidden via CSS controls/classes
Challenges »

Your Mission

Find two invisible menu items in the menu below that are, or would be, of interest to an attacker/malicious user and submit the labels for those menu items (there are no links right now in the menus).

pocount

Hidden lem 1

Hidden ltem 2

Submit
@ (O Inspector [ Console ([ Debugger P Network {J} Style Editor () Performance {F Memory [ Storage T Accessibility o8 What's New

3 + X 7 hov s + [B [ Layout Computed Changes
» Pseudo-elements v Flexbox

This Element Select a Flex container or item to conti

?lerentD { inline - Grid

#gac-menu 11 O { E550N5.C55: C55 Grid is not in use on this page
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missing function level access control

Burp Suite Professionalv2021.4.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help  Turbointroder

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Custom
1 = .
= = INSE

Request Response
pretty |EER W Actions ~ Raw Fender \n  Actions v Que
l GET /WebGeat/users HTTP/1.1 L HTTP/1.1 200 OK
2 Hest: 127.0.0.1:8080 Z Connection: close Body
3 User-Agent: Mozilla/5.0 (¥11; Linux xB6_64; rv:78.0) 3 X-X55-Protection: 1) mode=block

Gecko/20100101 Firefox/78.0 4 X-Content-Type-Options: nosniff Requ
4 Accept: S X-Frame-Options: DENY

text/html,application/xhtmlexml, application/xml ;g=0.9, image/web & Content-Type: application/jison

p.¥/*;g=0.8 7 Date: Wed, 23 Feb 2022 08:30:15 GMT Requ
5 Accept -Language: en-US,en;g=0.5 ;]
6 Accept-Encoding: gzip, deflate a0 Resg

onnection: ClLose {

Content-Type: application/json| 10 "username" " ruciser”,

e i cPCENYrJulbolWSnlyyOkplVre 11 “adnin”:false,

-

10 Upgrade-Insecure-Requests: 1 "userHash": *1b4JrglpYinFslAdhk Qv / v+ +t SebBipcOazunEShRM="
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missing function level access control

HNZE A A f5imteE 1 application/jsonZk &Y

@GetMapping(path = {"access-control/users"} | consumes = "application/json")
@ResponseBody
public ResponseEntity<List<DisplayUser>> usersService() {
return ResponseEntity.ok(userRepository.findAllUsers().stream().map(user -> new DisplayUser(user,
PASSWORD_SALT_SIMPLE)).collect(Collectors.toList()));

¥
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authentication bypass

Burp Suite Professional v1021.4.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help TurboIntruder
Dashbaard Target Proy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project aptions Liser options CustomScani

1 %
Request Response

Prett In  Actions ~ Pretty

| POST /WebGoat/auth-bypass/verify-account HTTP/L.1 HTTR/1.1 200 OK

= = INSPECT

Raw Fender Wn Adions v Guery Par

2 Host: 127.0.0.1:8080 2 Connection: close Body Para
3 User-Agent: Mozilla/5.0 (X11: Linux x86 G4; rv:78.0) 3 X-¥S5-Protection: 1; modesblock
Gecko/20100101 Firefox/78.0 4 }-:-Content-T)frpe-Uptmns: nosniff Request C
4 Accept: ®/* S X-Frame-Options: DENY
5 Accept -Language: en-US,en;g=0.5 & Content-Type: application/jysan
G Accept-Encoding: gzip, deflate 7 Date: Wed, 23 Feb 2022 08:18:38 GMT Request H
" Content-Type! application/x-www-form-urlencoded; charset=UTF-8 =]
£ X-Reguested-With: XMLHttpRequest :-{ Response
9 Content-Length: B8 ] "LessonCompleted” it rue,
10 Origin: http://127.0.0.1:B080 11 "feedback":"Congrats, you have successfully verified the accou
11 Connection: close 12 “putput”:null,
12 Referer: http://127.0.0,1:8080/WebGoat /start .mvc 13 “assignment*:*VerifyAccount*,
13 Cookie: JSESSIOMID=EDe2]82SPOPumbcPCENYrJlulboiWSnLvvOkpUVre 14 "attemptWasMade" :true

1—' 15 }
1 23&]'s&abled=1&verifrh’lethod=
e = SLuse a B
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authentication bypass

private HashMap<String, String> parseSecQuestions (HttpServietRequest req) {
Map<String, String> userAnswers = new HashMap<>();
List<String> paramNames = Collections.list(req.getParameterNames());
for (String paramName : paramNames) {
//String paramName = req.getParameterNames () .nextElement();
if (paramName.contains("secQuestion™)) {

userAnswers.put(paramName, req.getParameter(paramName)); /D\g@/z\TSGCQueStiOH, ?jﬁj]ﬂ]\

}

return (HashMap) userAnswers;

public boolean verifyAccount(Integer userId, HashMap<String,String> submittedQuestions ) {
//short circuit if no questions are submitted

if (submittedQuestions.entrySet().size() != secQuestionStore.get(verifyUserId).size()) {
return false;

3
if (submittedQuestions.containsKey("secQuestion0")|&&

IsubmittedQuestions.get( secQuestion0") .equals(secQuestionStore.get(verifyUserId).get("secQuestion0™))) {
return false;

} =B secQuestion0FdsecQuestionl, H

[1f (submittedQuestions.containsKey("secQuestionl")}&&

IsubmittedQuestions.get("'seQuestionl™).equals (secQuestionStore.get(verifyUserId).get("secQuestionl"))) {%:?‘Z'ﬂ-—l&ﬁkTse?QueSthnz_*D
} return false; SeCQUeSt|On3, Eﬁ%é?ﬁﬂykﬁ
// else

return true;




